SUPPORT INFORMATION

Intrusion

Technical Support VANDERB|LT

SPC Manager Basic Setup

This document describes the process for enabling access to your SPC
Panel via SPC Manger.

It is only available when using the following panels SPC4320, 5320,
5330, 5350, 6330 or 6350.

The panel MUST have a static IP Address and be able to get
internally or externally to the SPC Manager Server.



SPC Manager

The NON licenced version of SPC Manager has a 30 day trial period.
You can install and run SPC Manager as a demo version (1x Client, 5x SPC Panels) then upgrade
to the full version using a Licence.

SPC Manger Basic - 1x Client, 5x SPC Panels.

SPC Manger Standard - 10x Client, 100x SPC Panels.
SPC Manger Advanced - 50x Client, 1000x SPC Panels.

The MAC address of the PC being used for the SPC Manager installation is required for the

Licence to be created.

The connection between the panel and the Server is done using an EDP connection over IP.

SPC Panel Setup

Full Engineer > Communications > Reporting > EDP > Settings

SPC Home
Status

| Log

. Users

Configuration

Communications

Analog ARC

Mo receivers configured

FlexC & Reporting

‘CEI-ABI

Receiver Description

| Refresh II Settings ‘I Add |
e

The number used here must be unique for any panels connected to the same SPC Manager
Server. When they appear in the SPC Manager Client, this is the ID they display.

This EDP Panel ID 1 so the next would be 2,3,4.

If two or more panels are numbered the same, then the Client software can't separate them so
won't connect. If you have two SPC Manager Servers then it will be ID 1 on both systems.

SPC Home
Status

Log

Users

Configuration

~ ] File

Communications FlexC ®

Analog ARC CELABI
EDP Settings (Panel)

Enable

Reporting

Check this to enable EDP.

I EDP Panel ID

Unique identification number used by EDP receiver for this panel
(1-999997 )

Panel Port
Packet Size Limit
Event Timeout
Retry Count

Dial Attempts
Dial Delay

Dial Lockout

Event Logging Options
Comms Status

EDP Commands

AV Events

ANV Streaming

Keypad Use

for receiving IP packets (Default is 50000)
(1=

Maximum number o
(500-1440)

wgef EDP Panel ID |1
Max number of event r|

(0-199)

Wax number of failed dial attempts before Modem lockout
(1-199)

Seconds to wait before redialling after a failed dial attempt
(1-199)

Seconds to suspend dialling when max number of failed dial attempts are reached
(0-999999 ) (0 = don't suspend dialing)

Log all changes to communication availability.
Log all commands executed through EDP.
Log when Audio/Video verification events are sent to receiver.

Log when Audio/Vides live straaming begins.

Log when remote keypad is activated

TCC-2018-027_SPC-Manager-Setup_320_01_EN

VANDERBILT

SPC Manager Setup

© Vanderbilt 2018
Page 2



Add an EDP Receiver.
Full Engineer > Communications > Reporting > EDP > Add
The Receiver ID should to be the same as the SPC Manager Server ID. Both No 1 by default.

The Receiver IP Address must be the same as the PC running the SPC Manager Server.

The Receiver IP Port is normally left as Default but must match the Server RX port

Live streaming

Only after alarm event ¥

Verification

Event Filter

Filter

a > ications xC & i C
Jl“ SPC Home Communications FlexC ® Reporting PC Tools
o Analog ARC CEI-ABI
| | status Edit Receiver
Description SPC Manager Description of receiver.
Y
Log Receiver Id 1 Unigue identification number of EDP receiver used by this panel
(1-999997)
Protocol version Version 2 ¥ Select version of EDP protocel to use with this receiver
A, Users ;
A Security
Commands Enable i Check if incoming commands are allowed from this receiver.
Configuration
Change user PINs i Check if changing user FINz is allowed from this EDF receiver.
Virtual Keypad 4 Check to allow virtual keypad access from this EDP receiver.

Select Live Streaming privacy options

:f*' , Eile Encryption Enabled i Check if data to and from this receiver is encrypted.
o Encryption Key FERRRR R 32 Hexadecimal Digits
Network
Network Enable i Check if evenis can be reported through Network
Network Protocol TCRIP * Select transport layer protocol over Ethernet.
Receiver IP Address 192.168.6.50 IP address of receiver
Receiver IP Port 50010 IP port of receiver.
. e e e svent.
Panel Master v Check this to make the panel master of polling messzages.
Polling Interval 10 Seconds between polls
Generate a Network Fault i A polling failure will generate a network fault
Dial-up
Dial-up Enable Check if events can be reported through dial-up
Events
Primary Receiver i Check if primary, clear for backup
Re-queue Events i Check if events that fail to report are to be requeued for transmission.

Check if Audio/Video verification should be sent to this receiver.

Configure which events are reported to this receiver

Save || Back

TCC-2018-027_SPC-Manager-Setup_320_01_EN

VANDERBILT

© Vanderbilt 2018
Page 3

SPC Manager Setup



In the Event Filters you can select what events are reported to the SPC Manager Client.

"\ SPC Home Communications FlexC & Reporting PC Tools
L
Analog ARC CEI-ABI
| | status Event Filter
Alarms + Alarm activation
LY
J Log Alarm Restores ) Reported alarms being restored
Confirmed alarms o Alarms confirmed by multiple zones
L. Users Alarm Abort Report Alarm Abort event if valid PIN is entered on keypad after alarm report
Faults d Fault or Tamper activations
Configuration
Fault restore o Fault or Tamper restores
@ Zone state Report all state changes of inputs
p g p
Setting o Setting and Unsetting
) Early / Late Report if Setting/Unsetting is not according to schedule
= | File
— Inhibits + Inhibit and Isolate
Door events i Access confrol door events
Other o All other types of events
Other (Non Standard) v Non Standard S1A codes
Network d Report I[P Network Polling Up/Down events
Wireless Lost Event + If checked Wireless Lost event will be sent over CID/SIA and FlexC
#| 1: main area ¥ 52 Area s | 9. Area 9 ¥ 13 Area 13
# 2: Cash Office # G2 Area B # 10: Area 10 # 14: Area 14
Areas
# 3 Area 3 # 7o Area’? # 11 Area 11
| 4: Area 4 #| 8. Area 8 | 12: Area 12
Save || Back

The Global Pin Digits on the panel must match the Global Pin Settings on the SPC Manager

Client.
,ll“ \I SPC Home Communications Reporting PC Tools
o SPC Connect PRO SPC Manager
| | status SPC Manager
Y Log Mode I Mode 41: 4-PIN Digits ¥ I

N Save

Ay, Users

SPC Manager global-user mode

Configuration

@ Communications
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Create a User Profile specifically for SPC Manager.
Only the Service Engineer and Access Control options are required for SPC Manager.

I 5 3 3
SPC Home Users User Profiles Users SMS Web Passwords Engineer

Edit User Profile settings

Status .
— General Settings
User Profile ID: T
Log User Profile Name: SPC Manager Mame of User Profile on system
Areas
Yy Users 1: main area 5:Area 5 9:Area 9 13: Area 13
TA'A
2: Cash Office G- Area § 10: Area 10 14: Area 14
Configuration 3 Area 3 T AreaT 11: Area 11
4 Area 4 4 Area 8 12: Area 12

Communications
User Rights - Service Engineer
Set Users [Master] v User can configure any user on the system
= File Set User Profiles v User can create and edit user profiles on the system
Set Calendars v User can configure calendars
Set Doors v User can edit doors
Level 3 Access v Allow user to carry out level 3 engineering tasks
Access Control
Site Code: |0 Site code of all cards using this user profile
Door Access List: Door ID Door Name Access / Calendar
1 DOCR 1 Ne time limit v
2 DOOR 2 Ne time limit ¥
Users using this User Profile
User ID User Name
6 SPC Manager

Create a User specifically for SPC Manager and select the SPC Manager Profile.
Make a note of the User Name and User Pin as it will be required for the Client setup.

‘ spc|Home Users er Profiles Users SMS i Web Passwords Engineer
- Edit user settings
status User Settings
User ID: 3
Log User Name: SPC Manager Name of User on system
User PIN: = Generate PIN PIN used by User for intrusion and access system. Uze 0 if PIN is not required
L('J-)J Users Date Limit: 06 v|/[Aug v |/[2018 v | - [06 v |/[Aug ¥ |/[2018 ¥
User Alerts
Configuration None
\: Communications User Profiles
) 1: Standard user 2: Manager 3: Limited user 4 Access User
File 5: SPC Connect &: Office 1 7: Sales ‘)s SPC Manager
9: COM XT
User SMS
Pace
Pace Number: Pace tag number (up te 14 digits).
Access Control
Card number 0 m Enter card number_ (Enter 0 to unassign the card)
Void Card Check to temporarily disable this card.
Extended Time Extends door timers when this card is presented.
PIN Bypass Access a door without PIN on the door connected with PIN pad.
Priority Priority cards will give access when doors are offline.
Escort Card may allow other cards through doors requiring Escort.
Custodian First person to enter the area and the last person to leave
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SPC Manager Software Installation

Run the software installation as an Administrator.

The software install is generally the default setup but if the Database server is changed then
you need to make a note of the name for the server setup.

SPC Manager 1.0.3 - InstallShield Wizard *

Setup Type ‘ ]
Select the zetup type toinstall, | h

Pleaze select a zetup tupe.

&)l program features will be installed. [Requires the most disk space.]

() Cugtom

Select which program features you want inztalled. Becommended for
advanced uzers.

¢ Back Cancel

SPC Manager 1.0.3 - InstallShield Wizard >
D atabase Server ‘ )
Select database server and authentication method. l g T,

[atabase zerver that you are installing to:

| [localNSOLEXPRESS w Browsze. ..

onhect using:
(®) Windows authentication
() SEL Server authentication using the Login 1D and password below

Login 1D; za
Pazsword: (11 1]

Mame of databaze catalog:

mazter | Browsze. ..

¢ Back Cancel

Make a note of the Database Server Name. (Default install - SQLEXPRESS)
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SPC Manager Server
Go to - Local Disk (C:) > Program Files(x86) > Siemens Switzerland Ltd > SPC Manager > Server
> SPC Configuration Manager.exe > Right click and Run as Administrator.

s

Default login SPC Manager
Username : — Admin Configuration Manager
Password : - siemens

Username: |Admin |

Password: [****=** siemens |

oK Cancel

The settings below can be left as default or changed by the Monitoring Centre but must be
changed both on the Server and SPC Panel.

Server IP Configuration
The Server IP Address is the Address of the PC running the Server software.
The RX Port is normally left as default

Server EDP Configuration
The Server EDP ID must match the panel Receiver ID setup.
The Server EDP Port must match the panel Receiver IP Port setup.

2% SERVER CONFIGURATION — x

SPC Manager Server Configuration Manager :
"L—;.-J;I

Standard Options
Server Details  panel Details Database

server IP Configuration

Server IP Address |192.133.B.5ﬂ | L7
SPC Manager Rx Port for Client Camms | 8010 | LT )

Server EDP Configuration

Server EDP ID | 1 | w

Server EDP Port | 50010 | L 7 ]

Open Firewall Port
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If the Auto discovery option is enabled, then any panel with the correct details added will
appear in the SPC manager Client. If not, then the panel must be added manually.

32 SERVER CONFIGURATION

— =
SPC Manager Server Configuration Manager X

i *'"‘;..r
Standard Options

Server Details | Fa iis? Database
Panel Discovery
Discover panel enable

Panel Time Synchronise

Panel time synchronise enable

You can test the SQL Database connection using the test option.

4% SERVER CONFIGURATION
SPC Manager Server Configuration Manager

A
-
Standard Options

Server Details  Panel Details D

Database Configuration

Database Source SOLEXPRESS

Connection Test b

o Connection OK
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Start the SPC Manager Server Service if not already running then Test the connection using the

Health Log option.

w2

BNORON NN NN

Server Startup Log :

SPC Manager Server Health Log

27 April 2018 13:40:45

Load Business Xml

Test DBase Connection
Load DBase Tables

Load License

Start Listener

Start EDP Comms Manager

Start Schedule Task Manager

o

o,

| Test

wr

Service Running

Stop Service

Restore All Defaults

VYiew Server Health Log

Show Advanced Options »>

Cancel

(D Apply
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Under the ‘Show Advanced Options >>’, you can change the server Timers, logs etc.

Server Timers
Start Delay:

Delay allowing Services to start before connecting to the Database.
(3000 to 60000ms) (3 - 60 Seconds)

Response Time:
If connection to Client is not confirmed within the time, then Server reports connection error.
(2000 to 20000ms) (2 - 20 Seconds)

32 SERVER CONFIGURATION - X
SPC Manager Server Configuration Manager Ta%
3 ""f,j
Standard Options Advanced Options
{ServerDetai | panel Details Database DP Panel Logging Threading Schedule Task Manager
server IP Configuration server Delay/Timeout Configuration

Server IP Address 192.168.6.50 L 7] Start Delay {ms, 3000-60000) 3000

SPC Manager Rx Port for Client Comms 8010 ] Server-Client max network response time {ms, 2000-20000)
o
o

Server EDP Configuration

Open Firewall Port

Server Status Utilities

74 status:

— i
"":;J Service Running

Stop Service View Server Health Log

<< Hide Advanced Options

Restore All Defaults Cancel J Apply
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EDP Panel

Non-Operator Command:

Retry Time:

Wait Time for a response from a Server initiated EDP command.
(50 to 30000ms) (50ms to 30 Seconds)

Max retries:
Number retries of the Server initiated EDP command.
(1-20)

Operator Command:

Retry Time:

Wait Time for a response from a Operator initiated EDP command.
(50 to 30000ms) (50ms to 30 Seconds)

Max retries:
Number retries of the Operator initiated EDP command.
(1-20)

Advanced Options

Server Timers ogging Threading Schedule Task Manager

EDP Panel - Server commands configuration

Mon-Cperator command - Retry time {ms, 50-30000) |EiIIIIIIIII |
Mon-operator command - Max retries (1-20) |2 |
Dperator command - Retry time {ms, 50-30000) |£HZIIII |
COperator command - Max Retries (1-20) |1 |
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Logging

Destination:

SPC manager can log messages as Text Files in the Database or in the Windows Event Log.
Note:

Using the Windows Event Log is not recommended as it can quickly fill up and will slow the
Server performance.

Max Logs:
Number of Text File logs kept before older files are overwritten.
Note: Each file can be a Maximum of 10Mb in size.

Verbosity:

Specify the amount of data logged on a scale of 1 to 5.

1 = Only urgent messages are logged

5 = Large amount of data Information is logged.

Note: Higher logging levels will affect the server performance.

Message Type:
Select the type of messages that are logged. (ALL, ERROR, WARNING or INFORMATION).
Note: Selecting ALL messages will affect the server performance.

Log Path:
You can specify where the log files will be saved.

Advanced Options

Server Timers  EDP Pane reading Schedule Task Manager

Log Configuration

Log Destination |Text Log S |
Maximum log files to keep (Max size per file = 10MB] | 10 |
Log verbosity level |5 - Very Verbose e |
Log message type |'nf'.n'.-5.RNING o |
Log File Path |LDgS'ﬁPCManager5eruer.b¢t | Browse
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Threading

SPC Manager is a multi-threading server where multiple requests to multiple panels can be

dealt with in parallel.

This value determines how many parallel processes can be active at a point in time.

Note: This value should not be increased without consultation with Technical Support.

Advanced Options

Thread Configuration

Max number of threads to open

200
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Schedule

Task Frequency:

Enter a time in the ‘Schedule task manager frequency’ to determine the time interval to run the
schedule task manager to check for scheduled tasks.

You can schedule the following actions.

Advanced Options
Server Timers EDP Panel Logging Threading f| Schedule Task Manager
Schedule Task Manager
Schedule task manager enable ] W
1 : i : 7
Action Menu path
Add Exception Day System — Global Exception Days — Add Exception
Day — Add to Schedule
Schedule Exception Day for System — Global Exception Days - Add Exception
deletion Day to Delete Schedule
Add Calendar System — Global Calendars - Add Calendar — Add to
Schedule
Schedule Calendar for deletion System — Global Calendars — Schedule Calendar for
deletion
Add Global User System — Global Users — Add Global User — Add to
Schedule
Schedule User for deletion System — Global Users — Schedule User for deletion
Add Global User Profile System — User Profile Manager — Create a New

Global User Profile — Add to Schedule

Schedule User Profile for Deletion | System — Global User Profiles — Schedule User
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SPC Manager Client

You do not need to change any of the Default setting below unless required.

TCP Maximum Wait Time
Maximum Wait time before the communications link to the server is deemed to have failed.

Log
For information about the Log settings go to page 12 as they are similar to the Server Logs.

Event Feed to Client

Enable this option to allow a client to receive events. Only the first five clients to log in to SPC
Manager with this option enabled will receive events. When you log in to the SPC Manager
client, you will get one of the following messages:

Event Mode Activated - Confirms that you can receive events in the event window.

No events will be shown in this client - This option is disabled, and no events will display in
the event window.

The maximum number of clients in Event mode has been reached. No events will be
shown. - No events will be displayed if more than five other clients are already logged in and
configured to receive events.

CLIENT CONFIGURATION B
SPC Manager Client Configuration Manager I%
Server

Server IP Address | 192.168.6.50 |U

SPC Manager Rx Port for Client Comms | 8010 | 9
Communication Delay Settings

TCP maximum wait ime (ms, 2000-20000) (6000 | @
Log

Log Destination |Text Log w | v

Maximum log files to keep (Max size per file = 10ME) | 10 | 7

Log verbosity level |5 - Very Verbose b | 7

Log message type |\“.|'ARNING i | L 7 ]

Log File Path |LDgs'5PCManagerClient.b(t | Browse ()
Event Feed to Client

Enable [Disable this Client's ability to receive events |Enab|e v | @

Restore Defaults Cancel
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