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PRODUCT LINE: COMNET DATE: 14.08.2023

PRODUCT: RLXEAGE24MODMS Version: 01

VLAN Routing using RLXEAGE24MODMS Series
switch

This tech note serves as a guide to implement inter VLAN Routing, specifically using

RLXE4GE24MODMS Series switch. This guides includes a simple environment to create and use

for testing, which can be expanded upon with more routes and VLANS as per requirements of
intended use cases. At the end of the guide there are some example screenshots of how this
can be implemented with more VLAN’s.
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1. Test Environment

IP = 192.168.20.100
Gateway = 192.168.20.1

Port 23

VLAN 1 IP = 192.168.10.1
VLAN 2 IP = 192.168.20.1

Port 24

IETT

IP = 192.168.10.66
Gateway = 192.168.10.1

2. Interface Routing and Static Route setup Steps

1- Create VLAN1: port all, PVID=1 ; VLAN2: port23, PVID=2

2- Locate IP Configuration interface, This can be found by locating “Basic Settings” Folder
and “IP Setting” Utility.
Create new VLAN’s within the “IP interfaces” section of the IP Configuration Utility, in
our example VLAN assignments are as follows two IP Addresses in different networks
10.X network and 20.X network.
VLAN 1=192.168.10.1
VLAN 2 =192.168.20.1
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Open all
B System Information

= & Basic Setting

B Basic Setting

B Admin Password

B Supervisor Password

B Auth Method

B IP Setting

B IP Status

B SNTP

i@ Daylight Saving Time

i RIP

m VRRP

@ HTTPS

B SSH

M LLDP

B Modbus TCP

B Backup

2 Restore

B Upgrade Firmware
M DHCP Server/Relay

IP Configuration

Mode

IP Interfaces

IPv4 DHCP IPv4
el e Enable Fallback Current Lease Address

Mask Length

IPv6

Address

1 5 192.168.10.1 24
2 0 192.168.20.1 24
T Add Interface
IP Routes
Add Route

Save || Reset

M Fort Setting

+ Bodundan

3- Locate “VLAN” Folder and “Membership Status” utility. This allows assignment of
VLAN'’s created in step 2 to be members of selected ports on the switch. Any interface
you want to be able to access a VLAN needs to be members of both VLAN's. In the next
step we will assign particular ports to their correct VLAN.

VLAN 1=24
VLAN 2 =23

Open al ; VLAN Membership Configuration
Refresh |<< 53

Start from WVLAN |1 with |100 entries per page.

Port Members

Delete VILAN ID VLAN Name 123 4567 89 1011 12 13 14 15 16 17 18 19 20 21 32 23 24 25 26 27 28
1 default (FIFIFIRAIRAIAIRIR b7 b b7 be] B2 bF] b b2 B 621 Be) B0 e 621 B 1 B2 B
: 2 OO0 000000000000 OfOoo 0
+} SNMP
: M Traffic Priomtization Add New VLAN
o [ Multicast
1 E Save | Resst
o I Wari
ol
B System Reboot
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4- Configure PORT VLAN ID.
Locate “VLAN” Folder and “VLAN Membership” utility.
Configure pots 23 and 24 with their VLAN assignments as “Port VLAN - ID.”

Port23=2
Port24=1
: ?N:PP. ot 17 |Unaware v All v Specific v 1 |Untag_pvid ¥
raffic Prioritization . :
v v v v
& Muticast 18 | Unaware All Spec!ﬁc 1 Untag_pv!d
@ Security 19  Unaware v All v Specific v 1 | Untag_pvid v
@ Waming 20 | Unaware v All v Specific v 1| |Untag_pvid ¥
W Monitor and Diag 21 | Unaware v All v Specific ¥ 1| |Untag_pvid ¥
M Synchronization 22 Unaware v All v Specific v ntag pvid v
i Factory Defaut 23 | Unaware v All ¥ | Specific ¥ Untag_pvid ¥
i System Reboot
b 24 | Unaware v All v Specific ntag_pvid ¥
— U o = ———ph
26  Unaware v All v Specific v 1 |Untag_pvid ¥
27 |Unaware v All v Specific v 1 | Untag_pvid ¥
28 | Unaware v All v Specific v 1 Untag_pvid v
Save | Reset

6- PC Configuration assigning IP addresses to the machine to communicate within their
VLAN IP Ranges.
Setting PC 1 NIC
IP Address : 192.168.20.100
Mask : 255.255.255.0
Gateway : 192.168.20.1

Setting PC 2 NIC

IP Address : 192.168.10.66
Mask : 255.255.255.0
Gateway : 192.168.10.1
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3. Testresult

For testing, recommended to make some changes to computers to be sure inter- VLAN is
working, then correct these features after testing.

1. Disable PC Firewall
2. Disable unused NIC . This makes sure the PC only has one Gateway for testing. This may
become the operational normal for this machine.

PC1 and PC2 are assigned to different networks and their associated VLANS. By means of switch
routing PC1 and PC2 can communicate with each other.
To test a simple ping can be used. On both computers open command from and use following
ping commands:

PC1 to PC2: ping 192.168.10.66

PC2 to PC1: ping 192.168.20.100

You can also ping both the VLAN networks from either PC1 or PC2:
Ping 192.168.10.1
Ping 192.168.20.1

This should give you successful test pings:

PC1 or 2 ping 192.168.10.1 (VLAN 1 Interface Routing Address) Success
PC1 or 2 ping 192.168.20.1 (VLAN 2 Interface Routing Address) Success
PC ping PC2 from PC1 (192.168.10.66) Success

PC ping PC1 from PC2 (192.168.20.100) Success
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4. Something More complicated

Here is an example of a more complicated environment with multiple VLAN’s with many
different port memberships.

<« c QO & 17216125254
Comnet : RLXE4GE24MODMS
Communication Networks ' Industrial Switch
B System nformation Port PortType IngressFiltering FrameType PO VAN TxTag
. Jasécassicetgggmg * ‘<>:V| O = v| [« v | | 1 | [ <> v |
T BEEE 1 | Unaware v | () LAl v | | speciic v| | 1| | Untag_pvid v |
[ Auth Method 2 | Unaware v | O [ Al v | |Sspecific v| | 2| | Untag_pvid ~ |
IP Setting 3 [Unaware v | m} (Al v | [speciic v | | 2| [ Untag_pvid v |
St 4 [Unaware v | O (Al v| [Specific v| [ 2| [Untag_pvid v |
Daylight Saving Time — : :
-~ 5 | Unaware v | O | A v | | specific v | | 2| | Untag_pvid ~ |
HTTPS 6 | Unaware v | a | Al v | [speciic v | | 2| [ Untag_pvid ~ |
SSH 7 | Unaware v | O | Al v | |specific v| | 2| | Untag_pvid v |
DBUO1 Option Config 8 Unaware | 0 (Al v| [specific v | | 2| [Untag_pvid v |
@] LLDP 9 [ Cport v | ] (Al v| [None ~| 1 [Untag_pvid ~ |
Modbus TCP —_— ——
e 10 | C-port v | a LAl v | |None @~ 1| Untag_pvid « |
Restore 11 | C-port v (] LAl v| [MNone v 1 | Untag_pvid v |
Upgrade Firmware 12 | C-port v | g [ Al v| |None v | 1 | Untag_pvid v |
& L] DHCP Server 13 | C-port v O (Al v| [None v | 1 [Untag_pvid + |
& [ Port Setting 14 [Cpot | 0 (Al v| [Nome | 1| [ Untag_pvid ~ |
# __| Redundancy ————— —————
5 4 VLAN 15 | C-port v O | A v| [Mone v | 1| | Untag_pvid v |
VLAN Membership 16 | C-port v O LAl v| |[None v 1] | Untag_pvid v |
Ports 17 | C-port v | (] | Al v| |[Mone v | 1| | Untag_pvid v |
‘*'—:l Private VLAN 18 | C-port v | m] [ Al v| [None | 1| [ Untag_pvid ~ |
£ —S'N;‘;'ce VLAN 19 [Cpot | O (Al v| [None | 1] [ Untag_pvid ~ |
::: j Traffic Prioritization 20 Gpot  v| a LAl v | [None v | 1] Untag pvid v |
] Multicast 21 | C-port v ] LAl v | [None | 1 | Untag_pvid v |
# [ Security 22 [Cpot v O LAl v| [None v 1| [ Untag_pvid v |
& _J Warning 23 [Cpot v ] (Al v| [None | 1| [Untag_pvid + |
et | CAGISIr 2] Bl 24 [Coport v | ] (Al v| [None ~| 1| [Untag_pvid ~ |
# _| Synchronization ———— —_—
Factory Defauit 25 | G-port v | a LAl v | |None  ~| 1| Untag_pvid « |
System Reboot 26 | C-port v O LAl v| [None v 1 [ Untag_pvid v |
27 | C-port v | a [ Al v| |[None v | 1| Untag_pvid « |
28 | C-port v | a | Al v| |[Mone v | 1| | Untag_pvid ~ |

| save || Reset |
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com net . RLXE4GE24MODMS

Communication Networks y » Industrial Switch

Open all
System Information

£l _§ Basic Setting

g VLAN Membership Configuration

Admin Password
Auth Method
IP Setting
SNTP Start from VLAN |1 | with |20 | entries per page.
Daylight Saving Time - -
RIP Port Members
HTTPS Delete VLANID VLAN Name 1 2 3 456 7 8 9 101112 13 14 1516 17 18 19 20 21 22 23 24 25 26 27 28
SsH \ Oz o ¥ ) | v | ] o | v o v o o o o
e \ L % % ¥ |V ¥ ¥l | ¥ | | ¥t | ¥ V| %l a | ¥ | | ¥ | ¥ | [ [ O
- \ S o 2 2 | o v o e v o o
\ T B o o | | v ] o | | v o v o
\
\
\

[Refresh |[[<=< |[>> |

EEDEEDDEDE

Backup

Restore cetv| OO M B M A MM M M M M M O]

UpaETs AT oY %) ) | ¥} ¥ ¥ 7 % | 7 | 7 | 7 | o o [
INTERPH| IO M M MM MM A MM M M A M 1 O

B @ [ @

[ ) DHCP Server

[# __] Port Setting

[# _] Redundancy | Add New VLAN |

By VLAN 7
VLAN Membership ['Save | [Reset |
Ports

1 Dirivesta AL AR

O00O0OO00D
N s W N e

& C O & 17216125254

Comnet - RLXE4GE24MODMS

Communication Networks Y » Industrial Switch

Open all
System Information
[ _y Basic Setiing
Bz ST IP Configuration
Admin Password
Auth Method
IP Setting
SNTP
Daylight Saving Time IP Interfaces
RIP
HTTPS
D VLAN IPv4 DHCP IPv4 1Pvé
SSH Enable Fallback Current Lease Address Mask Length Address Mask Length
DBUO1 Option Config 5 [172.16.10.254 |24

e [172.16.125 254 [19
Modbus TCP — -
[172.16.130.254 |24

Backup Sttt —
[172.16.140.254 |24

Restore
Upgrade Firmware \1?2.16.150.254 |24
[172.16.160.254 |24

| DHCP Server
[172.16.170.254 |24

Mode | Router v |

B P D W R @ E

# ] Port Setting
[# _] Redundancy
=4 VLAN
VLAN Membership

Ports
[ _ | Private VLAN IP Routes
[# _J Voice VLAN
@ 1 SNMP Delete Network Mask Length Gateway NextHop VLAN
[# _| Traffic Prioritization
# ] Multicast | Add Route |
# ] Security
[# _] Waming
[ __| Monitor and Diag

1 Svnrhronizatinn

ODOoOO0OOOoO
Ny B W =
ODOooOoOOoOo

| Add Interface |

| Save | | Reset |
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If you have any questions, please contact our Technical Competence Centre.
Contact details can be found on our website.
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