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Typographical Conventions

Before you start using this guide, it is important to understand the terms and typographical conventions used in the

documentation.

The following kinds of formatting in the text identify special information.

Formatting convention
Numbered (1, 2, 3 ..)

Bold

Notes and warnings

CAPITALS
KEY+KEY

Emphasis

Type of Information

Step-by-step procedures. Follow these instructions to complete a specific
task.

Brand names, window names, application name when used for the first
time in a chapter or section, items you must select, such as menu options,
command buttons, or items in a list.

Information that requires special attention.
Names of keys on the keyboard (e.g. SHIFT, CTRL, or ALT).

Key combinations for which the user must press and hold down one key
and then press another (e.g. CTRL+P, or ALT+F4).

Use to emphasize the importance of a point or identify variable
expressions such as parameters
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VRCNX-R/M/A

VSRC

VSRC-M/A

GUI

UDF

mCIM

Acronym
Acronym Description
CIM Communication Interface Module
oLl Offline Interface Module
CL Campus Locks
CM Computer Managed
SMS Security Management System
SP System Processor
CCTV Closed Circuit Television
V-VMS Next Generation Video Management System
V-EVMS Video Enterprise Management System
VI-16IN/S3 16 Contact Input Expansion Module
VI-160/S3 16 Relay Output Expansion Module
VRI-1/S3 Single Reader Interface
VRI-2/S3 Dual Reader Interface
VRINX Reader Interface

16 Door Reader Controller
Single Door Reader Controller
Dual Door Reader Controller
Graphical User Interface

User Defined Field

Mercury Communications Interface Module
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Preface

Introduction

The Vanderbilt Security Management System (SMS) software offers access control, digital video capture,
badging, visitor management, alarm monitoring, and other security applications tailored to every end user. SMS can
manage offline (local decision) programmable locks, online systems and Wireless open architecture locks.
Vanderbilt controllers accommodate up to 16 readers, including PIN-enabled locks, magnetic stripe and proximity

card readers, iButton readers, biometric hand readers and finger key readers. An easy-to-u s e GUI provides A

and dropo assignment of Areas and Area Sets, Cardho

This user manual provides you guidelines for configuring and customizing SMS based on your unique company
needs. Beginners and experienced users should find the information they need to perform all the administrative and
end user activities required to manage SMS. It also features concise technical discussions, point-by-point guidelines
for programming the system and summaries that give you instant access to the information you need. End users
can also find guidelines for defining cardholders, adding credentials, monitoring transactions/alarms and executing
manual overrides (i.e. unlock a normally locked door).

System Overview

SMS is a computer-based alarm monitoring system that allows cardholders to gain access to a secured area at
specific intervals. If a violation occurs the system creates transactions that can be labeled as alarms and routed to
appropriate alarm workstations. These secured areas can be controlled from a remote location; from another room
or from around the world. The system is also capable of visitor management, advanced reporting, badging and
digital video recording. SMS provides support for offline computer managed locks and campus locks. The online
system also supports online locks, wireless readers and other local decision locks.

The following sections describe the basics of the system.

Areas, cardholders and readers

An area is a physical space that is used to give access to a cardholder, which represents a person who is interacting
with SMS. A cardholder swipes a credential or enters a pin number at the reader or keypad. An area can have one
or more readers attached to it. For example, a main lobby in a building with four entrances can have four readers

| der Cat

but it can be defined as one area called fiMain Lobbyo. Tha

doors by having access to one single area. The area record is downloaded to the controller only once and that saves
the memory on the controller. It is important to note that a reader can be associated with only one area, although an
area can have multiple readers associated with it.

Grouping Structure - Area Sets and Cardholder Categories

The areas and cardholders can be grouped as sets and categories to grant access easily. For example, a user can
create a cardholder category cal |eemdoydesidthaDoatpgary. Thaaserican
also create an area set called Al T General o includi

and inc
ng all t
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Area Access

Cardholders are given access to areas during a specific timezone. Some other specific details about the access
include door type (disabled access, pedestrian access etc.) and area state (this allows the software to deal with
strike, lock down etc.). The door types and area states are user definable.

Credentials

A Cardholder can be assigned zero or more Credentials. A credential is a physical or logical object used at a reader
to establish a Cardholder's identity; common credentials are badges, iButtons, proximity key fobs, PINs, etc. If a
Cardholder has more than one credential, any of them can be used to enter an Area to which the Cardholder has
been granted Access, provided that the reader can read the credential type that is presented.

Transactions

Transactions are the events that happen in SMS or in an external system interfaced to SMS. ivalid Access
"Access Deniedo, "Relay Energizedo etc. are some exampl es
management system. Every Transaction is associated with a time, device type and other information depending on

the type of the Transaction. Transactions are used for alarming, reporting and monitoring.
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Online and Offline Access Control

SMS supports both online and offline (local decision) access control. In the online system a read head is connected
to a reader interface which is in turn connected to a reader controller.

Read heads are the transducers that actually interact with a credential; for instance, a slot through which a magnetic
stripe is swiped or a keypad into which a pin number is entered. Reader interfaces are pieces of hardware that
decode the data encoded on the credential into a set of humbers usable by the controller. Controllers store
information about cardholders and access and implement the access control logic (the controller decides whether
the door should open in response to a credential). Controllers remain in constant communication with the software.

Offline (local decision) locks are standalone locks with a credential reader that are installed in a door, on a door
frame, or near a door and are not connected to an external online controller. They are programmed and audited
using a PDA or similar device or via connection to SMS over TCP/IP, depending on the capabilities of the locks.

Communication

These are the main entities involved in the system communication.

A SQL Server - SQL Server is a database system where all information associated with the security system is
stored.

A Gatekeeper (Gatekeeper Service) - The Gatekeeper is a Windows service that is the authentication hub in
SMS. There is only one instance of the Gatekeeper running in a system, no matter how large the system is. It
is run on the same physical machine as the System Processor. The Gatekeeper processes all login requests
from the Launcher (and alarm monitoring applications depending on configuration) and controls access to the
SMS client applications and database. The Gatekeeper communicates directly with the SP to coordinate client
licensing and register authenticated clients.

A SP (System Processor) - The SP is a Windows service that is the communications hub in SMS. There is only
one instance of the SP running in a system, no matter how large the system is. It can be run on the same
physical machine as the SQL Server for smaller systems. The SP enforces SMS licensing, Operator and
application authentication and routes transaction and alarm information between SMS client applications.

A CIM (Communication Interface Module) - The CIM is a client application responsible for handling the
communication to the Vanderbilt controllers in the system. A CIM can typically communicate with up to 64
controllers (up to 1,024 card readers/locks) depending on system activity. Smaller systems require only
one CIM, running on the same physical machine as the SQL Server, but larger systems can have several or
even dozens of CIMs.

A mCIM (Mercury Communication Interface Module) - The mCIM is Windows service responsible for handling
the communication to the Authentic Mercury protocol controllers in the system. The mCIM can typically
communicate with up to 256 Authentic Mercury protocol controllers (up to 8,192 card readers/locks)
depending on system activity. Smaller systems require only one mCIM, running on the same physical
machine as the SQL Server, but larger systems can have several or even dozens of mCIMs.

A CMI Service (Calendar Managed Intervals Service) i The CMI Service is a Windows service responsible for
processing Calendar Managed Timezone Intervals into the correct format for download to the controllers. The
controllers require a 7-day format for Timezone Intervals. The CMI Service runs nightly and updates the
controller downloaded Timezone Intervals corresponding to Calendar Managed Timezones for the next 7-day
period. The CMI Service runs on the same physical host as the SP.

A Controllers - Controllers are pieces of hardware that have devices such as relays, contacts and card reader
interfaces connected to them. The controllers make the decisions about whether to grant access to
cardholders when they present a credential to a card reader. They also monitor contact points, energize relays
based on schedules, etc. The VRCNX and VSRC series are the main controllers for SMS. Controllers are also
commonly referred to as panels.
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Communication between CIM and Vanderbilt controllers

A CIM can be connected to many online controllers at once (typically up to 64, depending on system activity).
Communication occurs via the network, a COM port or a dial-up modem. The CIM downloads information about
badges, schedules, etc. to controllers; occasionally downloads new firmware to controllers and collects transaction
information from the controllers. A list of both connected and disconnected controllers can be viewed at the CIM.

The controller is responsible for initiating the connection to the CIM; the CIM does not actively attempt to connect to
controllers. Networked controllers will attempt to connect to the CIM at whatever IP Address was programmed into
them during setup. This programming of the controller's network device is commonly done via telnet (VRCNX-R /
VSRC) or SSH (VRCNX-M/A or VSRC-M/A); the controllers web based graphical user interface (GUI) via TCP/IP
or the Vanderbilt Discovery and Configuration software application.

Communication between mCIM and controllers

An mCIM can be connected to many Authentic Mercury protocol online controllers at once (typically up to 256,
depending on system activity). Communication occurs via the network. The mCIM downloads information about
badges, schedules, etc. to controllers and collects transaction information from the controllers.

The controller is responsible for initiating the connection to the mCIM; the mCIM does not actively attempt to connect
to controllers. The Authentic Mercury protocol controllers will attempt to connect to the mCIM at the host IP Address
programmed into them during setup. This programming of the controller's network device is commonly done via the
c ont r evéblbased@mphical user interface (GUI) via TCP/IP.

CIM to SP communication

The CIM / mCIM connects to the SP upon startup and sends transactions to it as soon as they are gathered from
controllers. If the CIM / mCIM cannot connect to the SP, it will stop accepting transaction information from the
controllers, causing them to be buffered there until the CIM / mCIM can connect to the SP. This is to prevent a
transaction that could potentially generate an alarm from bypassing the SP.

CIM to database communication

The CIM/ mCIM communicates to SQL server like any other client application. It writes transactions to the database
as they are gathered from controllers. If the CIM / mCIM cannot connect to the database, it will stop accepting
transaction information from the controllers, causing them to be buffered there (as long as controller power is
maintained, or a Vanderbilt controller supports Enhanced Offline Mode) until the CIM / mCIM can connect to the
database. This is to prevent these transactions from being lost should the CIM / mCIM be stopped before database
communication is reestablished.

CIM to workstation communication

The CIM / mCIM listens on port 5354 / 5370 for connections from other SMS client applications. The primary usages
of this communication are to allow other workstations to issue Manual Overrides (for instance, opening a door) and
to allow other workstations to flash new firmware into the controllers.
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Controller behavior when offline

When a controller is not connected to the CIM / mCIM, it continues to function normally using the last information
sent to it as long as power is maintained to the controller. This is to ensure people can continue to open doors
regardless of the state of the CIM / mCIM. It will buffer as much transactional information as possible until it runs out
of memory, waiting for the CIM / mCIM to come back online. Once memory is full, it will overwrite the oldest
transactions in the buffer with new transactions. This storage capacity depends on how much memory is installed
in the controller as well as how rapidly transactions are being generated. If power is cycled to a controller or a
controller is restarted, the controller will restart in Degraded Mode and then attempt to contact the CIM / mCIM. If
the CIM cannot be contacted, Vanderbilt VRCNX-M/A and VRSC-M/A controllers will then enter Enhanced Offline
Mode within about 2 minutes. Note that some legacy Vanderbilt controllers contained a capacitor to allow operation
without external power for several days to 1 week and will continue to operate normally until power is restored or
the capacitor is drained. These legacy Vanderbilt controllers do not support Degraded or Enhanced Offline Modes
so if power drains completely and the CIM cannot be contacted, operation of connected devices may cease unless
these devices support an offline mode.

Degraded Mode

Data downloaded to the VRCNX and VSRC series controllers from the CIM includes a file specifying valid Card
Formats and Site Codes for devices connected to the controller. Authentic Mercury protocol controllers receive
similar information from the mCIM. In the event power is cycled or these controllers are reset, and Degraded Mode
has been enabled, this file is used to grant Access to all connected devices based on Card Format and Site Code.
Once connection the CIM / mCIM is established, current access related information will be downloaded, and full
operation will be restored.

Enhanced Offline Mode

Data downloaded to the Vanderbilt VRCNX-M/A and VSRC-M/A controllers from the CIM is copied to nonvolatile
memory in the controllers, so a complete backup of the data used for full access control is maintained. In the event
power is cycled or these controllers are reset, and Degraded Mode has been enabled, these controllers will enter
Degraded Mode while this backup data is loaded into memory and then full access control will be resumed based
on the last set of data downloaded from the CIM, as if CIM communications were lost and no power outage occurred.
During Enhanced Offline Mode, up to 20,000 transactions and 5,000 alarms will be buffered to nonvolatile memory
and will be uploaded to the CIM (alarms first) once communications are re-established.

Transactions and Alarms

Transactions are uploaded from the controllers to the CIM / mCIM. The CIM / mCIM writes the transactions to the
SMS SQL database and receives a confirmation back from the database. The CIM / mCIM then transmits the
transaction to the SP. The SP examines the transaction to determine if it is an alarm by reviewing the alarm labels
and attachments. If the transaction is determined as an alarm, it is written to the SQL database and confirmed. The
SP will then transmit the alarm to the associated alarm workstation(s) or alarm operator(s). Once the transaction is
properly handled (acknowledged) by an SMS Operator, the details pertaining to the transaction are written to the
SQL database.
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CHAPTER 1

Installation and Getting Started

Introduction

This section gives instructions on installing the Electronic License Key, SMS Software and User Login and details

the System Launcher (on page 95) application. The steps in the installation may vary depending on the level of
software you are installing.

Operator's requirements

1 You must be the owner of the SMS SQL database.
2 You must have administrator rights to the PC and the SMS folder.

If you meet all the requirements mentioned above, you can proceed with the SMS installation program.

Note: While installing the SQL Server, make sure that the case sensitivity option is turned off. If this SQL
setting is turned on, SMS installation will fail.

Minimum System Requirements

Single User / Client Workstation

A Processor: Intel Core i5

Memory: 8 Gb Ram

Disk Space: 120 Gb

USB Port for SMS Distribution Media

> > > >

10/100/1000 Base-T network card (NIC) - must be active for SMS licensing

SMS does not support hosting a CIM or the SP on a multi-homed system (more than one active NIC).
CIM - SP - Controller communications may be unpredictable on multi-homed systems.

If NIC redundancy is required. Vanderbilt recommends teaming multiple NICs in the same system.

A Mouse, Keyboard & Monitor
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A

Operating System:

64-bit Windows 8 Professional (except Home Edition)

64-bit Windows 8.1 Professional (except Home Edition)

64-bit Windows 10 Professional (except Home Edition)

MS OLE DB Driver for SQL v18.3 (will be installed if necessary)

MS ODBC Driver for SQL v17 (will be installed if necessary)
32-bit System DSN for ODBC Driver (will be created)

.NET v4.8 (will be installed if necessary)

Database Engine:

SQL Server 2012 Express / Standard / Enterprise SP2 or newer
SQL Server 2014 Express / Standard / Enterprise SP1 or newer
SQL Server 2016 Express / Standard / Enterprise SP1 or newer
SQL Server 2017 Express / Standard / Enterprise

SQL Server 2019 Express / Standard / Enterprise

SMS does NOT support installation in a SQL cluster environment
The SMS Install Media Includes 64-bit SQL 2014 Express SP3

Multiuser Server

> > > >

Processor: Intel Core i7 or Xeon

Memory: 8 Gb Ram

Disk Space: 500 Gb

USB Port for SMS Distribution Media

10/100/1000 Base-T network card (NIC) - must be active for SMS licensing

SMS does not support hosting a CIM or the SP on a multi-homed system (more than one active NIC).
CIM - SP - Controller communications may be unpredictable on multi-homed systems.

If NIC redundancy is required. Vanderbilt recommends teaming multiple NICs in the same system.

Mouse, Keyboard & Monitor

Operating System:
64-bit Windows 8 Professional (except Home Edition)
64-bit Windows 8.1 Professional (except Home Edition)
64-bit Windows 10 Professional (except Home Edition)
64-bit Windows 2012 Essentials, Standard or Datacenter
64-bit Windows 2012 R2 Essentials, Standard or Datacenter
64-bit Windows 2016 Essentials, Standard or Datacenter
64-bit Windows 2019 Essentials, Standard or Datacenter
MS OLE DB Driver for SQL v18.3 (will be installed if necessary)
MS ODBC Driver for SQL v17 (will be installed if necessary)
32-bit System DSN for ODBC Driver (will be created)
.NET v4.8 (will be installed if necessary)

Database Engine:

SQL Server 2012 Standard or Enterprise SP2 or newer

SQL Server 2014 Standard or Enterprise SP1 or newer

SQL Server 2016 Express / Standard / Enterprise SP1 or newer
SQL Server 2017 Express / Standard / Enterprise

SQL Server 2019 Express / Standard / Enterprise

SMS does NOT support installation in a SQL cluster environment.
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ASSA ABLOY IP-Enabled WiFi or POE Locks
A ASSA ABLOY Door Server Router (DSR) host meeting ASSA ABLOY current specs (12/19/2019)
A Up to 128 Locks: 2 CPU Cores; 4 Gb RAM; 20 Gb HD
A 64-bit Windows 7, Windows 10, Windows Server 2008 R2, 2012, 2016 or 2019
A Upto 1,024 Locks: 4 CPU Cores; 8 Gb RAM; 20 Gb HD
A 64-bit Windows Server 2008 R2, 2012, 2016 or 2019
A Upto 2,048 Locks: 8 CPU Cores; 16 Gb RAM; 20 Gb HD
A 64-bit Windows Server 2008 R2, 2012, 2016 or 2019
(SMS is certified for a maximum of 750 locks per DSR)
A ASSA ABLOY DSR v8.0.13 installed on a stand-alone host from SMS

Optional SMS Web / Guest Pass Web Registration

A Multiuser Server Processor / Memory Specifications

A SMS Enterprise

A 1IS Server v7.57 v8.5 on stand-alone host from SMS

A .NET Framework 2.0

A .NET Framework 4.0/ 4.8

A Installation assistance available via paid Vanderbilt Technical Support

A SMS Web release anticipated approximately 1 month after SMS Release

A DNS Reverse Lookup must be enabled across network to utilize SMS Web Portrait Monitor

Virtual Server Support
A VMware ESX v4.1 through ESX v6.7
A Microsoft Hyper-V on Windows Server 2012 R2 or newer
A Guests Running on an SMS Supported Operating System

A Guests Meeting the same Minimum Requirements defined above

The SMS license binds to the SP host system hardware properties.

The SP host system virtual guest must be configured for static NIC and hard drive properties.
SMS does NOT support vMotion or Live Migration for the SP host virtual system.

SMS does NOT support installation in a Citrix or any terminal server environment.
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License Key Requirement

SMS v7.0.x requires a v7.0 Electronic License Key for all installations.

Legacy License Keys, v6.0 - v6.5 Electronic Keys or legacy USB Keys (USB Dongle) are not supported. Electronic
License Keys from v6.0 - v6.5 cannot be upgraded to the 7.0 format.

SMS v7.0.x is installed with a one-time use 5-day unlimited electronic Installation License key. The v7.0
Installation License Key will be updated with the hardware "fingerprint" of the SP host system on initial startup.
The SMS License File (SMS.lic) must be provided to Vanderbilt after initial start-up and before the expiration of the
5-day Installation License so a permanent license can be issued by Vanderbilt. The permanent v7.0 Electronic
License Key can be acquired from Vanderbilt Industries Monday through Friday during normal business hours.

See the Electronic License Key section in the Installation Instructions sub-chapter for details on how to acquire the
permanent SMS Electronic License Key and replace the Installation License Key. The cost of the Electronic
License Key is included with the purchase of the SMS software (or software upgrade). The v7.0 Electronic License
Key will NOT be recognized by older versions of SMS.

The v7.0 Electronic License Key will control the following features of SMS:

A SMS Edition: Select or Enterprise

Maximum number of concurrent SMS client logins

Maximum number of Guest Pass locations (configuration sets) which can be configured
Maximum number of V-VMS cameras which can be configured as "Installed"

Maximum number of non-Vanderbilt Online devices which can be configured as "Installed"
Maximum number of Offline (local decision) devices which can be configured as "Installed"
SMS API Connection authorized

> > > > D> >

Installation Instructions

Warning:
Do Not Change the Hostname of The SQL Server Once The Database Engine Has Been Installed
SMS Will No Longer Function And A Billable Tech Support Incident Will Be Required

SMS does not support haming the SMS database using special characters or spaces in the name and does
not support using a numeric character as the first character in the SMS database name.

Software Install for Multiuser Server/Single User System:
SQL NOT Pre-Installed on Target System

1 Insert SMS v7.0.0 USB media.
2 Browse to the SMS v7.0.0 media and run 7.0.0_SMS_Server_Install.exe.
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3 The SMS software Installation starts.

SMS Installation

Welcome!

Thiz ingtallation program will install SMS 6. 4.5

Prezs the Mext button to start the installation. *'ou can press the Cancel
buttan nov if yow do not want ta install SKS «B.4.5 at this ime.

ize |nztallation wWizard®

Cancel

4 The first step in the installation process is determining the Operating System installed on the host. If an
unsupported Operating System is detected a message will be displayed and the installation will be terminated.

REPLACE

5 Once the Operating System version verification is completed and no Microsoft SQL database engine is
detected, you will be prompted to install MS SQL Express.

S0L Server Installation

The S0QL Server Express database engine
needs to be inztaled befare starting this
inztallation.

If you are inztalling a Single User System or a
Fulki U zer Systern with up to 5\ ork stations
click OF to start the Databaze Engine
inztallation. Once the installation iz finizhed,
make sure to restart your po.

If you are installing a Mulb User System with
maore than B 'wiorkstationz click Cancel to exit
thiz inztallation and inztall the M5 SOL Server
zeparately.

Cancel

6 Click OK.
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7 Accept the Microsoft Database Engine License Agreement. Click Next .

S0L Server License Agreement

MICROSOFT SOFTWARE LICEMSE TERMS S
MICROSOFT SOL SERWER 2014 EXPRESS

Thesze license terms are an agreement between Microsoft Corpaoration [or bazed on
where pou live, one of itz affiliates) and pou. Pleaze read them. They apply o the
zoftware named above, which includes the media on which vou received it, if ary. The
terms alzo apply to any Microsaft

* updates,

supplements,

Internet-based zervices, and

* support services

for thiz zoftware, unless other terms accompany thoze items. If so, those termz apply.
BY USIMG THE SOFTwWARE, YOU ACCEPT THESE TERMS. IFv0OU DO NOT
ACCERPT THER, DO NOT USE THE SOFTWARE.

[f you camply with these license terms, pou have the rights below,

®

®

1. INSTALLATION AMD USE RIGHTS. ou may install and uze any number of
copies of the zoftware on your devices. W
'ou mugt read the License Aareement befare | Agree

making your selection, ]
* | Dizagree

8 The SQL Express database engine installer will start. The SMS database will be installed to a SQL Named
Instance with the name "SMS".
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Note: The SQL Express Installation May Take A While To Complete.

Flease wait while Micresoft SQL Server 2014 Setup processes the current operation.

L Server 2014 Setup

Installation Progress

Install Setup Files

ntstonProgres —

Creating servicing cache folder.,

Mext = Cancel Help

9 Once SQL Express installation completed, you will be prompted to reboot the system. Click Yes.

Database Engine installation completed

a9 Databaze Engine inztallation iz completed.
= To continue with SMS installation, your
computer must be resooted. Click Yes to
reboot and continue SMS installation. Click,
Cancal ta sxit SKS installation and reboaot |atar.

Upon the next rebodt, the S5 installation wil

cantinde,
Ha |

10 Login to the host system once reboot completes. SMS installation will continue.
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11 SMS Software Installation will begin. Click Next.

SMS Installation

Welcome!

Thiz installation program will install S5 w6.4.5.

Press the Mest button to start the installation. Y'ou can press the Cancel
button now if pou do nat want to install 5SS v6.4.5 at this time.

ize |nztallation wWizard®

Cancel |

REPLACE

12 Accept the Vanderbilt SMS License Agreement. Click Next.

License Agreement

Vanderbilt Industries A
2 Cranberry Road

Parsippany, NJ 07054

swww vanderbiltindustries.com=

READ THE FOLLOWING TERMS AND CONDITIONS OF THIS SOFTWARE
LICENSE CAREFULLY BEFORE PROCEEDING. BY PROCEEDING, YOU ARE
ACCEPTING AND AGREEING TO THE FOLLOWING SOFTWARE LICENSE
TERMS AND CONDITIOMNS. IFYOU ARENOT WILLING TO BE BOUMD BY THE
FOLLOWING SOFTWARE LICENSE TERMS AND CONDITIONS, YOU SHOULD
CHOOSE "MO" AND PROMPTLY RETURM THE SOFTWARE, AND YOU WILL
RECEIVE A REFUND OF YOUR MOMNEY. THIS LICEMSE AGREEMENT

. A
'ou must read the License Agreement before el
making your selection, ¥ | Dizagres

Mest = |

ize |nztallation Wizard®
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13 Accept the default Installation Location or enter an alternate location for the SMS program files.

SMS Installation

Destination Location \VANDERBILT

Setup will inztall SMS in the following folder.
Toinztall into a different folder, click Browse, and select another folder.

“'ou can choose not to install 5SS by clicking Cancel to exit Setup.

Destination Falder
|E:'\F'ru:ugram Files [#BE].5M S

Browse...

ize |nztallation Wizard®

e |
Cancel

Note: The SMS Data folder location will be automatically be created as a sub-folder under the SMS Folder.
The SMS Data folder must be shared from the server for multi-user SMS installations to allow client systems
to access some SMS data not stored in the database. See Sharing the Data Folder below.

¢ Back

14 Click Next.
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15 Enter the Hostnames for the systems to host the SP and CIM.
Accept the default values if the CIM and SP will be installed on this host.

SMS Installation

SP and CIM Setup \VANDERBILT

Pleaze enter the computer name of the 5P and CIk. [f pou chooze to uze the Host file place a
check mark in the field. Mest, enter the name of he 5P and Clk along with their IP Addrezses

inn I[P format.
5P Mame: SPIP Address: [ex 198.132.0.0)
H1W MO S |
Cirn Mame: Cim IP Address: [ex: 198.138.0.0)

H1WwINDOWS10 |

[~ Usze hosts file for IP Resalution

ize |nztallation Wizard®
¢ Back | Mest » I Cancel |

16 Click Next to begin SMS software installation.

SMS Installation

Ready to Install! \VANDERBILT

Y'ou are now ready to inztall SMS

Press the Mext buttan to begin the installation or the Back button to
re-enter the installation infarmation.

ize |nztallation Wizard®

< Back

Cancel |
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17 A dialog will display for confirmation of the SQL Server Instance for SMS database installation. The dialog will
be pre-populated with the Instance name installed above and the standard Vanderbilt SMS credentials for the
SQL Server local "sa" account (password = "SECAdmin1").

18 Click Next.

‘w'e need to determine the version of SOL Server Instance where SMS will be
installed. Pleaze enter the password for the “sa" or equivalent SGL login in the
b below.

If needed. adjust value for SAL instance.

Click Mext to continue.

SOL Login I@

Pazzword I xxxxxxxxx

S0L Server |H1WINDDWS1D\SMS
Inzstance

Installing

— Current File

\/ANDERBILT
4
£ &

Copving file:

C:h ASKMSSHelp \MizcellaneoushSkMS T 2015-09 [WYSRC-M Offine Modes] pdf

— &l Files

Time Remaining 160 minutes 40 seconds

2

iz [nstallation *Wizard®

< Back | et = |
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19 Enter the SQL "sa" account password when prompted as shown below.
The Vanderbilt SQL Express installation default value = "SECAdmin1".

= DB Initialization

>
= =
&

Step I — Logm o Daltabase Server

[ atabaze Logir

SOL Server. |H1WINDDWS1 04SMS

Logit M arne: Isa
Password: ||

20 Click Next.

»» Mest I Cancel

&= DB Initialization; DB Name=5MS5;50L Instance= HTWINDOWS10,5M5

WY
{f <(ﬂ |

Step 2 — Credle The SHS Dalabase

This step creates the SkS database. The script used to create this A
database is shown in the window below. The script uses the default

values as supplied by S0OL Server. In most situations, the SOL Senver

defaults are all that is required. If this script does notfityour needs,

please call Technical Supaortto getinstructions for an alternate form of
database initialization.

CREATE DATABASE S5 ~
OM PRIMARY |

HAME = SM5_DAT,

FILEMAME = 'C:\Program Files [8E]%SMS4\Databazeh S S, mdf*

).
FILEGROUP HISTORY |
HAME = SMS_HIS,
FILEMAME = 'C:\Program Files [#86)%5MS4D atabazet SMS . ndf’

]
LOG O [
MAME = SM5_LOG,
FILEMAME = 'C:\Program Files [#86)%SMS4Databazet SME IdF

Set File Paths... >>ﬂext Cancel




Chapter 1 Installation and Getting Started 43

21 Create the SMS master administrative login as shown below.
Vanderbilt recommends the defaults (Login Name = SMSAdmin, Pasword = SECAdmin1). Click Next.

= DB Initialization; DB Mame=5MS;50L Instance= HTWINDOWS1045M5

Step 3 — Lreale the SHS fogin

- In this step, we create a database userwhich has administrative privileges to
add and drop users of the SkS database. This is the account used by the
h Systerm Security applicaticn.
V

%} —5MS Login
= = .
‘: = h“h/ Logit M arme: 5 1 S A drmir

Password: Ixxxxxm: -
Canfirm Password: Ixxxxxm:

»» Mest I Cancel

22 SMS database creation will begin. Commands used to create the database are visible during this process.

=1 DB Initialization; DB Name=5MS;50L Instance= HTWINDOWS10,5M5

Step o — lnifiglize SMS Dalabase

In this step we run the warious SOL scripts to create the tables, procedures,
wigws, etc. recuired by SMS. As the process continues, each
statement will appear in the window below.

T
W CRERTE INDEX XIFlDecodeLink ON Decodelink

!

=
%lj e CardReaderID
e )

C:\Program Files [x8E61%SMS4\DatahSMS_DDL.sql >3 MHext I Cancel
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23 Once SMS database creation completes, Click OK.

&= DB Initialization; DB Name=5MS;50L Instance= HTWINDOWS10,5MS

Complefed fnffializing SMS Dalfabase

&

W

4
i
¢

oK |

24 Additional files will be copied to the SMS installation location.

Installing

= =
— Current File

Copving files inta C:5Program Files [#8E)\SM5BIM:
C:h . ASMSABINASpstermbd anager. exe

— &l Files

Time Remaining 0 minutes 20 seconds

iz2 [nstallation *Wizard®

¢ Back | Pt | Cancel I
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25 Enter the SQL sa account password which will be used to configure the SMS master administrative login

entered above (SMSAdmin).
Vanderbilt recommends accepting all default SQL / SMS administrative account values

(Login Name = sa, Password = SECAdmin1). Click Next.

#* Reset System Operators

Help

D atabasze Login

Please provide the SHL Server name along with the login and pazsword for that server. The login
should provide spstem administrator privileges,

\v SOL Server:  [HTWINDOWST0VGMS

~E
P B Database:
s :ag/ ShS

Login Mame: Isa—
Password: Ir

>3 Mext I x Cancel |

y

26 Confirm the SMS master administrative login entered above (SMSAdmin).
Vanderbilt recommends accepting all default SQL / SMS administrative account values
(Login Name = SMSAdmin, Password = SECAdminl). Click Next.

#* Reset System Operators

Help

—5MS Login

Showr here iz the login and paseword used by SMS to log onto the SAL Server. Thiz account
should have administrative privileges over the selected database and adequate privileges to add
and delete uzers from the syztem.

W Login Mame:
= .
‘;'H)I - Pazswaord: I—
ey
Confirm Password: IW

<¢ Back | Ment »» I X Cancel |

]
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27 Click Finish.

—Accounts

Selected Database:
|5Ms =~
Operators:

Cardh... I User ID | Operator Name I

1 USR Administrator, System

2 _EXT_API via API/DLL, EXTERNAL SYSTEM

<< Back Finish X Cancel I

Z
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28 The Calendar Managed Intervals Management and SMS System Processor (SP) Services will be installed.
Acknowledge Installation. Click OK.

Service installed successfully

\/ANDERBILT
— Current File %

C:hUzersh\ADRINI~T

%\K
g

Time Remairfmgwrn

iz2 [nstallation Wizard®

Service installed successfully | 1]/

— &l Files

¢ Back et = Cancel
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29 SMS Software Installation is completed. Click Finish.

SMS Installation

Finished! \VANDERBILT

SKMS haz been successfully installed.

Press the Finizh button to exit this installation.

ize |nstallation Wizard®

Software Install for Multiuser Server/Single User System:
SQL Pre-Installed on Target System

Note: If using a pre-installed SQL server for SMS, verify:
A Collation: SQL_Latinl_General _CP1_CIlI _AS
A Language: English

If these 2 conditions are not met, SMS may not function properly after installation.

1 Insert SMS Distribution Media.

2 Browse media and run 7.0.0_SMS_Server_Install.exe.
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3 The SMS software Installation starts.

SMS Installation

Welcome!

Thiz ingtallation program will install SMS 6. 4.5

Prezs the Mext button to start the installation. *'ou can press the Cancel
buttan nov if yow do not want ta install SKS «B.4.5 at this ime.

ize |nztallation wWizard®

Cancel
REPLACE

4  The first step in the installation process is determining the Operating System installed on the host. If an
unsupported Operating System is detected a message will be displayed and the installation will be terminated.

5 The next step in the installation process is determining the SQL Server version.
SMS supports systems with SQL 2012 i 2019.

If the upgrade detects an unsupported SQL version installed on the host, the installation will be terminated.
6 If a supported version of Microsoft SQL Server is detected, you will be prompted for SQL credentials which
will be used during the installation process.

Vanderbilt recommends using the default SQL administrative account, "sa", and the appropriate password.
Enter the appropriate credentials and click Next.
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Note: If IT policy does not allow the use of the sa account, an account assigned the sysadmin Server Role
must be provided.

‘Wwe need to determing the verzion of SOL Server Instance where SMS will be
inztalled. Pleasze enter the password for the "za" or equivalent SGL login in the
b below.

If needed, adjust value for SAL instance.

Click Mext to continue.

SOL Login IE

Pazsword I xxxxxxxxx

SOL Server |H1WINDDWS‘ID\SMS
Inztance

7 SMS Software Installation will begin. Click Next.

5SM5 Installation

Welcome!

Thiz installation program will install S5 w6.4.5.

Press the Mext button to start the installation. 'ou can press the Cancel
button now if pou do nat want to install 5SS v6.4.5 at this time.

ize |nztallation wWizard®

Cancel |

REPLACE
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8 Accept the Vanderbilt SMS License Agreement. Click Next.

License Agreement

Wanderbilt Industries A
2 Cranberry Road

Parsippany, NJ 07054

swww vanderbiltindustries.com=

READ THE FOLLOWING TERMS AND CONDITIONS OF THIS SOFTWARE
LICENSE CAREFULLY BEFORE PROCEEDING. BY PROCEEDING, YOU ARE
ACCEPTING AND AGREEING TO THE FOLLOWING SOFTWARE LICENSE
TERMS AND CONDITIOMNS. IFYOU ARENOT WILLING TO BE BOUMD BY THE
FOLLOWING SOFTWARE LICENSE TERMS AND CONDITIONS, YOU SHOULD
CHOOSE "MO" AND PROMPTLY RETURM THE SOFTWARE, AND YOU WILL
RECEIVE A REFUND OF YOUR MOMNEY. THIS LICEMSE AGREEMENT

. A
'ou must read the License Agreement before gi=s
making your selection, ¥ | Dizagres

Hest » |

ize |nztallation Wizard®
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9 Accept the default Installation Location or enter an alternate location for the SMS program files.

SMS Installation

Destination Location \VANDERBILT

Setup will inztall SMS in the following folder.
Toinztall into a different folder, click Browse, and select another folder.

“'ou can choose not to install 5SS by clicking Cancel to exit Setup.

Deztination Folder

|C:%Program Files [x95]45MS Browse...

ize |nztallation Wizard®

¢ Back

|
Cancel

Note: The SMS Data folder location will be automatically be created as a sub-folder under the SMS Folder.
The SMS Data folder must be shared from the server for multi-user SMs installations to allow client systems
to access some SMS data not stored in the database. See Sharing the Data Folder below.
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10 Enter the Hostnames for the systems to host the SP and CIM.
Accept the default values if the SP and CIM will be installed on this host.

SMS Installation

SP and CIM Setup

ir [P format.

Pleaze enter the computer name of the 5P and CIk. [f pou chooze to uze the Host file place a
check mark in the field. Mest, enter the name of he 5P and Clk along with their IP Addrezses

\VANDERBILT

SP IP Address: [ex: 193.138.0.0

Cirn M arne:

Cimn IP &ddress: [ex: 198.138.0.0]

HTWwWINDOWS10

[~ Use hostz file for IP Resolution

ize |nztallation Wizard®

¢ Back | Mest » I Cancel |
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11 Enter the Hostname and Instance (if desired) for the SQL Server host system.
Accept the default value which should contain the system for which sysadmin credentials were entered above.

SMS Installation

SQL Server Instance Name \JANDERBILT

Pleaze enter the name of the SOL Server
|nztance.
b ake zure that the entered SOL Server Instance

SOL Server Instance Mame:

WafS 1 0M5 kS

ize |nztallation wWizard®

¢ Back | Meut » I Cancel |
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12 Click Next to begin SMS software installation.

SMS Installation

Ready to Install! \VANDERBILT

Y'ou are now ready to inztall SMS

Press the Mext buttan to begin the installation or the Back button to
re-enter the installation infarmation.

ize |nztallation Wizard®

Cancel |

< Back
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C:h . ASMSYHelphMiscelaneoushSkdS T 2015-09 [YSRC-M Offline bModes]. pdf

\ANDERBILT
i
— Current File % Q

— &l Files

Time Remaining 160 minutes 40 seconds

[

ize [nstallation *Wizard®

< Back | Pest = |

13 Enter the SQL "sa" account password when prompted as shown below.
Alternately, enter the IT provided sysadmin account credentials.

=i DB Initialization

Step I — Logm o Daltabase Server

[ atabaze Logir

SOL Server: |H1WINDDWS1 NS5

/

&

-
S e Lagin M arme: Isa

Password: ||

»» Mest I

Cancel
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14 Click Next.

&= DB Initialization;DB Mame=5MS;S0L Instance=HTWINDOW!

Step 2 — Credfe The SMS Dalabiase

This step creates the SkS database. The script used to create this A
database is shown in the window below. The script uses the default

values as supplied by S0OL Server. In most situations, the SOL Senver

defaults are all that is required. If this script does notfityour needs,

please call Technical Supaortto getinstructions for an alternate form of
database initialization.

v

&

&
o

=
S CREATE DATABASE S5
OM PRIMARY |
HAME = SM5_DAT,
FILEMAME = 'C:\Program Files [#8E)\5k S4\Database 55 mdf*

).
FILEGROUP HISTORY |
HAME = SMS5_HIS,
FILEMAME = 'C:\Program Files [#86)%5MS4D atabazet SMS . ndf’

]

LOG O [

MAME = SM5_LOG,

FILEMAME = 'C:\Program Files [#86)%SMS4Databazet SME IdF

Set File Paths.. |

Cancel |

15 Create the SMS master administrative login as shown below.
Vanderbilt recommends the defaults (Login Name = SMSAdmin, Pasword = SECAdmin1). Click Next.

Note: If this account is changed, a SQL login with this name must NOT exist.

= DB Initialization; DB Mame=5MS;50L Instance= HTWINDOWS1045M5

Step 3 — Lreale the SHS fogin

In this step, we create a database userwhich has administrative privileges to
add and drop users of the SkS database. This is the account used by the
Systerm Security applicaticn.

—5MS Login

R Lagit M arne:

WY
{f <<ﬂ |

S kA S A driin
Password: Ixxxxxm: -
Canfirm Password: Ixxxxxm:

»» Mest I Cancel
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16 SMS database creation will begin. Commands used to create the database are visible during this process.

=1 DB Initialization; DB Name=5MS;50L Instance= HTWINDOWS10,5M5

Step o — lnifiglize SMS Dalabase
- In this step we run the warious SOL scripts to create the tables, procedures,
wigws, etc. recuired by SMS. As the process continues, each
h statement will appear in the window below.
\v
= CREATE INDEX XIFlDeccdelink ON DecodeLink
{
',:? ﬁ} CardReaderID
L )
C:\Program Files [x8E61%SMS4\DatahSMS_DDL.sql >3 MHext I Cancel

17 Once SMS database creation completes, Click OK.

= DB Initialization; DB Mame=SMS;S0L Instance=HTWINDOWS10,5MS

Completed lnffidlizing SMS Daltabase

A
; <(ﬂ

oK |
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18 Enter the SQL sa account password which will be used to configure the SMS master administrative login
entered above (SMSAdmin).
Vanderbilt recommends accepting all default SQL / SMS administrative account values
(Login Name = sa, Password = SECAdmin1). Click Next.
Alternately, enter the IT provided sysadmin account credentials.

#* Reset System Operators

Help

—Databaze Login

Please provide the SOL Server name along with the login and pazsword for that server. The login
should provide spstem administrator privileges,

\v SOL Server [HTWINDOWS10\GHMS
~E

e < Database: S5

Login Mame: Isa—
Password: Ir

>3 Mext I x Cancel |

y
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19 Confirm the SMS master administrative login entered above (SMSAdmin).
Vanderbilt recommends accepting all default SQL / SMS administrative account values
(Login Name = SMSAdmin, Password = SECAdmin1).

Alternately, enter the same credentials used in Step 15 above. Click Next.

#* Reset System Operators

Help

—SMS Ll:lgirl

Shown here iz the login and password used by SMS to log onto the SOL Server. Thiz account

should have administrative privileges over the selected database and adequate privileges to add
and delete ugers from the system.

W Login Mame:

Pazsword:

Confirm Pazsword: Ixxxxxxxxx

<¢ Back | Ment »» I X Cancel |

]

20 Click Finish.

Help
—Accounts

Selected Database:

{SMs =

Operators:
Cardh... | User ID | Operator Name I
1 USR Administrator, System
2 _EXT_API via API/DLL, EXTERNAL SYSTEM

<«Back | [ Finsh | X% Cancell

VA
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21 The Calendar Managed Intervals Management and System Processor (SP) Services will be installed.
Acknowledge Installation. Click OK.

Service installed successfully

\/ANDERBILT
— Current File %

C:hUzersh\ADRINI~T

%\K
g

Time Remairfmgwrn

iz2 [nstallation Wizard®

Service installed successfully | 1]/

— &l Files

¢ Back et = Cancel
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22 SMS Software Installation is completed. Click Finish.

SMS Installation

Finished! \VANDERBILT

SKMS haz been successfully installed.

Press the Finizh button to exit this installation.

ize |nstallation Wizard®

Sharing the SMS Data Folder:

Note: The steps below are required for multi-user SMS configurations to allow client systems to access SMS data
not stored in the SMS database (portrait image files, scanned signature files, etc.).

The instructions below assume that SMS was installed in the default location (c:\program files (x86)\SMS)), if the
SMS installation location has been changed, adjust the steps below accordingly.

Depending on the Windows environment, Simple File Sharing may be disabled. Configuration instructions for Simple
and Advanced File Sharing are provided. Use the instructions appropriate for the environment on the SMS server.

Advanced File Sharing

1 Open Windows Explorer and browse to the SMS installation folder (c:\program files (x86)\SMS).
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2 Right-click on the SMS folder and select Share with > Advanced sharing....

C:\Program Files (x86) =1

1: i | ~ Local Disk {(C:) = Program Files (x88) - - l.‘aJ I Search Program Files {x86) ¥

File Edit View Tools Help

Organize ¥ 5 Open Indudeinlbrary v  Sharewith v  New folder I
© Favoritas Name = | Date modified Type
B Deskiop Microsoft Visual Studio 9.0 6/10/2013 4:11FM File folder
4§ Downloads Microsoft.NET 6/10/2013 4:12 PM File folder
=l Recent Places MSBuild 7/29/2010 10:01 AM  File folder
Reference Assemblies 7/25/2010 10:01 AM  File folder
=4l Libraries File folder
| Documents Loeil
y ] Unin  Open in new window 7142009 1:08 AM File folder
@' Music
o icures Bl showih ] Advancedsharns... [Nt
Videos winc EAdd to archive... 8/22/2011 12:37PM  File folder

B Add to "SMS.rar”
B Compress and email. ..
B Compress to "SMS.rar” and emai

. \Wine
7% Computer Wine
&% Local Disk (C:)

8222011 12:37 PM File folder
7/14/2009 1:37 AM File folder

Wint  Restore previous versions 8222011 12:37PM  File folder

- . wine  Indude inlibrary * | 8f22/201112:37PM  File folder

W Metwork 1=
desk  Send to » 714/2009 12:57 AM Configuration settings -

£} e | o
SMs Date modified: 5/ Copy
File folder

Create shortout
Delete
Rename

Properties
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3 Click the Advanced Sharing button in the SMS Properties dialog.

B sMS Properties [ ]

"General Sharing |Secunty| Previous Versions I Customizel

r— Metworlc File and Folder Sharing
SMS
Mot Shared

Metwork Path:
Mot Shared

Share... |

— Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

r~ Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Networ and Sharing Certer.

0K Cancel 2ppl

4 Check the Share this folder option in the Advanced Sharing dialog. The SMS folder name should be
populated into the Share Name field.

Advanced Sharing E
v 5

Settings

Share name:

SMS

Aadd | Remowe |

Limit the number of simultaneous users to: I 15???;3:

Comments:

Permissions | Caching |

oK I Cancel | Apply

T LT Q'E TS SET Q. OSE e [MElwo Jrg T LETIET.

QK Cancel Apply
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5 Vanderbilt recommends hiding the Windows share so it is not readily visible on the network. Append a "$"
after the share name to hide the share from public view.

Advanced Sharing

[w Share this folder

~Settings

Share name:

||_5M55| I

Add | Remove |

Limit the number of simultaneous users to: I 15???;3:

Comments:

Permissions | Caching |

oK I Cancel | Apply I

10 CIaNge s Se iy, OsE T1E NeCWOTe Jrid S Cerer

Close Cancel Apply

6 Click the Permissions button. Highlight the Everyone group under "Group or user names" and check Full
Control in the lower section.

7  Click OK to close the Permissions dialog.
8 Click OK to close the Advanced Sharing dialog.
9 Click Apply to close the Properties dialog.

Simple File Sharing

1 Open Windows Explorer and browse to the SMS installation folder (c:\program files (x86)\SMS).
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2

Right-click on the SMS folder and select Share with > Specific people....

&

Open

Open in new window

SLEL14 1225 PM File folder

- Share with

Include in library

Pin to Start

Add to archive...

Add to "SM5.rar”
Compress and email...

Compress to "5M5S.rar” and email
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

&
dr.’

Stop sharing
Create or join a homegroup

Adrinistrator

Specific people...
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3 Click in the drop-down and select Everyone, click the Add button.

Choose people to share with

Type a name and then click Add, or click the arrow to find someone,

admin
Administrator

Create a new user...

I'm having trouble sharing
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4 Click the arrow adjacent to Everyone and change the Permission Level from Read to Read/Write. Click
the Share button.

Y |

23 File Sharing

Choose people to share with

Type a name and then click Add, or click the arrow to find someone,

W Add
MName Permission Level
2 admin Cwner
: 42 Everyone Read/Write v i
I'm having trouble sharing
rE'_;é"S-hare Cancel

5 Click Done at the File Sharing confirmation dialog.

The above steps configure the Windows Share permissions all users on the network. Windows NTFS File System
permissions are also required.

The SMS installer configures the Windows File System NTFS permissions for the Local Group "Users" to Full
Control.

If local IT policy disallows use of the Local Groups "Users" and "Everyone", please contact your IT personnel for
permissions configuration instructions.

Software Install for Client Systems, CIM or SP Hosts:

1 Insert SMS installation media.

2 Browse and run 7.0.0_SMS_Client.exe.
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3 The SMS software Installation starts. Click Next.

SMS Client Installation b

Welcome! \VANDERBILT

Thiz inztallation program will inztall the SMS Client.

Press the Mest buttan to start the installation. v'ou can press the Cancel
button now if wou do not want to install the SMS Client at this lime.

Wize Inztallation “Wizard®

< Back

LCancel

4  The first step in the installation process is determining the Operating System installed on the host. If an
unsupported Operating System is detected a message will be displayed and the installation will be terminated.
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5 Accept the default Installation Location or enter an alternate location for the SMS program files.

SMS Client Installation -

Destination Location \VANDERBILT

Setup will install S5 Client in the following folder.
Toinstall into a different folder, click Browse, and zelect another folder.

“'ou can chooze not ko install 5SS Client by clicking Cancel bo exit Setup.

Destination Folder

| C:5Program Files [x3EN5MS5 Browse...

Wize Inztallation wWizard®

¢ Back

(B
Cancel
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6 Enter or browse to the path for the shared SMS Data folder, usually located on the SMS main server.
The example below will differ from the path created above during server installation.

Location of DATA folder \VANDERBILT

Fleaze zelect the path to the 55 DATA folder on the Server.

|%\Metwark path to data foldery Browse... |

ize Installation 'Wizard®

¢ Back | Mest » I Cancel |
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7  Enter the Hostnames for the systems hosting the SP and CIM.

SP and CIM Setup \VANDERBILT

Pleaze enter the pc name of the SP and CIk. [f you choose to use the Host file place a check
mark, in the figld. Mext, enter the name of the SP and CIk along with their IP Addreszes in [P
farmat.

SP Marne: SPIP Address: [ex: 198.138.0.0]

Cimn [P Address: [ex 198.138.0.0]
H1wIN1ZER2 |

[ Use hostz file for IP Resolution

< Back Hext = | Cancel |
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8 Enter the SQL Server Name, SMS database name & SMS master administrative Login credentials for the
SQL Server host system.
The Vanderbilt default credentials are SMSAdmin with password SECAdmin1.
Replace the SQL Server Name below with the SQL Server hostname configured above.

? _I:I-

Database Connection Settings VAHDERELT

In order o enzure Database connection, please enter the SOL Server Mame, Databaze
Mame and the System Login infarmation that was used during the Server installation.
Then click OF to test your connection and exit.

SCL Server Mame: |va-win1 2kr2

SHS Databaze Mame: |SMS

Login Mame: |S|‘-18f1'«dmin

xxxxxxxx:1

Pazzword:
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9 Click OK to begin SMS client software installation.

Inztalling

\VVANDERBILT

— Current File

B
Copying file:

C:AASkSAHelphMiscellaneous 5SS T 2015-09 BWSRC-M Offline Modes]. pdf

— &l Files

Time Remaining ¥ minutes 50 seconds

ize Installation ‘wizard®
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10 The Calendar Managed Intervals Management and SMS System Processor (SP) Services will be installed,
but not enabled, on the client system. Click OK.

@ Service installed successfully

SMS Iil
\VVANDERBILT

Installing

— Current File

Copying filg
C:A zershad

Time Remaining 0

YWize Inztallation Wizard®

¢ Back | Mest = | Cancel |
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11 SMS Software Client Installation is completed. Click Finish.

SMS Client Installation x|

Finished! VANDERBILT

SMS Client has been successtully installed.

Presz the Finizh button to install/uparade Sentinel Driver and  exit thiz
inztallation.

YWize Ingtallation Wizard®

Finish >

12 Vanderbilt recommends rebooting the client system when prompted.
SMS Installer Info -

| | configuration changes to take effect.
== Click Yes to restart now or Mo if you plan to
rezkart |ater.

. Tou muzt restart wour spekenn for the SkS
|‘ 'I

Mo |

Configure Client Access to SMS Shared Data Folder

SMS stores most data in the SMS SQL database. However, some data (Portrait image files, scanned Signature
files, etc.) are stored on the SMS Server Windows File System.

Follow the steps below to configure each Client system for accessing the SMS Data folder Share configured above.

1 Runthe SMS Registry Entry application from the Start > Vanderbilt SMS menu.
2 Select the System Information tab.

3 Modify the Path name of the system data folder field and enter the UNC path to the SMS Share created
above.

4  Hidden Share (Advanced Sharing only):
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1. Enter \\servername\sharename$\data\
(enter the SMS Server Hostname for the servername and the name configured above for sharename)

2. Browsing for the SMS shared folder is not possible since the shared folder is hidden.

Registry Settings _ Lﬂm

System Inforrmation l System Processes ] Database Connection | Report Database Connection | Alarm Monitar

Path name of the system executable folder:
|C:\Plogram Filez [23E]\SMS4Bin' J

Path name of the aystern data folder:
i\\va-win‘I Zkr2vemsEhdatat J

Path name of the aystem help file folder:
|C:Pragram Files [#86]43M5YHelph J

X Cancel | o 0K |

3. Click OK.
5 Visible Share:

1. Enter \\servername\sharename\data\
(enter the SMS Server Hostname for the servername and the name configured above for sharename)

2. Alternately, the browse button to the right of the field may be use to browsing for the SMS shared folder.

System Registry Settings

System Infarmation ] Supstem Processes ] Database Connection ] Repoart Databaze Connection ] Alarm Manitor ]

Fath name of the system executable folder:

|C:\Fragram Files [+B[A5MS \Bint J
Eatb marne of Hoe oocbars doba foldar
|WmE-wir ZkiZhsmshdatal] -]

Path name of the syztem help file folder:
|C:\F'rograrn Files [#86])%SME5\Help' J

x Cancel | / ok |
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3. Click OK.

Door Service Router (DSR) Bridge Service Installation

If Assa Abloy IP-Enabled Local Decision (offline) WiFI or POE Locks will be used with SMS, the following additional
installation steps are required.

1 Assa Abloy certified installer will install and configure the Assa Abloy Door Service Router (DSR).
SMS v7.0.0 Is Compatible with DSR v8.0.13 Only

2 Work with an Assa Abloy certified installer Ito configure and install the IP-Enabled Locks onto the network.
Work with an Assa Abloy certified installer to ensure that the locks are communicating with the DSR.

4 Install the SMS DSR Bridge service on the DSR host system by running DSRBridgeSetup.exe from the SMS
Installation DVD under the Utilities\SMSDSRBridge\ folder.

5 Use System Manager to install and configure the IP-Enabled Locks for use within SMS.

Electronic License Key Installation

Versions of SMS prior to v6.0 used a physical USB Key in order to enable specific SMS options on any given
computer. In order for a computer to run SMS the USB Key had to be physically inserted in the computer running
the SP service. Beginning with SMS v6.0 an Electronic License Key has replaced the USB Key.

SMS v6.4 introduced a new "Installation License" which will be created on the initial System Processor (SP) startup
and provide 5-days of unlimited SMS feature licensing for initial setup and installation of SMS without having to
contact Vanderbilt for a license.

A permanent license will be issued during Vanderbilt normal business hours upon Vanderbilt receipt of the "SMS.lic"
file from the BIN folder on the SP host system and the Device Inventory Report (email both to
SMSELicense@Vanderbiltindustries.com).
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Overview

The SMS Electronic License contains a data structure, used as a key, and
algorithms for securely creating, updating, and reading that data structure.
The data structure (key) is bound to a piece of hardware which must interface
with the computer in order for that computer to run SMS. That piece of
hardware is a USB Key versions of SMS prior to v6.0. The process described
herein, which has changed from v6.0 - v6.3 Electronic Licenses, removes
SMS reliance on the USB Key and create an Electronic License Key which is

stored on

the computerdés hard

Electronic License is bound to a combination of the SMS System Processor

(SP)

host computerds hardware and

will only work on one specific computer. The Electronic License Key is
compatible with VMware and Hyper-V virtual systems. It is not transferrable
to another computer.

In order to create an Electronic License Key:

1
2

Install SMS v6.4.x or newer.

Restart the system as instructed after installation or start the System
Processor (SP) manually after database installation.

The SP will create the "Installation License" which will allow unlimited
access to SMS features for 5 days. The SP will create a Locking Code
for the SP Host computer during this process. The Locking Code will
be embedded in the encrypted License File (SMS.lic) located in the
SMS BIN folder on the SP Host computer.

Furnish the SMS.lic file and Device Inventory Report to Vanderbilt
Industries via SMSElicense@Vanderbiltindustries.com within 5-days
of installation.

Vanderbilt Industries generates a unique License string from the
Locking Code which will grant the customer's specific SMS options.

The Customer uses Windows Explorer to copy the new SMS.lic file and
replace the "Installation" SMS.lic file on the server or workstation
running the SP to install the permanent license.

dri ve

Lock String to
Add a Key to
Customer
Machine

License
String of
SMS Key

License String
to Implement
Specific SMS
Options
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Installing the Electronic License Key

Separate installation of an SMS License Key is not required before installing or upgrading to SMS v7.0.x.

A v7.0 Electronic "Installation License" Key will be installed on initial startup of the SMS System Processor (SP)
after installing SMS.

Note: The new v7.0 "Installation License" will allow unlimited use of all SMS features, including unlimited Online
and Offline Devices and V-VMS Cameras for a period of 5-days.

Warning: The SMS "Installation License" will expire 5-days after initial startup of the SMS SP and CANNOT BE
RENEWED. Send a copy of the SMS.lic file to Vanderbilt Industries at SMSElicense@Vanderbilt Industries.com
along with a Device Inventory Report and SMS purchase confirmation within 5-days of installation to receive a
permanent SMS License.

Creating a Locking Code

Prior versions of SMS required a separate utility to create a Locking Code for SMS Licensing.

The Locking Code for SMS v6.4 and newer will automatically be created by the System Processor (SP) on initial
startup. No additional action is necessary.

The Locking Code will be embedded in the "Installation License" file created in the SMS BIN folder on the SP host
computer.

Transmit a copy of the SMS.lic file to Vanderbilt Industries at SMSElicense@Vanderbilt Industries.com along with a
Device Inventory Report and SMS purchase confirmation within 5-days of installation to receive a permanent SMS
License.

Installing the License File

Once you receive the License File (.LIC) from SMS Electronic License Processing, it must be installed. Follow the
instructions below to install the License File.

1 Login to Windows using an administrative account on the System Processor (SP) Host Computer.

2 Stop the SP Service using Windows Service Manager (or issue "Net Stop SMS_SP32" at an administrative
Command Prompt).

Navigate to the BIN folder of SMS
4 Copy the new SMS.lic file over the old SMS.lic file.

Restart the SP Service using Windows Service Manager (or issue "Net Stop SMS_SP32" at an administrative
Command Prompt) to implement the new license.

Note: The SMS View SP Status application can also be used to display the permanent licensed features.
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Updating an Electronic License Key

If the SMS System is to be expanded beyond its original License, either for more client workstations or additional
features (such as Guest Pass, API or additional V-VMS cameras) then the current Electronic License Key will need
to be updated to give the system access to the new features.

To update the Electronic License Key:
1 Navigate to the BIN folder of SMS
2 Email the SMS.lic file to SMSElicense@Vanderbiltindustries.com to request the License Update.

3 Installing the License File -- Follow the directions above in the Installing a License File section. Once
completed the Electronic License Key will be updated.

Note: Vanderbilt Industries must process the update request and send the new license file. This service is
only provided during standard business hours Monday through Friday. The new system features will not be
activated until the Electronic License Key has been updated. Send the current SMS.lic file to
SMSElicense@Vanderbiltindustries.com.
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Upgrade Instructions

Software Upgrade for Multiuser Server/Single User System

Note: Prior to performing the upgrade, discuss SQL backup procedures with your IT department.

The SMS database upgrade MUST be performed on the system hosting the SQL database engine.
The operator performing the upgrade must be the owner of SMS SQL database and must have full administrator
rights to the host system and the folder where the SMS is installed.

SMS License Update

WARNING

SMS v6.4 and newer will install a new format SMS Electronic License on upgrade from any previous version of
SMS. See "Electronic License Key Installation” for details. SMS v7.0 Does Not support v6.0 - v6.5 Electronic or
USB Dongle License Keys.

Re-installing SMS v7.0 WILL NOT install a new "Installation License". A permanent SMS Electronic License
MUST BE OBTAINED within 5-days of the initial install and startup of SMS v7.0.

SMS Permanent License Requests Must Be Accompanied the Device Inventory Tool report. The report will insure
that sufficient online and offline Device Licenses for currently installed devices are purchased and provided.

Note: The example system below happens to have the SP hosted on the same system hosting the SMS SQL
database engine.

SMS Server Upgrade

1 Insert the SMS USB installation media on the SMS SQL database engine host system.
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2 Double-click the 7.0.0_SMS_Server_Upgrade.exe file.

5MS Upgrade

Welcome!

T hiz ingtallation prograrm will upgrade vour systemn to SMS .45

Prezs the Mext buttan to start the upgrade. You can preszs the Cancel button now if you do not
want to upgrade your system to SMS B.4.5 at this time.

ize |nztallation wWizard®

Cancel

REPLACE

3 Upgrade Prerequisite Checks:

1. The upgrade installer will determine the Operating System installed on the host.
If an unsupported Operating System is detected a message will be displayed and the upgrade will be
terminated. Contact Vanderbilt Technical Support for upgrade / migration assistance (may be billable).

2. The upgrade installer will determine the SQL Server version installed on the host.
SMS supports systems with SQL 2012 1 2019.
If an unsupported SQL version is detected a message will be displayed and the upgrade will be terminated.
Contact Vanderbilt Technical Support for upgrade / migration assistance (may be billable).

3. Finally, the upgrade installer will determine the currently installed version of SMS.
If an unsupported SMS version is detected a message will be displayed and the upgrade will be
terminated. Upgrades to SMS v7.0.x can only be performed directly on SMS v6.1.x or above. Contact
Vanderbilt Technical Support for upgrade / migration assistance (may be billable).
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4 Areminder to backup the SMS database prior to the upgrade will be presented.
If you have already backed up the SMS database Click No and skip to the next section.

Backup

It iz strangly recommznded that pou backup
wour database before performing this upgrade.

[f pou would like ta Eackup your databaze:

1. Click. "™'es" to exil thiz upgrade.

2. Open the Database M aintenance Ltility.
3. Gota the Taolz menu and zelect "Backup
Database Mow',

4 Once the backupiz completed, pleaze
restart the Lpagrade.

[f the databaze was backed up priar to running
thiz upagrade [or if you wish to upgrade withaut
backing up the datasaze] click "Ma'' ta
cantinue the upgrads.

Yes Ma

1. Click Yes to invoke the Database Maintenance Utility and create a current database backup.

2. Enter the credentials for the SMS master administrative account. The Login Name should be pre-
populated.
The Vanderbilt default credentials are SMSAdmin with password SECAdmin1.

—Database Login Parameters

SOL Server Mame:
|vMJa?Easu

Databaze Mame:
EE

Login Mame:
|5pSA dmin

Faszword:

X Cancel | o OF
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3. Select the Tools menu and click Backup Database Now.

Databasze Maintenance

Tools  Help
Execute the Database Maintenance
Recreate Purge Procedures
Restore History from Archive...
Restore Database From Backup...
Backup Database Mow

Expired Access Aging...
Assign Systemn Paths...

+*  Defrag Indexes
«~  Update Statistics

Save and Exit
Exit (without saving]

I UL LIUILLEAFANOGAr LE-F LI PR NELENE B NN i

—Mumber of Backupz to Keepon File————————

I5 =

[T Archive history as part of maintenance

—Manths of histor to keep online

| =

x Cancel | J Save and Egit

4. The Cancel & Save as well as the EXit buttons will be disabled during the database backup.
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5. Select Exit (without saving) from the Tools menu once the backup completes (evidenced by the
buttons becoming enabled).

, Database Maintenance

Tocls | Help
Execute the Database Maintenance
Recreate Purge Procedures
Restore History from Archive..,
Restore Database From Backup...
Backup Database Now

Expired Access Aging...
Assign Systern Paths...

+  Defrag Indexes
~  Update Statistics

Save and Exit
Exit (without saving)

I LFULmUpr ULEULirua i U LR LFE DRI R R

~Mumber of Backups to Keepon File——————————

I5 =

[~ Archive history as part of maintenance

—Monthz of hiztory to keep online

! =

X Cancel | o Save and Exit

5 Re-run 7.0.0_SMS_Server_Upgrade.exe from the SMS v7.0 distribution media, as above.

6 Select No to continue without backup up the SMS database.
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7  Click Next on the Welcome dialog to initiate the upgrade.

5MS Upgrade

Welcome!

T hiz ingtallation prograrm will upgrade vour systemn to SMS .45

Prezs the Mext buttan to start the upgrade. You can preszs the Cancel button now if you do not
want to upgrade your system to SMS B.4.5 at this time.

ize |nztallation wWizard®

Cancel |

REPLACE
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8 Accept the Vanderbilt SMS License Agreement. Click Next.

License Agreement

Wanderbilt Industries A
2 Cranberry Road

Parsippany, NJ 07054

swww vanderbiltindustries.com=

READ THE FOLLOWING TERMS AND CONDITIONS OF THIS SOFTWARE
LICENSE CAREFULLY BEFORE PROCEEDING. BY PROCEEDING, YOU ARE
ACCEPTING AND AGREEING TO THE FOLLOWING SOFTWARE LICENSE
TERMS AND CONDITIOMNS. IFYOU ARENOT WILLING TO BE BOUMD BY THE
FOLLOWING SOFTWARE LICENSE TERMS AND CONDITIONS, YOU SHOULD
CHOOSE "MO" AND PROMPTLY RETURM THE SOFTWARE, AND YOU WILL
RECEIVE A REFUND OF YOUR MOMNEY. THIS LICEMSE AGREEMENT

Y'ou rmuzt read the License Agreement before o et
making your selection, | Disagree

Mest » | Cancel |

ize |nztallation Wizard®
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9 The upgrade installation will begin.

\ANDERBILT
— Current File % % G

C:%Program Files [#36]\Common FileshCryztal Decizionsh2. 0%binhzecre.dll

—All Files

ize Inztallation YWizard®

< Back M et | Cancel I
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10 Review the Release Notes, especially the Device Licensing changes implemented for v6.4.5

Click Next.
% Database Upgrade Utility: DB Name=5MS5; SCOL Instance=HTIWINDOWS1045MS - ] *
File Help
Title: Vanderbilt Security Management System 6.4.5 Release 2
3 Date: June 2020
y Superseded Version: 6.4.2
e
\}?‘7 PREREQUISITES
Sl Read and follow the instructions in this document while installing or upgrading Vanderbilt SMS Version

R 6.4.5. Failure to do so may result in software malfunction after installing Version 6.4.5

MNote: Vanderbilt strongly recommends backing up the SMS database(s) before performing this
upgrade. The Database Maintenance Utility (DatabaseMaintenance.exe) is accessible from the Bin
folder, and can be used to back up the database(s). If an error occurs during the upgrade, and no
backup is available, all the data in the database(s) may be lost.

The SMS v6.4.5 upgrade is fully compatible with SMS version 6.0.0 and higher (including beta
version 5.4.1). Installations upgrading from a version lower than 6.0.0 (or from beta version 5.4.0)
ishould contact Vanderbilt Technical Support for assistance before performing the upgrade

SMS Web compatible with SMS v6.4.5 is expected to be released 4 - 6 weeks after SMS v6.4.5
release. Existing SMS Web installations will cease to function after upgrade to SMS v6.4.5.

Free disk space on the SMS PC / Server for an upgrade should be at least four times the total size
of the SMS database(s). Please contact Vanderbilt Technical Support at
techsupport@vanderbiltindustries.com <mailto:techsupport@vanderbiltindustries.com>  for
assistance determining the size of the SMS SQL database(s).

NOTICE
SMS v6.3.x and above require version specific licensing. A v6.4 license is required in order to

%F’nnt | Mest »> | Abaort ||
|

‘ I JREPLACE

11 The database upgrade process will begin. SQL statements executed will be visible as they are processed.

File Help

Q

WARNING!

4‘3% ~ Modification of Vanderbilt supplied SMS SQL database objects
T is not supported.

Modification of SMS data through methods not authorized by
\Vanderbilt is not supported.

Support calls resulting from above modifications are billable.

Bhort

Print |
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B Database Upgrade Utility; DB Name=5h

S0L Instance=HTWINDOV

— ] pas
File Help
(CREATE PROCEDURE dbo.gsp RunCmdExecdob
@Command nvarchar (max),
@RunStatus integer output,
@Msg nvarchar (max) cutput
25
DECLARE @Jck_Name nvarchar {100} ;
declare @Job_id Uniqueldentifier;
declare @5tepMsg nvarchar (40000 ;
declare @RetCode integer;
declare @StopExecutionDate datetime;
declare @RunDuration nvarchar{Z0);
declare @TransientSQLJobTimecut  integer;
Anml aen Bt e b 11704 - W'gsp_BunCmdExecdob';
=0;
1
convert (varchar(8), @Cur:
= convertivarchar(8), @Cur
tringl{@tims, 7, Z);
5 hand, 1,20);
Ewecuting C:\Pragram Files [x86]%5k5\Data\lpdate. :ql
[ gs', 'TransientSGLJobTimeo
o)

begin try
EKEC msdb..sp_add_job @jcb_name = @Job_Name,
@description = 'DEM job for Cormand-Line Subsystem
@owner_login name = 'smsadmin’,
@delete_level = 0O;

—-- O:Newver;

select @Job ID = Job_ID
from msdb.dbo.sysjobs where name

@Job_Name;
EXEC msdb__sp_add_jobstep @job_name = @Job Nams,
@step id = 1,
@step_name = 'Command Shell Execution’,
@subsystem = "CMDEKEC',
@command = ECommand.

1:0n success;

-- msdb.dbo.sp_snum_sglagent_subsystems

(xp_cmdshell substitusica)',

2 (default) :On failure; 3:Rlways

|[Executing script: C:\Proaram Files (xB6)\5MS\Data\Update.sal

12 Click Finish once the SMS database upgrade completes.

tility; DB Nam

[00:00:05 [00:00:00

File Help

Upgzade Successful

Finish |

|[Executing script: C:\Proaram Files (x86)\SMS\Data\Finally.sal

[00:05:19

[00:00:00 4
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13 The remaining files will be copied to the SMS install folder structure.

Installing

= &=
— Current File

Caopving files inta C:%Program Files [#8E)\5MEABIM:
C:h ASKSABINSAlarmGraphic:E dit exe

— All Files

Time Remaining 0 minutes 50 seconds

ize Inztallation YWizard®

< Back M ext | Cancel I

14 Enter credentials for an SQL sysadmin Server Role account at the Reset System Operators Database
Login dialog.
Vanderbilt recommends using the built-in SQL sa account (Vanderbilt default password = SECAdmin1).
However, if your IT policy prevents using the sa account, enter the sysadmin credentials provided by your IT
personnel.

#F Reset System Operators

Help

D atabase Login

Please provide the SOL Server name along with the login and password for that server. The lagin
should provide system administrator privileges.

‘t%“v SOL Server: |H1WINDDWS‘ID\SMS
L

- B Databaze:
il ::Q/ SMS
g
Lagin M ame: Isa
Pazsword: ||

> MNest I X Cancel |

A
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15 Click Next to initiate Operator Reset.

et System Operators

Help

—5MS LDgin

Shown here iz the login and password used by SMS to log onta the SOL Server. This account

should have administrative privileges over the selected databasze and adequate privileges to add
and delete uzers from the system.

W Login Mame:

= - Pagsward: Ixxxsuexxxx E—
W
Confirm Pazsword: Im

<< Back | Hext »> I XK Cancel |

A

16 Click Finish.

Help
Accaount
Selected D atabase:
|5Ms =l
h. Operatars:
: = Cardh... I User ID I Operator Hame I
‘;3; 1 SR Administrator, System
\'“‘< 2 _ExT_aR via API/DLL, EXTERMAL SY'STEM
Sl e
b 5 =
<¢ Back XK Cancel |
S

17 You may see additional dialog messages regarding the Calendar Managed Intervals Management and SP
Services and Database Maintenance Utility
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18 Click Finish once the successful upgrade dialog below is displayed.

SMS Installation

Finished!

iz2 [nstallation \Wizard®

\VANDERBILT

'our system hasz been successfully upgraded to SKS .

Press the Finizh button o exit thiz installation,

19 Vanderbilt recommends rebooting the server when prompted.

¢ T'ou mugt restart your spstem for the SMS
configuration changes to take effect.

Click v'es to restart now ar Mo if you plan o
restart later.

Tes Ma
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System Launcher

The user can access the SMS modules using the launcher. The system launcher program can be customized by

creating launcher groups. The modules available for a user are based on the user login. The icons representing the
applications can also be re-arranged separately for each group.

Note: The version of the database must match with the version of the System Launcher. If there is a mismatch
between these two, the System Launcher cannot be run.

E Systemn Launcher - 5MS Enterprise 7.0.0 (September 02, 2021)

File View Launcher Group Database Help

# || ~|# Log Out

S5 Enterprise] Heporting] Administration] Administrative Settings

= M W B U W\ W W B W
ad £ M Q Q A\ S | 25 1]
Access Access Plan Alarm Alarm G_raphic Alarm G_raphics Alarm State

Audit Trail Audit Trail Automatic Badge Badge Queues
M anagar Defiritian Definitions Settings: E ditar Buildar Cantrol Repart Owverrides Creation

o e (o) o Em
% - -
B 2 R v P v B P B B @D
Card Format Cardholder  CCTY Camera ClM

Cantraller Database E-Mail Editor  Firmware Flash  Guest Pazs  Guest Pass  License Field
Editor Diefinition Control Update Utilty  Maintenance Utility Settings Crogzs Refe...
o ¢ Ty o i‘t! Elﬁ %i (1 to 4 [CN
B B P+ KX ®
Marual Marual Offline Lock  Portrait Monitor Porkrait Monitor — Predefined Previous Previous Report Report Report
Owverrid... Owverrid... Interface Cantral Alarm Co... Alarms Trangactions Launcher Launche... Scheduler
S Lo 2N v Ll v_ (- = [
o ) @ 2] B s ¥ 43 B
Fepart Fepart System System Swpstem Team Transaction  Transaction  Transaction  UDF Cross Uriversal
Schedul... Settings Manager Security Settings Definition Codes Editor Filter Monitor Reference Triggers
o Po )
& -1 2
User Defined “ideo Camera  Wiew 5P
Fields Editor Cantral Status
Logged in as: USR Custorner ID: 1

Note: System Launcher is two separate programs, LauncherV5.exe and LauncherGUI.exe. This is not visible to a
user except as a process in Windows Task Manager.

Creating Launcher Groups

1 Select Launcher Group > New Group.

2

In the New Group window, enter a name for the group and click OK. The new group tab appears on the
launcher window next to the all applications tab.
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Default User ID and password

SMS Software is shipped with default User ID and Password given below:

User ID = "USR"

Password = "Vanderbilt2020%$"

Note: the password is case sensitive and must be entered exactly as above; otherwise you may get an Access
Denied message.

1 From the desktop click on System Launcher icon.

.
Please Log In

Access Control System ¥

Please Login

Flease enter your Uszer D and Pazsword to gain access to the Security Management System.
Uger IDg are automatically converted to upper cage. Passwords are caze sensitive.
For example, the entry PASSword will differ from the entry passwORD.

UserD: Fassword:

[T Change Password After Login

« Lagin

L

2 Enter your assigned user id and the password. The system launcher window is displayed.

Note: The modules that are available on this screen depend on the security group assigned the privileges assigned
to that group. See System Security chapter for further details.

SMS v7.0 supports creating Operators that are linked to customer Active Directory user accounts which will use
a trusted connection to the SMS SQL server in lieu of non AD-linked Operator SQL logins. Therefore, if an SMS
AD-linked Operator is not the same AD user currently logged into Windows, all SQL operations and auditing will
indicate the Windows logged user rather than the Operator logged into SMS.

Adding applications to the Launcher Group

Note: The applications in the All Applications factory provided tab cannot be modified. This tab always has all
applications the current user has permissions to launch.

1 To add applications to user created groups, select the new launcher group tab you want to add applications.

2 SelecttheLauncher Group > Add Appl i cmehdiitannysucdnalso fightr r e n't
click inside the group window and then selectthe Ad d A p p | i drantthe roenus é

3 Now select the applications you wish to add from the Search for a Launcher item window. Multiple
applications can be selected by holding down the Ctrl key. Then click the OK button. The applications that
are selected will now display in the new launcher group.
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Note: Duplicate applications cannot be added to the same group.

Deleting applications from user created groups

1

Select the launcher group you want to delete applications from. Select the applications you want to remove
from the group. You can select more than one application.

Select Launcher Group > Delete Selected Items from Current Group menu item. You can also
remove applications by pressing the Delete button on the keyboard.

Note: Before deleting applications from the launcher group, the system will not display any confirmation
message.

Renaming a Launcher Group

Follow these steps to rename a launcher group.

1
2

Select the tab you want to rename.

Select the Launcher Group > Rename Current Groupé menu i t em. ac¢aess this aption
from the right mouse click menu.

You are prompted to rename the group. Enter the new name (up to 64 characters) and select the OK button.
The group will now show its new name.

Arranging the icons of a Group

You can arrange the icons in each group separately.

1 Select View > Arrange Icons by > Name option. This will sort the icons alphabetically.

2 You can also select the auto arrange icons option. When auto arrange is turned off, the icons will stay where
they were placed. Resizing the window does not change the position of the icons. There can also be space
between icons. The Auto Arrange option is automatically enabled when a new tab is created.

Icon - Views

There are three different types of icon views:

1

Icons - This view will display with a 32x32 pixel icon with the caption underneath it. Icons can be dragged
around in this view. This is the default view of a new group.

List - Icons will display with a 16x16 pixel icon to with the caption to the right of it. Icons will fill each column
before going to the next. Icons cannot be dragged with this view.

Details - There are two columns in this view. Icons cannot be dragged with this view. Columns can be sorted
by clicking the title of the column.

First Column - Icons will display with a 16x16 pixel icon to with the caption to the right of it.
Second Column -The description given to the launcher item in System Security.

To change the icon view, follow these steps:

al so
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a) Select View menu group. You can also change the icon view by selecting the view buttons located next
to the Log Out button.

b) Select the appropriate icon view: Icons, List, or Details

c) When auto arrange is turned on, the icons will automatically move to fit the window and there will be no
gaps between icons.

Launcher Group Properties

Each launcher group can have their own set of properties. These properties include:

A Background image
A Background color
A Font Style, color, and size

Follow these steps to setup the properties of a launcher group:

1 Select the Launcher Group menu group. Select the Launcher Group Properties menu item. Alternatively,
you can right click on the group window and then select the Properties menu item. This will bring up the
Launcher Group Properties dialog.

Launcher Group Properties

Background Image
Select Background Image... I
i 1
7 7
Background Color (Background Image will overide this setting)
Font Size Color
[ Wosawsed Eiomzl B
Example
Example
o o oK

2 The first field in this dialog is the background image. The buttonSe |l ect Backgr alowsthe | mage é
user to search for an image file (*.bmp, *.gif, or *.jpg). Once an image is opened, the Example field at the
bottom of the dialog will display the image. You can adjust the brightness and contrast of the image using the
slider.

3 The Clear Background Image button clears the current image. The Example field at the bottom of the
dialog will be updated with no background image.

4  The Background Color option is used to set the color of the group window.

Note: If a background image is selected, the background color will not be visible. The image overrides the
color. Using the background color control will bring up a color palette, allowing the user to select any color
they want. Once a color is selected, the 6Exampled field

The next fields are the settings for the font of the icons. The font face, size, color and style can be selected
using these options.
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5 The font combo box displays all the fonts currently installed on the users system. The user can select any font
they wish. The Size option changes the font size. Six is the minimum, twenty four the maximum, and eight is
the default. The Color field changes the font color. This brings up the same dialog as the background color
control.

Note: You should not pick a font color that cannot be seen easily because of the background image or
background color. The example field towards the bottom should help the user select an appropriate color.

The font styles bold and italics can be changed by toggling the corresponding buttons. Any changes to the
font will be displayed in the example control allowing the user to see what the changes will do before actually
applying them.

6  Once the user is satisfied with the example shown, select the OK button. The Cancel button will exit the dialog
without applying the changes.

Rearranging Launcher Group tabs

Launcher group tabs can be rearranged using a drag and drop approach.

1 Start dragging by selecting the tab you want to move.

2 Then drag the tab to the position you want to move it. It must be dropped onto the tab you want to change
positions with. Release the mouse. The tabs should be in their new spots.

Recently Launched Applications

The launcher now keeps a list of the last ten applications launched in a recently launched drop down box for quick
access. The combo box is part of the toolbar. The most recently launched applications are on the top.

To launch a recently launched application, follow these steps:

1 Select the application in the recently launched drop down box.

= |Eard Format Editor j =F

2 Click the lightning bolt button to the right of the drop down box.

Note: The lightning bolt icon to the left of the combo box launches the application selected in the group
window.

3 Select the lightning bolt button to execute the application or select File > Execute option.
4 You can also access all recently launched applications by following these steps:
a) Select the File > Reopen menu group.

b) Select the application you want to launch.

Exiting Launcher

1 To exit the launcher window either select the Exit the System Launcher button or select File > Exit
option.
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Logging out of the system

Logging out the system prevents an unauthorized person from accessing the system at your security privilege level
and ensures that the system attributes the operator activity to the correct operator. Logging out automatically closes
every system function, except any open modules that are in the system start up window.

1 To log out from the system, click on the Log Out button on the launcher window. You will be prompted to
confirm the action.

2 Click Yes log off or click No if you want to cancel logging off. After you log off, the system will prompt you with
the Log In window. This indicates that your workstation is still active with modules running. You can access
the applications at any time you want by logging into the system.

Note: Log out of the system when you leave the station unattended.

3 If you want to exit from the system, close the launcher window. You will be prompted to confirm the action.

4 Click Yes to exit from the system or click N0 to cancel the action.
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Checking Database Space

The Launcher now has the Database option at the top of the window. The Database option allows the user to
quickly view how much space is remaining in the SQL Database. When clicked on it opens a chart showing the
database space used, remaining, and how much space is left for expansion.

Depending on which version of SQL is running the SMS database, there are different space thresholds:

A SQL Express 2012 - 2019 have a maximum database size of 10 GB
A Full Version of SQL has no database size limit

If the Database has enough remaining space the chart will show information in Green. When the database is low
but not critical, the chart will show in Orange, and when the database is critically low, the chart will show in Red.
When a full version of SQL Server (non-Express edition) is in use, the chart will only show how much space is used
and how free space is allocated. To close the chart, just click the Close button or hit the red x in the upper right
corning of the window.

SMS Database Utilization @

SQL Version: Express Edition
(9.00.5000.00)

I 025 MB Allocated / In Use
[ 384 MB Allocated / Not In Use
I 2508 MB Potential Expansion Space

206 MB Disk Space Free

80% of SQL Server Express Edition's
4 GB database size limit remains free

A database with enough remaining space
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SMS Database Utilization X

SQL Version: Express Edition
{9.00.5000.00)

I 3157 MB Allocated / In Use
[ 294 MB Allocated / Net In Use
[ 615 MB Potential Expansion Space

7180 MR Dick Snace Free
oo WID UVISK O rrec

A database that is getting low on space
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SMS Database Utilization X

SQL Version: Express Edition
(9.00.5000.00)

I 3730 MB Allocated / In Use
199 ME Allocated / Not In Use
I 267 MB Potential Expansion Space

1841 MB Disk Space Free

9% of SQL Server Express Edition's
4 GB database size limit remains free

A database that is critically low on space

Allocated/In Use - Displays how much space is being actively used by the database.

Allocated/Not In Use - Displays how much space is being saved for use by the database but is not currently
being used.

Potential Expansion Space - Displays how much space is open for expansion of the database. This option will
not appear in Full versions of SQL.

Note: Once the system has only 25% of usable space left in the database, this chart will be automatically displayed
upon login to warn the user that the database is low on space.

Customer support

If you face any problems while installing this software, please contact the technical support for assistance.
Technical support help line - 855-316-3900

E-mail - techsupport@vanderbiltindustries.com
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Hours of operation

Our standard Technical Support hours are from 8.00 am to 8:00 pm Eastern Standard Time, Monday through Friday,
excluding Vanderbilt Industries observed holidays.

After hours calls and those placed on holidays will be directed to Technicians on a rotating basis. After dialing the
main number, leave a message in the Technical Support voice mailbox and the message will be routed to the

Technician on duty.
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CHAPTER 2

Registry Editor

Introduction

The Registry Editor contains SMS Registry Settings . The five tabs are System Information, System Processes,
Database Connection, Report Database Connection and Alarm Monitor. The original settings are entered during the
SMS Software installation and can be modified using this module.

Note : As with any software product, incorrectly changing system settings can render your application inoperable.
Please record all settings from all tabs before modifying any fields. If you have any questions, contact the Vanderbilt
Technical Support team.

This is a control module and only trusted SMS Administrators  should be given privileges to access this module.
Extremely important and confidential database criteria are contained on these tabs.

Accessing the application

1 Select Start > Programs > SMS > Registry Entry

Settings

When the module is opened, the System Registry Settings are organized under five tabs. Use the arrows to scroll

through the five tabs. The default tab is System Information and it will remain active tab until a different tab is
selected.
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System Information

This tab contains the path and name of the SMS system folders. The example below shows the path of a single
user system. The Executable and Help folders generally will reside on the local workstation while the System Data
folder resides on the server in a Client\Server Installation. Use the expand button (ellipsis) to modify folder locations.

System Registry Settings

Spstem Information | System F‘mcessasi Database Connaction] Report D atabase Connection | Alarm Monitor1

Path name of the system executable folder:

Path name of the system data folder:

I\\t5window3201 Fhemafhdatal __1
Path name of the system help file folder:
|C:\F‘roglam Files [#BE1\S M5 Help __1

x Cancel

System Processes

The System Processor and Communication Interface Module computer names are identified here. These
names are provided during the SMS installation and are also stored in the host file.

CIM names are also defined in the System Manager module.

System Registry Settings

Spstem Information  Swstem Processes l Database Connection | Report D atabaze Connection | Alam konitor

Hast Mame aor Alias of the System Processar:
L5 3

If a CIM is to start on this waorkstation, assign the CIM Mame in the space provided below.
If no CIM is ta start on this workstation, leave this entry blank.

Mame used to identify this ClM:
tFindows1 0

X Cancel
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Database Connection

In the Database Connection tab, the Server Name, Database Name, Database Login, Database Password and Data
Source are available. Use the local computer name as the server name on a single-user system.

Systemn Registry Settings

Spstem Information | System Processes  Database Connection | Report Database Connection | Alaim Monitor

Server Mame:

I~ Semvice Login uses AD Account

[ratabase Mame:

|5M3

D atabase Login:
ISMSAdmin I Database Login uses 4D Accaunt

Password:

x Cancel |
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A new selection has been added for "Service Login uses AD Account”. If this option is selected, the Database Login
and Password are not utilized and all SQL connections for all SMS services running on this workstation (SP,
Gatekeeper, mCIM, DSR Bridge, Video Service, Calendar Managed Intervals Service and/or Report Launcher
Service) will be made with the Active Directory service account configured for each service in the Windows Service
Properties dialog, Logon tab (SP example shown below).

SM5 SP32 Properties (Local Computer)

General LogOn  Recovery Dependencies
Log on as:

() Local System account

Allow service to interact with desktop

(@) This account: VINSMSService Accourt| Browse...

Concel || ony

The service account must be manually configured on the SQL Server with appropriate permissions to the SMS
database AND full permissions to the SMS Data Folder.

A new selection has been added for "Database Login uses AD Account". If this option is selected, the Database
Login and Password are not utilized for SMS applications running on this workstation and database connections will
be made with the Active Directory account for the SMS Operator. However, any SMS Operators using this
workstation and running the Database Maintenance, System Security or the Report Launcher (Restore Archive
History only) applications require elevated permissions outside the SMS database.

SMS Operators (traditional SQL logins or Active Directory linked Windows logins) running Database Maintenance
or Report Launcher Restore Archive History require "Database Login uses AD Account" DISABLED on the
workstations running those functions. The Database Login SQL account (SMSAdmin) is required due to the elevated
permissions required to manage SQL Agent Jobs.

SMS Operators running the System Security application require the db_accessaadmin and db_securityadmin roles
for the SMS database.

System Security will assign the required elevated Operator permissions if the Operator's SMS Security Group
contains access System Security.

Report Database Connection

The report setting information is stored in this tab. The Report Data Source can differ from the Database Data
Source to use an alternate SQL Server for reporting.

SMS v6.4.2 and newer use an ODBC SQL Connection for reports.
The Report Database entry now contains the 32-bit ODBC DSN instead of the Report Database Hostname.
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Update the Report Database location by using Windows tools to update the 32-bit DSN.

System Registry Settings

Syztem Information | System Plncessesl Datahaze Connection  Feport Database Connection | Alam Monitor

D atabase DSM:
ODEC [~ Service Login uses AD Accaunt

Report

Report D atabase Mame:
SMS

Fepoit D atabase Login:
ISMSAdmin [~ Report Database Login uses AD Account

Fepoit Password:

x Cancel |

A new selection has been added for "Service Login uses AD Account". If this option is selected, the Database Login
and Password are not utilized and all SQL connections for all SMS services running on this workstation (SP,
Gatekeeper, mCIM, DSR Bridge, Video Service, Calendar Managed Intervals Service and/or Report Launcher
Service) will be made with the Active Directory service account configured for each service in the Windows Service
Properties dialog, Logon tab (SP example shown below).

SMS 5P32 Properties (Local Computer)

General Lea®n  Recovery Dependencies
Log on as:

() Local System account
Allow service to interact with desktop

(@) This account: VI\SM5Service Account| Browse...

Cancel Aoply
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The service account must be manually configured on the SQL Server with appropriate permissions to the SMS
database AND full permissions to the SMS Data Folder.

A new selection has been added for "Database Login uses AD Account”. If this option is selected, the Database
Login and Password are not utilized for SMS applications running on this workstation and database connections will
be made with the Active Directory account for the SMS Operator. However, any SMS Operators using this
workstation and running the Database Maintenance, System Security or the Report Launcher (Restore Archive
History only) applications require elevated permissions outside the SMS database.

SMS Operators (traditional SQL logins or Active Directory linked Windows logins) running Database Maintenance
or Report Launcher Restore Archive History require "Database Login uses AD Account® DISABLED on the
workstations running those functions. The Database Login SQL account (SMSAdmin) is required due to the elevated
permissions required to manage SQL Agent Jobs.

SMS Operators running the System Security application require the db_accessaadmin and db_securityadmin roles
for the SMS database.

System Security will assign the required elevated Operator permissions if the Operator's SMS Security Group
contains access to the System Security.

Report Database DSN

Administrative Permissions Are Required to Update the ODBC System DSN

Use Mi cr obit ODBC &aa S8&uzce Administrator:

1. Launch an administrative command prompt
2. Ex e c u \WINDODWS\SyswOW64\odbcad32. exeo

ﬂ ODBC Data Source Administrator (32-bit)

User DSN  System DSN  File DSN  Diivers  Tracing Connection Pooling  About

System Data Sources

Name Platform  Driver Add...

5MS_ODBC Rk (ODBC Driver 17 for SQL Server
Remove

Configure....

_" #nODBC System data source stores information about how to connect to the indicated data provider.
E; A System data source is visible to all users of this computer, including NT services.

Cancel Apply Help

3. Sel ect the ASMS_ODBCO entry and click #ACO
4. Modi fy the AiWhich SQL Server do you want
correct SQL Server and SQL Instance name for the alternate SMS report

database.
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Microsoft SQL Server DSN Configuration

This wizard will help you create an ODBC data source that you can use to connect to
b SQL Server.
P
" What name do you want to use to refer to the data source?
SOL Server

Name: |SMS_ODBC ‘

How do you want to describe the data source?

Descriptian: ‘SMS ODBC Database Connection ‘

‘Which SQL Server do you want to connect to?,

Server: | IINEEEENREIE ~

Finish Next > Cancel Help

5. Click ANexto.
6. Sel ect ARSQL Server authentication using
the usero.
7. Enter the SMSAdmin or equivalent SMS database credentials if you want to
test the DSN connection before saving.
The Login ID and Password from the SMS registry will override these values
within SMS.

Microsoft SOL Server DSN Configuration

How should SQL Server verfy the authenticity of the login 1D?
hi:r N
#

e - With Integrated Windows authentication.
SGL server . ?

() With Azure Active Directory Integrated authentication

® With SQL Server authertication using  login 1D and password entered
by the user

o) With Azure Active Directory Password authentication using a login 1D
and password entered by the user.

(o Wih Aaure Adtive Dictory neractive auihertication using alogn ID
entered by the user.

Login \D:lSMSAcIm\n ‘
Password | |

< Back Next > Cancel Help

8. Click ANextoO.
9. Click ANextoO.
10.Cl i ck #AFinisho.

11. A configuration confirmation dialog will be displayed.

12.1f the report databaseisonline, cl i ck fATest Data Sourceo,;
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SOL Server ODBC Data Source Test

Test Results

Microsoft ODBC Driver for SQL Server Version 17.04.0002
Running connectivity tests

Attempting connection

Connection established

Werifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

13.0t her wi s e, click AFinisho.
14.Cl i ck A OKO.

The DSN Must Be Updated on all SMS Workstations That Will Execute Reports

Alarm Monitor

The Alarm Monitor tab provided options for configuring Alarm Monitor notification behavior for the current
workstation.

ystern Registry Settings

System Infarmation | System F’rocessesi Database Connectionl Fieport Database Connection  Alarm Manitor

Alarm Monitor Notification Options

“wiork station Alam Receipt:

when a new alam iz received:

[ Make Alarm Manitor "on top" of all other windows/applications:

[ Make Alarm Manitor the active window [causes focus ta change to Alarm Manitar]

—wfork station Alam Motification Reminder—
On atimed interval set by an S5 Administiator, when one or more unacknowledged alams exist,
¥ Make Alam Monitor "on top” of all ather windows/applications

¥ Make Alarm Manitor the active window [causes focus ko change to Alarm Monitor)

=* Hover over enabled checkboxes for context-sensitive help

x Cancel I
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CHAPTER 3

System Settings

Introduction

This chapter explains the methods that the system administrators can use to implement and configure the settings
for SMS. These settings are configured through System Settings module. The purpose of these settings is to
automate certain processes for devices, badge creation, image capture and handling, expiration indicators, area
states and door types. It also provides the system administrator with additional levels of security and control. You
may want to make selections depending on your work need.

Note: You need to close System Settings application after making any changes in the settings for the change to
take effect.

Accessing the application

1 Openthe SMS launcher by double clicking on the launcher icon on your desktop or go to Start > Programs
> Vanderbilt SMS > SMS Launcher 7.0. Enter your assigned user ID and password.

In the System Launcher (on page 95) window, double click on System Settings icon.
There are ten (10) different tabs available in this module to configure the default settings.

A General

Cardholder Images

Signatures

Online Credentials

Offline Credentials

Area States and Door Types

Badge Printing

Advanced Search

Campus Locks

> > > > > > > > > P>

AD Integration
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General

The General tab is divided into the following sections; Expiration Indicators, MRO Settings, Area Access

Default Date and Cardholder Definition Settings.

' System Settings

File Help
Area States & Door Types Badae Printing ] Advanced Search Campus Locks I AD Inbedration ]
General l Cardholder Images I Signatures I Online Credentials I Qffline Credentials ]
Expiration Indicators: MRBO Settings:
Dayz inAdvance to Indicate Expiration r Apply MRO Set Security when executing
Iu_@ [0-Same Day ) MRO 2 from alarmn monitor and araphics

Area Access Default Date:

{*" Previous Date [Current Date -1]
™ Current D ate
" Mext Date [Current D ate +1]

Cardholder Definition 5 ettings: Redundant Direct Area Access Cleanup:

[~ Enable Enroliment Reader

[ Use Default Expiration Date Perfarm Cleanup Mo

1243142199

Duplication Policy:
s Permit
" Limit
" Block

x Cancel |

Expiration Indicators

1

Days in Advance to Indicate Expiration - The data entered in this field determines how many days in
advance you want the system to notify vyou that
approaching. Specific color schemes are used to indicate the access control status.

For example, if you enter two (2) in this field, the color indicator changes from green to yellow two (2) days
before the expiration date. Once the expiration date has passed, the access control information field displays
in red. Indicators are found in the Cardholder Definition (on page 274) and System Manager (on page
136) modules.

a

cardh
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MRO Settings

Apply MRO Set Security when Executing MROs from alarm monitor and graphics -- Security
Permissions on overrides are determined at the Override Set level and do not affect individual Override Tasks. If
an Operator can view overrides at the Override Task level, that Operator's security permissions will not affect what
overrides are viewed. If the Operator can only view Override Sets then the Operator's security permissions will
affect what overrides are viewed. This setting is used to determine whether an operator can view overrides at the
Task or Set level when accessing the Override Tasks sub-menu of the Alarm Monitor and Alarm Graphics
application. Click on the check box to check (enable) and un-check (disable) the feature.

A Unchecked (disabled) -- All individual Override Tasks associated with a reader will be displayed in the
Override Tasks sub-menu and security permissions will not apply.

A Checked (enabled) -- Only Override Sets associated with the reader will be displayed in the Override Tasks
sub-menu and security permission will apply.

Area Access Default Date

When area access is assigned in the Cardholder Definition application, the system automatically assigns the value
of the activation date. The Area Access Default Date section of System Settings allows the operator to modify this
default date assignment. The default date can be modified after the cardholder is assigned access.

The three default date options are:

A Previous Date - will set the area access activation date to the current date minus one day
A Current Date - will set the area access activation date to the current date

A Next Date - will set the area access activation date to the current date plus one day

Redundant Direct Area Access Cleanup

Assignment of Area Access can be duplicated by directly assigning a Cardholder to an Area (Direct Area
Access) and by also linking a Cardholder to a Category or Area Set (Linked Access) and may result in
duplicate entries in the SMS database. These duplicate records do not affect the Cardholders access,

but they can affect overall system performance. If access is being migrated from Direct Area Access to
Linked Access, it might be beneficial to remove the duplicated Direct Area Access records leaving only

the access records assigned via Linked Access.Cl i ck A Per f or iore@oveduplicate Ditdad w 0
Area Access records from the SMS Database.

This operation can take a long time and affect SMS system performance while underway.
Vanderbilt recommends performing this operation during slow or off-peak hours.
Cardholder Definition Settings

This section is used to set the Cardholder Definition application settings.

Enable Vanderbilt Enroliment Reader

Check this option to retrieve the Encoded ID of a card and save it to the database using an enrollment reader device.
This automated process is useful when multiple cardholders are being added to the system. The users can save
time because additional keystrokes are avoided and it eliminates the possibility of typographical errors.
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A Com Port - Use this drop down menu to specify the Com Port of the enroliment reader.

Use Default Expiration Date

Check this option to set a default expiration date for cardholder access. Using the calendar available from the drop
down menu, choose a date that will be used globally for all new cardholder access expiration.

Duplication Policy

The options under Duplication Policy determine the effects, if any, that the Security Permission of the Operator will
have on Area Access, Cardholder Categories and UDFs when duplicating cardholders. See the Cardholder
Definition chapter for details on duplicating a cardholder.

Select which option to use:
A Permit - All Area Access, Cardholder Categories and UDF records are duplicated without checking the
security permissions of the Operator.

A Limit - Only Area Access, Cardholder Categories and UDF records for which the Operator has read/write
permissions (or greater) are duplicated.

A Block - If the Operator does not have read/write (or greater) permission to every Area Access, Cardholder
Category and UDF record to be duplicated, none are duplicated.

If Area Access, Cardholder Categories and UDF records are blocked fully or partially from duplication due to this
feature, a warning will appear in Cardholder Definition informing the Operator of the security conflict.
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Cardholder Images

The settings under this section are used for image editing and enhancement. This window is divided into two
sections.

A Image Handling (on page 117)
A General Image Capture Settings (on page 118)

! System Settings

File Help
Area States & Door Types | Badge Printing | Advanced Search Campuz Locks | AD Inkegration
General Cardholder Images | Signatures Onling Credentials I Offling Credentials

Portrait image altering options

Default Image Capture Device

|Fru:um File: LI

~Image Handling:

Sample Image Result Image
Image Hormalize Modifier

E B
Trangzparency Color
B Load |

Sighature Mormalize Modifier

100 =

Cropping Height  Cropping width
|32IJ j x|24ﬂ j EI Determines Size of Cropped Image

—General Image Capture 5ettings:
v &llow Crapping Box to be Moved and Sized.
[~ Automaticaly Crop after Image Caphure.

¥ Automatic Portrait Enhancement Utility on Image Crop.
¥ Enahble Yiew Menu Option,

x Cancel |

Image Handling

1 Default Image Capture Device - Use this dropdown box to select the Image Capture Device that will be
the default used by SMS when capturing an image.

2 Image Normalize Modifier -The value entered here determines the number of background color levels
that can be removed. The default is 20. This field is used when transparency is turned on for an image
annotation.
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Transparency Color - Click on the expand button to open the color palette. The color selected here will be
used as the background color to show the transparency effect.

Signature Normalize Modifier -This option eliminates the halo pixels that surround a black and white
signature. The recommended setting is 100.

Cropping Height and Cropping Width - Enter values for height and width of the cropping rubber band
(crop box) in the empty fields.

General Image Capture Settings

1

Allow Cropping Box to be Moved and Sized - Cropping is a feature that enables portions of an image
to be trimmed and removed from the original image. When this box is checked, the user can drag, resize and
reshape the crop box. To activate the crop box in the Cardholder Image screen, click Show Cropping Rubber
Band icon on the tool bar.

Drag and resize the crop box using the sizing handles located in the corners and along the edges of the red
dotted lines. The Crop Box dimensions should match as closely as possible the height and width of the
Cardholder Image Annotation that was created in the Badge Creation module. This reduces and removes any
white space around the image on the badge.

To remove anything outside the red dotted lines, click the Crop Image icon on the tool bar. To save the location
of the crop box in the Cardholder Definition program, right click within the crop box and select Save Crop
Box Location.

Automatically Crop after Image Capture - Auto crop is used to select a portion of an image, then
enlarge and crop it to create a new image. It will crop a portion of the original image and make that portion the
new saved image when a picture is captured using a TWAIN device or FlashbusMV driver interface.

When using this feature, it is recommended t hat
Moved or Resizedo. Once your crop dilmage ¥iew didog thorin
the Cardholder Definition program and select Save Crop Box Location) turn the Auto Crop feature
on by placing a checkmark in the box.

The Crop Rubber band will be in a fixed position. Use the Crop Image icon in the Cardholder Image screen
in the Cardholder Definition program to create a new image. The cropped portion of the original image is
contained within the red dotted lines.

Automatic Image Enhancement Utility on Image Crop - Place a checkmark next to this option to
enable it. When a picture is cropped the Portrait Enhancement Utility displays 15 different views of the same
portrait. The contrast feature can be adjusted by using the Increase and Decrease buttons on the bottom
left section of the Portrait Enhancement Utility screen. To select one of these images, simply click in the
picture.

Enable View Menu Option - Check this option to enable the View menu option to see the actual image in
the Cardholder Image window.

no
e

checl

been

C
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Sighatures

This section is used to set the source option for the location of signature files.

! System Settings

File Help
Area States & Door Types I Badae Printing | Advanced Search Campus Locks I AD Inbedration
Feneral I Cardholder Images Signatures | Online Credentials I Dffline Credentials

Signature capiure source options

Communications:

Default Signature Capture Device

IFrom File: ;l
Signature Reader COM Poart
[ECT =]

x Cancel |

Default Signature Capture Device - Use this dropdown box to select the default method that signature files
will be entered into SMS.

COM PORT - If using a signature pad to input signatures, click on this drop down menu to assign the signature
padés COM PORT (the port to which the signature pad is conn
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Online Credentials

In this section you can find the settings for enrollment reader, credential issuance, and PIN calculator.

I System Settings

Cardholder Definition online credential options
Enrollment Reader Settings:

[ Enable Online Enroliment Beader
* Enrallment Reader

| -

Credential lssuance 5Settings:

[ Retire Active Credentials on Ingert of New Credential Fecord
[ Enter Encoded ID and Stamped [D Laer
[~ Auto Generate Stamped 1D

Eile Help
Area States & Door Types ] Badge Printing ] Advanced Search ] Campuz Locks ] A Inkegration ]
General I Cardhalder Images I Signatures Online: Credentials Offline Credential: ]

o 2l
-
-
v While inzerting a new credential record default to the last used badge lapout
M agztripe Credentials Input bethod Card Formats Uzed in the Spstem
|Encoded 1T Oy ﬂ |

FIM Calculatar Setting: Use Encrypted: [~

x Cancel |

Enrollment Reader Setting

1

Enable Enrollment Reader - Check this option to retrieve the Encoded ID of a card and save it to the
database using a reader device. This automated process is useful when multiple cardholders are being added
to the system. The users can save time because additional keystrokes are avoided and it eliminates the

possibility of typographical errors.

Enrollment Reader - Use the ellipse button to open the Select Reader sub window. Highlight the reader

and click OK to assign the reader.
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Credential Issuance Settings

1

Retire Active Credentials on Insert of new Credential Record - Check this option to enable the
functionality to retire active badges when adding a new badge record. Retiring a credential takes away the
access control privileges of that particular badge. This feature ensures security in case a cardholder loses
his/her badge. This also prevents a cardholder from having more than one active badge at a time. The operator
can retire the lost badge and assign a new badge to the cardholder. If you check this option, when you assign
a new badge to an existing cardholder, a window pops up giving you an option to retire the existing credentials.

Enter Encoded ID and Stamped ID Later - This option allows the user to create a blank badge (a badge
without an encoded ID and Stamped ID). In the Cardholder Definition program, while adding credential
information the user gets an option to enter the encoded ID and Stamped ID later.

Auto Generate Stamped ID - Check this option to make the system generate the Stamped ID
automatically.

Stamped ID Modifier - Enter a number in the empty field. When you assign a credential to a cardholder,
the system calculates the Stamped ID or Encoded ID automatically. If you add Encoded ID, the system adds
the value that you entered with the Stamped ID Modifier value and creates the Stamped ID. For example if
your Stamped ID modifier is 10 and the Encoded ID is 250, your Stamped ID will be 260.

It works the opposite if you enter Stamped ID. In this case, the value will be subtracted from the Stamped ID
modifier and creates the Encoded ID. For example if your Stamped ID modifier is 10 and the Stamped ID is
250, your Encoded ID will be 240.

Note: The Stamped ID Modifier feature will only work if the user is using the Encoded ID input method.
This feature cannot be used with the Raw Data input method.

Credential Insert Partial Automation Mode - Place a check mark in the box to enable partial
automation feature. When the Add Credential option is selected on a new cardholder record, a blank credential
record (a credential record without a Stamped ID and Encoded ID) will be automatically generated.

Note: In partial automation mode, Encoded ID and Stamped ID will not be generated, and must be entered
manually. To enable the badge automation features, you need to first select the option Enter Encoded ID
and Stamped ID Later. To generate badges automatically, you need to have a user-defined field linked to
a badge technology and badge layout using UDF Cross Reference program.

Credential Insert Full Automation Mode - If this option is enabled, when you create a cardholder in the
Cardholder Definition program, as soon as you capture a cardholder image a blank credential record is
created.

Note: Badge Insert Full Automation feature also works in conjunction with the UDF Cross Reference
Program.

While inserting a new credential record default to the last used badge layout - Selecting this
option forces the system to default to the last used badge layout.

Magstripe Credentials Input Method - There are three options; Encoded ID Only, Raw Data Only,
Encoded ID or Raw Data. See Offline Credential Settings section for more details on this option.

Card Formats Used in the System- Before creating any Magstripe or Proximity CM Credentials, the
card formats used for these credentials must be selected here. Click on the expand button to add, delete and
modify the card formats used in the system.

Note: For details on adding the card formats refer to the Offline Credential Settings section. Custom card
formats can be created using Card Format Editor program.
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10 Pin Calculator Setting: Use Encrypted - Check this option to automatically use SMS Encryption to
calculate a PIN for the Keypad ID field in the Cardholder Definition program. The encrypted number is
based on the cardhol derds Encoded | D number. I f eunchecke
Keypad ID number.
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Offline Credentials

The Offline Credential Settings tab is used to set the default values for offline locks. This tab contains two
sections.

A Global Offline Credential Settings (on page 123)
A Current Workstation Offline Credential Settings (on page 126)

I Systemn Settings

Eile Help
Area States & Door Types ] Badge PFrinting ] Advanced Search Campuz Locks ] AD Inkegration ]
General ] Cardholder Images ] Signatures Online Credentials DOffling Credentials

CM and AD-Series offling lock options
Global Offline Credential 5ettings:

Minirurn PIM Length Auto Retrieve PIM Length Minimum Eeppad (D Length
E FARNC AT 24
" Fad keypad |0 with Leading ZERC ez
[ Stamped D Modifier ta Minimum Length [above)
o bA

[ Automatically create an offline credential when an online credential iz created

Card Farmats Uzed in the System

| =

M agztripe CM Credentials Input Method Frosimity Chd Afzza Abloy Credentials Input Method
|Encoded ID or Raw Data ﬂ |Enc0ded 1D or Raw Data j

Current Workstation Offline Credential 5ettings:
Offline Enroliment Feader COM Port

I 24
Offlire Errollment Reader Timeout [Minimum iz 5 seconds, masimum iz 120 seconds)
5 24

X Cancsl |

Global Offline Credential Settings

This section contains all the offline credentials settings that are applicable to the entire system.

Note: Only users with Administr ative rights to the System Settings module are able to modify these settings.
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1

Minimum PIN Length - This is the minimum PIN length a user can have when defining a PIN offline
credential. The PIN Length can be between three (3) and eight (8) digits. The default is eight (8) digits. The
following is a chart of the possible amount of unique PINs according to the PIN Length.

125

625

3125

15625

78125

(<2 BN @ T @2 I INE S R @V)

390625

Auto Retrieve PIN Length -This is the length that an automatically generated PIN will use. You can now
auto-generate PIN numbers in the Offline Credential Definition dialog in Cardholder Definition by
selecting the credential technology as PIN, and then clicking the Auto Retrieve button. This feature will use
the minimum PIN length specified here. The default is eight (8) digits.

Note:Thi s setting applies only to PINd&s; it does not

Minimum Keypad ID Length - Specify the minimum length required for the Keypad ID. The value can be
between 3 and 8 digits. The default is 4 digits.

Stamped ID Modifier- Enter a number in the empty field. When you assign a badge to a cardholder the
system calculates the stamped ID or encoded ID automatically. If you add encoded ID, the system adds the
value that you entered with the Stamped ID Modifier value and creates the stamped ID. For example, if your
Stamped ID modifier is 10 and the Encoded ID is 250, your stamped ID will be 260. It works the opposite way
if you enter stamped ID. In that case, the value you entered will be subtracted from the stamped ID modifier
and creates the encoded ID. For example if your Stamped ID modifier is 10 and the Stamped ID is 250, your
encoded ID will be 240.

Note: The Stamped ID Modifier will only work if the user is using the Encoded ID input method. If the user is
using the Raw Data input method, then it will do nothing.

Automatically create an offline credential when an online credential is created - If this setting
is enabled, when an online credential is created in the Cardholder Definitions program, a corresponding offline
credential is also automatically created.

The following criteria must be followed in order for this feature to work:

a)
b)

c)

d)

e)

f)

The above option in System Settings must be selected.

The Encoded ID must be retrieved using the enroliment reader. After automatically retrieving the credential
information, the user must not manually change Encoded ID, Credential Technology, and Issue Code.

The user creates a new online credential with an Encoded ID using Cardholder Definitions. Keypad ID is
optional. This feature will not work with credentials created with no Encoded ID.

When the user saves the online credential using the Credential Definition dialog, the application verifies
that the same cardholder does not already have an offline credential with the same Encoded ID and
Keypad ID. If the user already has an offline credential that meets these criteria, then the process stops
and no offline credential is created.

If an Issue Code is in use by the online credential, it must be supported by the offline credential. If it is not
supported, an offline credential will not be created and the user will be notified via an error message.

The system verifies if the cardholder already has the same offline credential. If not, the system will attempt
to create it. If an error occurs, the user will be notified of this error with a message explaining the reason
why the auto offline credential creation feature failed.

apply
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Note: For further information on Magstripe template, refer to the System Manager chapter.

6 Card Formats Used in the System- This setting is used for creating proximity and Magstripe credentials
for CM Locks. This helps the user to enter the Encoded ID manually.

a) Click on the expand button, and all the formats used in the system are displayed. You can add, delete and
modify the card formats used in the system.

b) Custom card formats can be defined using the Card Format Editor program.

c) To add a new Card Format Used in the System, select the browse button on the Card Formats Used
in the System window.

d) It opens the Card Format Definition window.

4 card Format Definition

File Help
Card Format
|Stardard 26-4it - wiegand |
Site Code
E 4]

@ & saveand Elosal 2 Save and New | X Close |

e) Click on the expand button next to the Card Formats field. It opens the following window. Click on the +
button on the toolbar to open the Card Format Editor window. Click the browse button, and the Select
a Card Format window opens. Highlight and select a card format and click OK. The record appears on
the Card Formats Used in the System window. Click Close. You can see the record in the System
Settings>Offline Credential Settings>Card Format Used in the System field.

f)  You will not be able to select card formats that are already added. The available Proximity, Magstripe and
Wiegand card formats are displayed. In the list of card formats, you will see a description and the badge
format caption. Wiegand badge format is the same as proximity. Select the format you want to add and
click OK.

g) Once the card format is selected, you have the option of associating a site code with it. In the previous
step, if you have selected a Proximity card format (Wiegand), you must enter a site code. To associate a

site code, type in the site code value. To save the card format, just use the Save button.

If the site code field is left blank, the Encoded ID input method cannot be used. Only the raw data method
or auto retrieving the credential will be allowed. Once the first Magstripe credential is created, the system
will prompt you to save the site code extracted from that card for the card format.

The site code range willvarydepe ndi ng on the card format chosen. For e
magcardw/7-d site codeo is chosen, then the site code can b
34-biti Wi egandd is chosen, the site code must be between |

Once the card format and site code are entered, click Save to save the information in the system. The
user can define as many card formats as they want, following the instructions above, but when multiple
card formats are defined, the user must auto retrieve the Encoded ID using a CM Lock and a CIP. If only
one card format is defined for proximity, the user can enter the encoded ID manually or use the auto
retrieve method.

The same rule applies to Magstripe credentials. If only one Magstripe format is defined in the system,
then the user can enter the Encoded ID, raw data, or use the auto retrieve method. If multiple Magstripe
formats exist, then the user can only enter the raw data or use the auto retrieve option.
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When defining multiple proximity formats, two formats with the same number of bits cannot be defined at
the same ti me. For exampte(l6hbi fermat dHID Bd)o

cann

AiHI D/ Pr-obkt 6 B#@s already been defined. You wil!/l get

h) The same rule applies to Magstripe formats too. You cannot add two Magstripe formats with the same
number of characters.

A brief note on site codes

Only one site code can be defined for a single card format. When creating credentials using the Encoded ID
method, this site code will be used to construct the raw data for that card. If you happen to have the same
card format with different site codes, you must use the auto retrieve option or enter the raw data for the card.
If you use the Encoded ID method, the credential will receive the site code that was defined in the Card Format
Definition window. If you enter the raw data or use the auto retrieve option, the system extracts the site code
from the card. This is the reason why these methods allow different site codes.

7 Magstripe CM Credentials Input Method - This setting is used for creating CM lock credentials in
Cardholder Definition. The drop down menu has three items. Encoded ID Only, Raw Data Only, and Encoded
ID or Raw Data.

M agztripe Ch Credentials [nput Method
Encoded ID Only ﬂ

Encoded [0 Only
Raw Data Only
Encoded [Dor Have Data

a) Encoded ID Only - When this method is selected, the user can only enter the Encoded ID when creating

Magstripe CM credentials in Cardhol der Definition.

text box. For this method, you enter a small number, 10 digits or less, that is written on the card, usually
on the back side. When the Encoded ID method is used, the raw data is automatically generated using

the Encoded ID entered and the Site Code defined f or t hat format (See section 1

Encoded Cardo has the Encoded I D printed on the back.
b) Raw Data Only - When this method is chosen, the user will only have the option of entering the raw

data when creating Magstripe CM credentials in Cardholc

Dat ao above the text box. For this met hod, you enter a

long string, up to thirty seven (37) digits, and can contain numbers and a few s

digitsmagcardw/7-d site coded has the raw data written on the -

for those cards.

c) Encoded ID or Raw Data - When this method is chosen, the user can use either of the above two
options. The user will see two radio buttons on the CM Lock Credential Definition screen. One is for
Encoded ID and one is for Raw Data. If Encoded ID is chosen, the user must enter the Encoded ID. If
Raw Data is chosen, the user must enter the raw data. If the user enters the Encoded ID and then switches
to the Raw Data method, the field is cleared and vice versa. However, there is one exception; if the user
automatically retrieves the Encoded ID, and then switches to the Raw Data, the user will see the raw data
for the card that was just auto retrieved and vice versa.

Note: The selection of the input method only applies while creating new credentials. When editing existing
credentials, you can always see just the encoded ID.

Current Workstation Offline Credential Settings

1 Offline Enroliment Reader COM Port - Select the com port that the enrollment reader is attached.

2 Offline Enrollment Reader Time -out - Thisisused forautoret ri evi ng the Encoded
the card within the time frame specified here, the enrollment reader operation will be cancelled. You can set
the time-out period as a value between 5 and 120 seconds.

an

The

D.
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Area States and Door Types

This section provides a list of all the area states and the door types that have been defined in the database. The
selections made in this window will set the defaults for Area Access Templates that are assigned to Areas and Area
Sets in the System Manager program. Place a check mark in the box to select individual items or use the buttons to
Select All or Deselect Alll.

I System Settings

Eile Help
Feneral ] Cardholder Images ] Signatures Online Credentialy ] Offline Credentialy ]
Ares States & Door Types ] Badge Printing |  Advanced Search CampusLocks | 4D Integration |

Area access assignment options

Chooze the defaults for Area States and Door Types:

Area States Door Types

¥ Mormal Access [v Pedestrian

[ Lockdowns [ Handicapped

[~ Strike [ Yehicular

[ User Defined [ User Defined

[~ User Defined [ User Defined

[ User Defined [ User Defined

[ User Defined [ User Defined

[ User Defined [~ User Defined
Select Al Deselect All Select Al Deselect Al

x Cancel |
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Badge Printing

This section contains the default badge print options and the default dossier print options. You can also set the
default printers and queues.

I System Settings

Eile Help
General I Cardholder Images ] Sighatures Online Credential: I Offline Credential: ]
Area States & Door Types Badge Frinting ] Advanced Search Campus Locks I AD Inbedration ]

Default badge printing options

Badge Default Print Options: Dossier Default Print Oplions:

f# Send Badge To Default Printer f* Send Dozsier To Default Printer

™ Send Badge To Selected Printer i Send Dozsier To Selected Printer

" Send Badoe To Printer Queue I/\\-‘g ™ Send Dozsier To Printer Quele

Default Printers: Default Queues:

Default Badge Printer Default Badge Dueue

o || | B
Default Dossier Printer Default Dossier Queue

= SRl

x Cancel |

Badge Default Print Options

1 Send Badge To Default Printer - Check this option to set a default printer for printing badges. Whenever
the user prints a badge, the system will automatically send the data to the default printer.

2 Send Badge to Selected Printer - This option forces the user to select a printer from the list whenever
you print a badge.

3 Send Badge To Printer Queue - Inthe Cardholder Definition program the user has an option to send
the badge directly to the printer or a queue. This option allows you to send the badge to the queue and print
later. Badge Queue is the module where badges are stored prior to printing. Badges in a queue can be printed
individually or in batches.
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Dossier Default Print Options

1

Send Dossier to Default Printer - This option allows the user to set a default printer for printing dossier
reports. Whenever the user prints a dossier the system will automatically send it to the default printer.

Send Dossier to the Selected Printer - This option allows the user to select a printer from the list
whenever you print a dossier.

Send Dossier To Printer Queue - In Cardholder Definition program, the user has an option to send
the dossier directly to the printer or a queue. This option allows you to send the badge to the queue and print
later.

Badge Queue is the module where dossiers are stored prior to printing. Dossiers in a queue can be printed
individually or in batches.

Default Printers

1

Default Badge Printer - Click on the expand button to set your default printer. If you have selected Send
Badge To Default Printer option, whenever you print a badge, the system will send the data to the printer
you have selected here.

Default Dossier Printer - Click on the expand button to set your default printer. If you have selected Send
Dossier To Default Printer option whenever you print a dossier the system will send the data to the printer you
have selected here.

Default Queues

1

Default Badge Queue - Click the expand button to select a queue for sending badges. The operator has
to define queues using the badge queue program. Whenever the user sends a badge to the queue, the system
will automatically send the data to this particular queue.

Default Dossier Queue - Click the expand button to select a queue for sending dossiers. The operator
has to define queues using the Badge Queue program. Whenever the user sends a dossier to the queue,
the system will automatically send the data to this particular queue.
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Advanced Search

In this section you can set the start and end time of the badge creation and badge printing. The system uses this
information when you perform advanced find functionality.

I System Settings

Eile Help
General ] Cardholder Images Signatures ] Online Credentialy ] Offline Credentialy ]
Area States & Door Types ] Badge Printing Advanced Search ] Campuz Locks I A0 nkegration ]

Advanced Search options

Default Credential Criteria Times:

Search far Badges Created Between:
Start Time End Time

12:00:00 A == |11:5353 PM =

Search for Badges Printed Bebween;
Start Time End Time

12:00:00 A : 11:53:59 PM =

x Cancel |

1 Search for Badges Created Between - The user can set the start and end time of the badge creation
here. In the Cardholder Definition program, when the user performs an Advanced Search, the time set
here will automatically appear in the related fields. The program defaults to 12 AM and 11.59 PM. When you

run the query, the system will search, and display badges created between 12 AM and 11.59 PM during the
dates you have specified here.

2 Search for Badges Printed Between - In the Cardholder Definition program, when the user
performs an Advanced Search, the start and end time set here will automatically appear in the related fields.
The program defaults to 12 AM and 11.59 PM. When you run the query, the system will search and display
badges that are printed between 12 AM and 11.59 PM between the dates you have specified in the search
criteria.
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Campus Locks

Follow these steps to specify the campus lock settings. These settings need to be specified properly in order to
encode a campus Magstripe card. Open the System Settings module. Select the tab Campus Lock Settings

I Systemn Settings

Eile Help
General l Cardholder Images l Signatures Onhine Credential ] Offline Credentials ]
&irea States & Door Types ] Badge Prirting ] &dvanced Search Campus Locks l A0 Integration ]

CL and AD-Series offline lock aptions
Global Settings

Magztripe Track Mumber to Encode Magstripe Encoder Coercivity Site Code
|Track 3 +| |High (27504000 D] v| |<Click to Expand> |
Automatic FIM Length Termparary Card b awimumn Expiration [0 ays fram the curment date]

[4 2 |7 24l

Current Workstation Settings
Campuz Lock Encoder COM Port

[ %]
Carmpuz Lock Encader Tineout (Minimurm is 5 zeconds, masimum is 120 seconds]

1 2]

Card Encoder Utilities

Fead Card | Eraze Card ‘ Eject Card ‘

Encode Programning Card | ‘

X Cancsl |

Global Settings

The first section is the global section. These settings are applied globally throughout the system, and can only be
changed by an operator with administrative rights to System Settings.

A Magstripe Track Number to Encode - This is the track number of the Magstripe cards that the system
uses while encoding a card. The user can select Track 1, Track 2 or Track 3.

A Note: The actual campus locks come pre-defined with a specific track so this setting must match their setting.

A Magstripe Encoder Coercivity - The three options in this drop down box are High, Medium, and Low with
High being the default. This option must match the Magstripe badges the customer buys. Otherwise it will
not encode properly and may damage the cards.



132SMS Software Mandarsion 7.0.0

A Low coercivity - As the name implies, low field energy is used to write data into the magnetic stripe of
an ID card designed for low-energy encoding. Low-coercivity encoded cards are best used for medium-
use, non-critical, security applications. One of the main benefits of using low-coercivity cards is the low
cost.

A High coercivity - High-coercivity uses strong magnetic field energy to write data into the magnetic stripe
of an ID card designed for high-energy encoding. High-coercivity encoded cards are best used in high-
usage environments such as secured installations, where the long-life of the data on the magnetic stripe
is of extreme importance. High-coercivity cards are resistant to data loss due to the high level of energy
used to encode them. It is important to use the appropriate encoder-type printer with the appropriate
coercivity cards. For example, if you use a low-coercivity encoder printer with high-coercivity cards, the
field intensity created by the encoder will not be enough to permanently polarize the receptive material of
the card. The magnetic stripe will rapidly lose its encoded information.

In the opposite case, in which a high-coercivity encoder is used with low-coercivity cards, the magnetic
field created by the encoder will saturate the magnetic stripe of the card, rendering it useless, and the
printer will not be able to verify the card.

A Site Code - Select a site code. You need to specify the site code before defining Campus Lock Credentials.

A Automatic PIN Length - This new field is used by Cardholder Definitions, when inserting a new Campus

Lock credential. The PIN field will automatically be filled in with a random pin number with the length from the
Automatic PIN Length field. The user can either use this PIN or enter a new one.

Temporary Card Maximum Range (Days from the current date) - This setting is used within
Cardholder Definitions when an operator wants to create a temporary campus lock credential for a cardholder.
For example if this is set to seven (7), then the temporary card can be valid for seven (7) days from the date
of issue. The minimum is one day and the maximum is thirty one (31) days.

A Encode Programming Card -

Current Workstation Settings

These will only take effect on the current workstation. These can be changed by operators who have Read/write
permissions to System Settings application.

1

Campus Lock Encoder COM Port - Specify the COM Port the encoder is connected to. This only applies
to workstations that have an encoder connected. Valid values are one (1) to two hundred and fifty five days
(255).

Campus Lock Encoder Time -out - This is the amount of seconds it will take the encoder to time-out while
waiting for a card to be placed into it. Valid values are five (5) to one hundred and twenty (120) seconds.

Card Encoder Utilities

This section has four different functions you can perform with the Card Encoder .

1

Read Card - Clicking this will read the track the system is using from a card that is placed into the encoder.
The data will be displayed in XML format. Only operators with administrator permissions to this application
can perform this operation.

Erase Card - This will completely erase a card that is placed into the encoder. It will erase all the tracks of
the card. Only operators with administrator permissions to this application can perform this operation.

Eject Card - This option will take a card out from the encoder.

Replace Programming Card - This button is used to replace old programming credentials with a new
one. All old programming credentials will no longer work once this card has been swiped at the locks or the
once the locks are re-programmed. This button will only be enabled in an initial programming credential was
already created. After the programming credential is successfully encoded, the user is informed that they
must register the credential at all locks that do not have it already registered.
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5 Encode Programming Card - This function is used to create a master credential that can be used to
program CI locks (both legacy and AD250). Insert the card into the reader and click on the Encode
Programming Card button. Once the card is successfully encoded, follow the instructions below to register
the credential.

Note: These buttons are only enabled if the user has administrator rights to System Settings.

Instruction to Register a Programming Credential

For a legacy CL lock, follow the instructions below.

1 Open the back of the lock.

2 On the electronics board, press and release the INI button THREE times. The red LED will light and remain
on.

3 Present the "master" credential to the reader. The green and red LEDs will alternately flash indicating
acceptance.

For a Schlage AD250 CL lock, follow the instructions below.
1 Remove the lock's inside cover.

2 While pressing the Inside Push Button, press and release the Tamper Switch 3 times within 5 seconds.
The IPB red led and left red Schlage LED will turn on.

3 Insert and remove a "master" magnetic stripe card into the lock. The IPB red LED and left Schlage red LED
will turn off. The Schlage LEDs will toggle green / red 5 times to indicate acceptance of the master card.

Note: If the card was not a master credential, or was not read correctly, then the Schlage Red LEDs will flash
2 times, signifying that the master credential was not changed.

After manually programming the master credential, any previous master credential Card or default master PIN is
deleted from the lock.
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AD Integration

The System Security application now allows linking an SMS Operator to an Active Directory user. If an SMS Operator
is linked to an Active Directory user, a Windows login will be created on the SMS SQL server and a trusted SQL
connection will be used for all Operator database access and the Operator login to SMS will use the Operators

Active Directory credentials.

The upper half of the Active Directory Tree sub tab allows selecting specific AD container objects that will filter AD
user searching in the System Security application. Containers to search must be selected for System Security to

display Active Directory users.

Highlight an OU or container and click the Select button which will copy the selected item to the lower half of the

screen. A container object can also be de-selected to remove the filter.

Items listed in the lower half of the screen will be the only items searched by System Security. If no items are
selected, System Security will search the entire domain with the permissions of the current Windows user.

The current Windows user must have sufficient permissions to search the Active Directory for objects containing

AD users who will become SMS Operators.

I System Settings

AD Retrieval Completed, Count: 13

Eile Help
General Cardholder Images I Signatures Onling Credentials Offline Credentials ]
Area States & Door Types l B adge Printing l Advanced Search ] Campusz Locks AD Integration

<

Dweb |

E—“pidamainDNE] web ~
— & [builtinD armain) Builtin
— S [container] Computers
[arganizationalllnit] Darmain Controllers
— = lcontainer] ForeignS ecunityPrincipalz
& [container] Kews
— = lcontainer] Managed Service Accounts
—B.[nrganizalionalUnit] o
—i=lerganizationalllnit) OU2
—@[nrganizalionalUnit] ([} W
| Mame |F'ath ~
| Builtin CM=Builtin,DC
Uszers CH=llzerz,DC

DC=web DC

" A
e

Select
W

A
Deselect

&ctive Directory Tree | Active Directory Search Settings

Ta manage Simple Sign-0n access for individual Users use
Suztern Security Application

x Cancel |
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The Active Directory Search Settings sub tab allows configuration of System Security Active Directory user search
parameters and can be used to tailor the search experience.

I System Settings

File Help
General Cardholder Images I Signatures Online Credentials Offlire Credentialz ]
Area States & Door Types Eadge Printing l Advanced Search ] Campus Locks AD Integration

Active Directory Connection Limits

The Settings below apply to the System Security application

Active Directory Search Size Limit

Search Size, entries

td awirnurn number of entries that can be returned by the search operation
&0 ZZ 0 mears no limit

Active Directory Search Time Limit

Search Time Limit, sec

IED—IZI Tirne lirnit o weait far rezponse fram Active Directany Server.

Active Directory search page size

Search Page Size, entries bl amirmum number of resulte per page for the Search method.

1000 Z [ if implemented by Active Directory server |

Changes will be applied on the next start of the
System Security Application

Active Directory Tree  Active Directory Search 5 ettings ‘

To manage Simple Sign-0n access for individual Jsers uze
Suztern Secunty Application

X Cancel |
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CHAPTER 4

System Manager

Introduction

System Manager is a friendly tool that helps to integrate and categorize your unique company data as well as
simultaneously monitor and maintain a secure working environment. It helps to define and setup your areas, time
schedules, device locations, site codes, callback numbers and hardware which control access for all personnel.
Special attention should be paid to security permissions assigned to this module in the System Sec urity
application.

Accessing the application

1 Openthe System Launcher (on page 95) software by double clicking on the SMS icon on your desktop.

2 Enter your assigned user id and password. In the Launcher window, double click on the System Manager
icon.
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Working with System Manager

Overview

The System Manager ds main

the tree and grid tabs that are associated with its topic.

These three sections are linked with each other; one section often necessitates definition and clarification in another

section.

,'f.'i System Manager - Connected - Registered with 5P

screen is

s u bwlell as fodthee duick display
of the specified characteristics of your data. The three sections are named the options bar, the tree view and the
grid view. The options bar is located on the left side of the screen and contains shortcut buttons that quickly opens

File Edit View Help

I

Areas Callback Sets Site Code Sets Lockdown Tree

Area Tree Area Sets

Cardholder Categories

H4|4PDDH+|—(!0§M_

unting Office
[~ Engineering Office
[~ Front Entrance

[~ IT Closet
Area Aoocess -

Cardholders [~ RearEntrance
[~ Recreation Room

[~ TestlLab

Timezones, Holidays and Lockdowns

Controller Groups
Timezone Tree

Caid Format Sets

Holiday Sets Hardware Map

soeounting Office

10/ Engineering Office Mormal Access

2 Front Entrance Momal Access
31T Closet Momal Access
0] 0ff Site Momal Access

4 Rear Entrance Mormal Access

7 Recreation Room Mormal Access
11| Test Lab

8 Two Perzon Scheduls Area

Momal Accass
Momal Access

Hard .
ar. L [ Two Person Schedule Area
Site Codes [~ Two Perzon Team Area
Card Formats [ Utility Cloget j
Calbacks [~ Warehouse =l
Alldreas  Cardholders with Access tofrea All Cardholders  Timezone Intervals  Devices  Site Codes  Controllers in Group
M A4 A b B o = GQ@M All Areas
Area ID Area Are. &
Description

Two Person Area, Scheduled

All Areas 12 Record(z) in Grid

three

S
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The eight features available in the options bar are Area; Area Access; Cardholders; Time Zones, Holidays and Lock
Downs; Hardware Map; Site Codes; Card Formats and Callbacks. Selecting any one of these panels reveals a set
of options that are linked to the other two window sections.

Note: Site Codes and Callbacks options have been split into separate selections in v6.4 and the new Card
Formats option applies only for Authentic Mercury Controllers.

The next section is a set of tabs called tree window. Each tab of the tree displays descriptions. The plus icon prompts
you to create new records. To move up and down the tree, use the arrow icons.

The bottom section of the System Manager is the information grid. This window consists of tabs that allow for the
creation of the parameters of the definitions created in the tree grid. For example, as depicted above, if you wish to
create a time zone interval that allows for security access every day of the week and all holidays, you can create
the definition in the tree view and then specify the extent of that definition in the grid view. The status bar shows the
total number of the records displayed in the grid.

The definitions created in the tree view often necessitate further description and parameters in the grid view. For
instance, when you define a time zone in the timezone tree tab, verify that you have also completed the timezone
intervals located in the grid view.

Note: Any programming method we show throughout the chapter may not necessarily be the only way to
accomplish the respective task, but will probably be the easiest. As with all SMS modules, there are several ways
to accomplish the same task. The quickest way is to use the Options Bar feature which brings the appropriate tabs
in the Tree and Grid windows forward. Drop down items are available under the Edit and View Menus, tabs are used
to individually select Tree and Grid View windows. Hot keys are enabled.

Timezone Intervals

The Timezone Intervals  determine the cardholder's area access time. The system comes with two factory
provided timezones. The first one is Always which means 24 hours, 7 days a week and Holidays. The second
provided Timezone is Never, meaning access is allowed at no time and no days. Online system allows unlimited
timezones, but for an offline system you can define only sixteen intervals per lock.

The fields with asterisks (*) are required fields.

1 Tocreate a Timezone, select Timezones, Holidays and Lockdowns on the options bar.

2 Click on the Timezone Intervals button. The Timezone Tree tab in the tree view is brought forward as well
as the timezone interval tab on the Information Grid.

3 Click the plus sign (+) on the time zone tree tab and add a timezone definition.



Chapter 4 System Manager 139

4  Select the Calendar Managed Intervals option if desired and the Timezone will be used for Automatic
Overrides only.

';j Timezene Definition

File Search Help

* Diezcription
" anderbilt ‘w/ark day

Motes

[ Calendar Managed Intervals [restricted to Automatic Overrides)

@ & 5ave and Elosel E Save and New | x Cloge |

1. If the Calendar Managed Intervals option is selected, an additional option, Holidays Observed, will be
displayed.

2. Select the Holidays Observed option if Holidays should apply to this Timezone.

Note: Regular Timezones allow the application of Holidays by individual Timezone Intervals. Calendar
Managed Intervals require specification of Holiday application for the entire Timezone, not individual
Timezone Intervals.

5 Click on Save and Close to save the definition and close the window and click on Save and New to save
the definition and create a new one. Click on Close to exit the window without saving the definition.
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6 Standard Timezones (non Calendar Managed Intervals) will display the information grid window as below:

File Edit View Help

|

Areas Callback Sets Site Code Sets Lockdown Tree Caontraller Groups Card Format Sets
Area Aooess Area Tiee Area Sets Cardholder Categories Timezone Tree Holiday Sets Hardware Map
Cardhalders M 44 4 = B H F = 6 @ #h
Timezones, Holidays and Lockdowns

=l

i
r

Hardware Map
Site Codes
Card Formats hd
Calbacks 2
2l Areas  Cardholders with Access tofrea Al Cardholders  Timezone Intervals  Devices  Site Codes  Controllers in Group
R S R @ A Timezone: Vanderbilt Workday
Interval Inshla‘;;al Sunday|Monday|Tuesday [Wednesday |Thursday |Friday|5 aturday |Holiday -
53.59 P I I I I I I I I
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7 Timezones with Calendar Managed Intervals will display the information grid as below:

et System Manager - Connected - Registered with 5P

=
-
| K

W anderbilt Wworkday

Hardware Map

Site Codes

Card Formats

Callbacks

Alldreas  Cardhalders with Access to Area All Cardholders  Timezone Intervals  Dewices

Timezone: Vanderbilt Workday

File Edit View Help
Areas Callback Sets Site Code Sets Lockdown Tree Controller Groups Card Format Sets
Areafcoess Area Tree Area Sets Cardholder Categarizs Timezone Tree Holiday Sets Hardware Map
Cardholders (LR LI B S T ST S o 6 & A
Timezones, Holidays and Lockdowns ;I

Site Codes  Controllers in Group

|n‘|‘|

Thu, Feb & Fri, Feb 10 Sat, Feb 11 Sun, Feb 12

Tue, Feb 7

Wed, Feb 8

Mon, Feb 13 A

4 February 2017 3

SMTWTTFS

5293031 1 2 3 4
5§ 5 6
7 14 15 16 17 18

March 2017
SMTWTFS
3 123 4
w 5 6 7 8 91011
12 13 14 15 16 17 18

Working with Standard Timezone Intervals

1 Click on the + sign on the information grid window to define a timezone interval.

2 Setyour Interval Start

time and Interval Stop

directly in the fields) and select the individual Days applicable for this Interval.

i Timezone Interval Definition

time (you can use the up and down arrows or enter the time

Eile Search Help
Interval Start Interval Stop
| 8:00:00 A -+ | 700.00 PM =
[~ Sunday v Thursday
¥ Monday W i
W Tuesday [~ Saturday
W Wednesday [~ Haoliday
@l I Save and Elosel Save and New | X Close |
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3 Click on Save and Close to save the definition and close the window and click on Save and New to save
the definition and create a new one. Click on Close to exit the window without saving the definition. You can
always modify the definition by double clicking on the record or by selecting the record and clicking the edit
button on the tool bar. The change is reflected in the database.

Multiple intervals can be defined for a single timezone for the online system. The system does not allow you
to define timezones that spans midnight (11.59.59 PM). The interval stops at 11.59.59 PM. The system will
not allow access for 1 second, but you can define a second interval that starts at 12.00.00 AM. The number
of intervals allowed for a timezone on an online system is unlimited.

Note : Offline locks support timezones with two intervals only if the timezone interval spans midnight on
successive days. The first interval must stop at 11.59.59 PM and the second interval must start at 12.00.00
AM. Any other interval is invalid for offline locks. The timezones that are attached to offline locks can be
modified, but system does not allow you to delete timezones that are attached to offline locks.

Working with Calendar Managed Timezone Intervals

Timezones with Calendar Managed Intervals may be used for Automatic Overrides only.
Timezones with Calendar Managed Intervals will NOT be available for Area Access assignment.
Timezones with Calendar Managed Intervals may NOT be used with CM or CL Locks

1 The default calendar view for the Calendar Managed Timezone Interval is a week vie showing Monday thru
Sunday 12:00 AM to 11:59 PM.

2 Use the mini-calendars at the right side to select and highlight multiple days to change the main calendar view
(e.g. click the first day of the month and drag to select and entire month to change the calendar to a Monthly
view).

et System Manager - Connected - Registered with SP
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3 Select any single day to change to a Day view.

':.-:i System Manager - Connected - Registered with 5P
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4 Up to 6 weeks may be displayed at once.

5 Click the arrows to the left and right of the top month in the mini-calendars, or click the month to navigate to
the desired starting month

6 Creating or modifying Calendar Managed Intervals is similar to working with Calendar appointment in
Microsoft Outlook.
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7 Create a new Interval by double-clicking in the calendar view or right-click in the calendar view and select
"New Event", "New All Day Event" or "New Recurring Event" as desired.

et System Manager - Connected - Registered with 5P
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8 This menu may also be used to navigate to a new date as indicated.
9 Enter the Subject (description of the Interval).
10 Select the Start Date and Time and End Date and Time.

Only the Start and End Date and Time values are used by SMS.
Data in all other fields will be retained and displayed to aid in Operator identification of Calendar Managed

Intervals but is not used by SMS.
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11 If an Interval (Event) was not created as a Recurring Interval (Event), the Recurrence button at the bottom
of the Interval (Event) can be used to change a single occurrence Interval (Event) into a recurring Interval

(Event).

Event recurrence

Ewent time

Start: |M :| End: |DE:3EIAM :| Duration: |30 minutes w

Recurrence pattern

) Daily Recur every week[s] on;

Wweekl
@ ekl [ 5unday [ Monday Tuesday []wednesday
Hanthl
© Morthly [ Thursday [ Friday [ saturday
() ¥early
Range of recurrence
Mo end date
Stat,  [2/7/2017 v ®N
(JEnd after: OCCUMENCEs
OEndby:  |411/2017 v
Ok LCancel Bemove recurence

12 Edit the recurrence settings as desired and click OK.
13 Click OK to save the new Interval (Event) and it will be displayed on the Calendar view.

14 Recurring Intervals will display with a circular arrow icon and Subject on the appropriate dates. Hover the
mouse over an Interval to display the details in a tool tip.
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15 Non-recurring Intervals will display with the Start Time and Subject on the appropriate date.
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16 Add additional Intervals as desired using the same process.

17 Double-click any Interval to edit its properties; including making exceptions to recurring Intervals.

Once a Calendar Managed Interval Timezone is created and saved, the Intervals are converted a regular Timezone
Intervals corresponding to the next 7-days and downloaded to the SMS controllers as appropriate for any AROs

assigned the Timezone.

Nightly, the SMS CMI Service, running on the SP host system, will advance all Calendar Managed Intervals for

the next 7-day interval and download updated data to the SMS controllers.

The SMS CMI Service is a critical new SMS component and AROs assigned Timezones with Calendar

Managed Intervals May Not Operate as Expected if the SMS CMI Service is Not Running.
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Areas and Area Sets

An Area is a space or group of spaces that have secured entry ways (e.g. door, gate and turnstile). An Area can
consist of one reader or a number of readers and can be identified at one location or over several locations consists
of door types and Area States.

Areas should be laid out as efficiently as possible. The layout depends on access privileges and the physical layout
of the building. If there are three lobbies in your enterprise and all employees have access to all three lobbies, then
it should be defined as one area such as the General Access Area or Main Lobby Area. These areas can have
multiple readers, as the cardholders are given access to areas not to the readers. This avoids same cardholder
records being downloaded to the controller board multiple times and thus wasting the memory space. The area
access can be controlled based on timezone, door type and area state.

Areas have State and can be placed into any one of eight (8) states (normal, lock-down, strike and 5 user defined
states.) Area State determines who has access to that area during a specific condition or state. For instance, if an

area is placed in fAstrikeo, only those car e@dstwlthdaaasiowh o

change the name of an Area State or rename a user defined Area State, select the Area States from the Edit menu.

Area Access

Vanderbilt recommends using Access Manager for all access management.

Some access management functions may continue to performed via the System Manager application as in
previous versions of SMS. However, the Access Manager application consolidates all these functions, adds new
access management functionality and provides a more rich access management environment. Offline Lock
access may now be granted in the same manner as Online Lock access: include the Offline Lock in an Area
(with or without Online Locks) and grant access for the Cardholder or Category to the Area (or Area Set).

Access management functions in the System Manager application may be removed in future versions of SMS.

The Area Access option is located in the options bar. This option provides a way to view the Cardholders and devices
that are attached to an Area.

1 Readers provide access to Areas - Displays the readers defined in the system by Area. Click View >
Grid Windows > Devices > Readers by Area or Area Access > Readers Providing Access to Area
There is no maximum limit to the number of readers that can provide access to the same area. However, you
can only select one Area per reader when defining the reader device.

2 Cardholders with access to an Area - Displays the Cardholders who have access to an Area. Select the
Area and click on Area Access > Cardholders with Access to Area or View > Grid Windows >
Cardholders > Cardholders by Area

An Area Access record is generated for every cardholder permitted in the area. Cardholders are granted
Area Access in several ways. The drag and drop feature is the quickest way to accomplish area access
assignments. Cardholders can be dragged and dropped into Areas or an Area Set. Hold the control key down
to make multiple selections. An Area or Area Set can be dragged and dropped into a cardholder category
thereby granting every member of the category area access rights to a particular Area or to the Areas that are
currently members of the Area Set.

have
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Area Sets are groups of Areas to be used as an organizational tool. An Area can be in more than one Area
Set. Area Sets determine the permissions the operators have over Areas. When an Area is created, it is
automatically added to All Areas (factory provided Area Set). Later, the administrator can assign it to the
appropriate Area Sets as per your company needs. When you add a new reader to an existing Area, the
reader will automatically have access to that Area. When a new Area is created then dropped into an existing
Area Set, Cardholders of that Area Set are automatically granted access to the new Area.

Contacts attached to an Area - Displays the contacts attached to an Area. Select the Area and click on
Area Access > Contacts attached to Area or View > Grid Windows > Devices > Contacts by Area

Relays attached to Area - Displays the relays attached to an Area. Select the Area and click on Area
Access > Relays attached to Area or View > Grid Windows > Devices > Relays by Area

Navigating Linked Access

System Manager also provides new functionality to jump directly to Access Manager in the appropriate location for
editing linked access.

1

N o o b~ WwN

Select Area Access selection from the option bar.

Select Cardholders with Access to Area.

Select the Area Tree tab in the tree view.

Select one or more Areas in the tree view.

Select the Cardholders with Access to Area tab in the grid view.

Right-click on a Cardholder access record with linked access:

The context sensitive menu will display with several options including 2 pertaining to the linked access:
A Go to Access Link P.O.V. - Category: CategoryName

A Goto Access Link P.O.V. - Area Set: AreaSetName
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Each option will launch Access Manager opened to the appropriate linked access source
(either the Category or Area Set which caused the linked access to be granted to the selected Cardholder)

S System Manager - Connected - Registered with SP
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Cardholders with Access to Area 3 Record(s] in Gid

Defining Area Sets

1 Click Areas on the option bar. The option bar for areas expands. Click on Areas by Area Set

2 Click the + plus sign on the tree window. The Area Set Definition  window opens. Enter an Area Set
description and notes associated with it. The Description must be unique. Click Save and New for creating
another area set or click Save and Close to complete the process.

3 To modify an Area Set, select the Area Set and double click on it or click on the Edit button from the tool
bar.

4 To delete an area set, highlight it and press delete on the keyboard or click the - (minus) sign on the System
Manager window. A confirmation message is displayed. Click Yes to continue and NO to cancel the process.

Note : Deleting an area set will remove any access granted by a link to that area set.
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The Areas by Area Set window displays, the Areas that belong to the selected Area Set and information
regarding Area State, Timezone, Area Access Activation and Area Access Expiration.

,'*r.‘i System Manager - Connected - Registered with 5P
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Areas by Area Set 12 Record(s] in Grid

Defining Areas

1 To define your Areas, click on the Areas Panel in the Options Bar, and click the + sign in the Area Tree tab.
Offsite is an Area that is already pre-programmed by default (factory set).

2 Clicking the + sign opens the Area Description window. As an example, we can create an Area Definition
called Lobby. The Description of the Area must be unique. Select the Area Type. You can select, Normal,
Two Person Area (Scheduled), Two Person Area (Team). Refer to the Two Person Rule (on page 393)
chapter to know more about this feature. The Area Type cannot be edited.
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You will notice in this window, you can also select the Area State, which is a means of defining who can
access that Area while it is in that state. In this instance, we will use the default state of Normal Access.

J Add Area Wizard %

Enter the Primary Data for this Area
A Description must be entered and an Area State must be chasen before you can cantinue.,

= Description

Front Entrance

Motes

“ Area Type

|Nmmal J 8 %
* Area State
|NulmaIAccess J
@ X Cancel | ‘ Mest > | Finish
SelecttheNew Ar ea6s | n iwihdovaopens/AClickoa AdH AreasSets. The Search for Area

Sets window opens. Highlight the Area Sets to which you want the Area to be a member and click OK. Return
to the window titled Select Area Initial Area Set. Click Finish.

Define additional Areas as desired by repeating the above steps.

Copying Areas to Area Sets

At any time, you can supplement Area Sets with various Areas you have defined. This function is accomplished
through Copy Areas to Area Sets wizard (Edit > Copy Areas to Area Set) There are two modes to this wizard;
Basic mode and Advanced mode .

Basic Mode

The basic mode lets you copy areas to area sets and creates an area access template that will be used for area
access. In the basic mode all the areas copied to area sets uses same values for time zone, access activation and
expiration time and dates, area states and door types.

1

Click on the Copy Areas to Area Sets  button on the All Areas tab of the grid view section (Edit > Copy
Areas to Area Set ).

The Select Area Sets window opens. Click on Add Area Sets to select Area Sets that the Areas are copied.

Note: The Change the wizard mode  button (this button is located at the bottom left corner of the window)
allows you to choose between the basic and advanced modes.

Important : Changing the wizard from Advanced mode to Basic mode will clear all the selections.

Change the wizard to Basic mode.
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Select the Area Sets you wish to copy the Areas. Click OK. The Area Sets you selected here are displayed
in the Select Area Sets window. Now you can see that Remove Area Sets and Next buttons are enabled.
Click Next to continue.

The Select Areas window opens. Click Add Areas to copy areas to area sets.

A window opens that allows you to select the Areas you want to add to the Area Sets . Select the Areas and
click OK to continue (hold down the Ctrl key to select multiple Areas together).

Click Next .

A summary of your actions is shown. Click Finish .

Advanced Mode

The Advanced mode allows you to copy Areas to Area Sets in one Window.

1

2
3
4

Follow step 1 in the basic mode section.
Change the mode of the wizard to Advanced. The following window opens. Click Add Area Sets.
A window displays the area sets you created. Select the area sets you want to attach the Areas. Click OK.

The area sets you selected are displayed in the Copy Areas to Area Set wizard. Highlight the area set
into which you want to attach areas. The Add Areas button is enabled. Click on that button to select the
areas to be added in the selected area sets. Click OK.

The Area Sets and areas you have copied are displayed.
Click Next.

A summary of your actions is shown. Click Finish .

Cardholder with Access to Area

The user can run a search for cardholders by category or Area Access. The user can then take the results and add
them to another area or area set using the drag and drop method. Follow these steps to drag and drop cardholders
to areas and area sets.

1
2
3

Click on the All Cardholders tab located in the lower pane of the System Manager main window.
Click on the binoculars to search for cardholders.
In the Advance Find of Cardholders  window, click on the button Area Access or Categories.

For example, here we have selected Area Access as our criteria. Click on Add Area. All the Areas defined
in the system are displayed in a different window.

You can select the Areas by running a search and click OK.

Once you click OK on the Select Areas window, the Areas you selected will be added to the Search for
Cardholders window. Click Find Now. All the cardholders attached with the selected Areas are displayed in
the main window of the system manager.
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6 Select and highlight the Area that you want to copy the cardholders. Then select the cardholders and drag
and drop to the Area you selected.

File Edit View Help
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Deleting Areas

1 If you want to delete an Area, select and highlight the areas you want to delete.

2 Click the delete button on your keyboard or click on the minus (-) sign on the System Manager main window.
You get a confirmation message. Click Yes to continue.

You cannot delete the Areas that have cardholders or other devices attached to them. When you press delete,
the program checks if there are devices and/or cardholders attached to them. A window pops up telling you
exactly which devices and/or cardholders are attached. The Areas that cannot be deleted are automatically
unselected from the grid. The Areas that do not have cardholders and/or devices attached will be deleted.
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Controller Groups

A Controller Group is set up to allow Controller Group Antipassback between the Vanderbilt VSRC, VSRC-M and
VSRC-A based controllers (VSRC, VRCNX-R, VSRC-M, VRCNX-M, VSRC-A or VRCNX-A). If Antipassback is not
in use, or if there are no VSRC, VSRC-M or VSRC-A based controllers in the system, there is no need to set up a
Controller Group. See the Antipassback section for details on the antipassback feature.

The Antipassback field in the Definition form is on by default and cannot be modified. A maximum of 4 controllers
can be assigned to a single controller group. A controller can only reside in one group but the software will allow a
controller to be moved from one group and into a different group.

Antipassback credential status is communicated using board to board messaging via TCP/IP socket connection to
reduce network stress. In the event of network interruption of one or more boards within the group, the system will
sync the boards that are communicating and antipassbhack will be reset to neutral for all credentials.

Note: The Domain Suffix must be the same for all controllers in a Controller Group. If a controller is added to a
group that controller will inherit the Domain Suffix of the group. Controllers in a Controller Group can not have their
Domain Suffix changed in Controller Definition, it must be changed in the Controller Group section. Contact your
network technician for details on the effects of changing the Domain Suffix.

Requirements and Specifications

The following details the requirements and specifications that must be met in order for a controller to be part of a
Controller Group:

CIM
A All controller boards in a single group must be attached to the same CIM.
Domain Suffix

A All controllers residing in a Controller Group must have the same domain suffix.
A A Controller Group will inherit the domain suffix of the first controller board that is added to the group.

A All subsequent controllers added to a Control Group will inherit the Control Group Domain Suffix regardless
of what was previously defined as the controller domain suffix.

A Controller boards and Controller Groups do not require a domain suffix therefore it is possible to add four
controllers with no domain suffix to a controller group that has no domain suffix.

Recommendation

A Vanderbilt recommends that controller group boards be attached to the same network switch.
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Defining a Controller Group

1 Select Controller Group from the Areas options tab or click the Controller Groups tabs on the upper
and lower grids.

4 System Manager - Connected - Registered with SP
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2 Click the plus button "+" to open the Controller Group Definition form.
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3 Enter the Group Description and Notes.

Note: By default Antipassback is enabled and cannot be modified.

4  Leave the Domain Suffix field blank for now.

Note: Domain Suffix cannot be entered until one controller has been added to the controller group. A
message will display if you attempt to type in this field. It is not required to use a Domain Suffix. If controller
boards do not have a Domain Suffix then the Controller Group will remain unpopulated.

5 The Controller Group has been defined. Click Save and Close if this is the only Controller Group being

defined or click Save and New and follow the above steps to define another Controller Group.

Adding Controllers to a Controller Group

Before a controller can be added to a Controller Group it must be defined in System Manager. See the Define
Controllers section for details on how to define a Controller. Only four controllers can be added to a group. The

System will not allow you to add more than the maximum.

Note: Only VSRC, VSRC-M or VSRC-A based controllers (VSRC, VRCNX-R, VSRC-M, VRCNX-M, VSRC-A or

VRCNX-A) can be added to a Controller Group.

To add a controller to a Controller Group:

1 In System Manager select the Controller Group tab.

i System Manager - Connected - Registered with SP
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R S O e ﬁ [E] Controllers in Group: Front_Rear Enterance
Controller Controller IP Address or Domain ~
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L I— Single Door Controller WSRC Single Daor Controller YSRC test
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Contrallers by Controller Group 2 Record(s) in Grid

2  Select the desired Controller Group.
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3 Clickthe Copy Controllers to Controller Groups '% button on the upper-grid tool bar. The Controller
Selection window will open.

,'4.-.'1 Controller Selection

MW 4> e G DN

Cortroller Tree  Controllers |

Parent Description

Device ID | Controller Description
10{¥RCMNX 1

12 WRCKX-M 1

3|vSH

4  Click on the Controllers tab.
5 Select the controller to be added to the group. Multi selection is available by holding down the Ctrl key on
your keyboard and highlighting several controllers.

6 Click on OK.

A Ifthe controller is not already part of a Controller Group and there is no Domain Suffix conflict the window
will close and the Controllers will be added to the group (see image at bottom of section).

A If the controller is part of another Controller Group a Warning window will open:

Contraller "WSRC 1" [DevicelD 9] on ClM "CIM1"
iz already assigned to Controller Group "Front_Rear Entrance’.

Feaszign it to thiz one?

o

A Click Yes. The window will close and the controller will be removed from the old group and added to the
current group (see image at bottom of section).

7  If the controller had a Domain Suffix differing from that of the Controller Group a Confirm window will open:

Confirm

4% Controller Group is already populated by Contreller(s) that have no Demain Suffix,
whereas the domain suffix for Controller "VSRC 1" (Device ID 9) has a Domain Suffix of "Test"

k. * 4

Update DomainSuffix to be same as destination Controller Group and continue?

Cancel

A Click Yes. The window will close and the controller will have its Domain Suffix updated to match the
controller group and it will be added to that group.
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8 Select Controllers in Group in the Grid View to see that the desired Controllers are now members of the
selected Controller Group.
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To view a controller's definition window, highlight the controller on the lower grid and double click or highlight it and
click Edit icon on the tool bar. The Controller Definition window will open and the Controller can be modified.

Removing a Controller from a Controller Group

To remove a Controller from a controller group:

1 Open System Manager.
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2 Click on the Controller Group tab.
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Calback Sets Site Code Sets Lockdown Tres Controller Graups Card Fomat Sets
[ R T ST S ) c &€ 9 i E
[ Side Entrances
Area Access
Cardhaolders
Timezones, Holidays and Lockdowns
Hardware Map
Site Codes
Card Formats ;I
Callbacks ﬁ
AllAreas  Cardholders with Access to Area All Cardholders  Timezone Intervals  Edit Controllers Site Codes  Controllers in Group
LR L IR 2 @ Controller Group: Front_Rear Entrance
Controller Controller IP Address or Domain A
.Selected| Description Model Host Name Suffix
» T WRCHXI WRCNX-AO [Retro board with no YIDNX-8 boards mounted) | 10.0.0.0
| r WSRC1 WSRLC Single Door Contraller 10.0.0.0
- WERCH 1 WERCM Dual Reader Controller 10000
v
< >
‘ Controllers by Controller Group 3 Record(s] in Gnd A

3 Inthe bottom grid, select the controller to be removed.

4 Click the remove button "-". The Confirm window will open.

5 Click Yes. The window will close and the controller will be removed from the group.
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Holidays and Holiday Sets

Holiday Sets are a means of organizing access for employees on both standard workdays and holidays. Creating
Holiday Sets is particularly useful for international corporations that may have multiple locations and thus need to
recognize the different holidays of the countries they are in.

For example, a company with locations and employees in the United States and England will have to differentiate
its holiday schedule and verify that its employees in England do not have access denied to them on the 4™ of July
which is a holiday for U.S employees.

You can create as many individualized holidays as necessary and thus set the kind and degree of access to any
given employee.

1 To create a Holiday Set, click on the Timezones, Holidays and Lockdowns tab in the Options Grid
section. Then click on the Holiday Sets tab in the Tree View Section. Click on the + sign to define the
Holiday Set.

2  For this example, we will create a Holiday Set named "American Holidays" Set. Click Save and Close to
close the window or click Save and New to create another holiday set.

3 Now, you can define the holidays that are going to be associated with this Holiday Set.

Note: Menu and other buttons work in the same way as it works in the time zone definition. The advanced
find feature allows you to save the search criteria and use it quickly at a later time. Right click on the record
to select or un-select all the records.

4  Choose the Holidays tab under the Timezones, Holidays and Lockdowns panel in the Options Bar.
This opens a tab in the Information Grid called Holidays. Click on the + sign and create a holiday definition for
Thanksgiving.

Y4 Holiday Definition

Eile Search Help
* Description
Thanksgiving
Notes
*Huoliday Start
1/23/2017 ~||1200:002M =
*Huoliday Stop
11/24/2017 ~||11:5359 FM =
@ & 5ave and Elosel E Save and New ‘ X Close |

5 Specify the start and stop dates of the defined Holiday. This feature is useful especially for corporations that
have more than one consecutive day as holidays.

Note: This feature (specifying start and stop dates for a holiday definition) works only with controller boards
which have firmware version 5.72 or greater. If the controller you are using does not support this feature, the
system displays an error message.
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6 Click on the down arrow to display the calendar. Choose the dates. Click Save and Close to close the
window or click Save and New to define another holiday.

7 Then you will see your newly defined holiday for Thanksgiving appears in the Information Grid. Select
Thanksgiving and drag it to the selected American Holiday Set above in the Tree Grid. You will be prompted
with a confir mat i oAreyouessrsyagvash to bopytthe aetektes Halidays to the selected
Holiday Sets?0 C Nasc k

8 To verify that the holiday is in the holiday set, click on the newly defined holiday set in the Tree Grid section
and then click on Holidays in the Options Bar and all the holidays for that set appears below in the
Information Grid section.

You can also create all your holiday sets and holidays separately and then select and drag the Holidays from
the Information Grid section to any Holiday Set you want them to go into in the Tree View Section. To move
multiple records to a holiday set at the same time, select the records and hold down the right mouse click at
the last selection. Then drag and drop the records to the Holiday Set.

Lockdowns (CM Locks)

Lockdowns allow for a door to be secured Sunday to Saturday at a specific time. It only has one time interval.
Cardhol ders will still be able to gain access based
state can be opened by sending an Automatic Override. This feature is currently available only for CM locks. A total
of eight (8) Lockdowns and Automatic Overrides can be added to a lock and may not be exceeded. Lockdowns
cannot be duplicated on the same lock or an error message is displayed. The user can add or remove Lockdowns
to a lock.

1 To define a Lockdown, select the Lockdowns from the Timezone, Holidays and Lockdowns tab. New
Lockdowns can be defined also from the CM Lock Definition window.

2 Fromthe Tree View section, click the + sign to add a lockdown. The Lockdown Definition window opens.

,'5,-3 Lockdown Definition
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3 Enter a definition for the Lockdown and notes related to it. Select the Lockdown Time by using the up and
down arrow. You can also enter the time directly in the field. Select the days by checking the boxes next the
days. The door will be secured on the days selected here at the time you have specified. Click Save and
Close to save the information and close the window. Click Save and New to save the information and
define a new Lockdown. Click Close to close the window and cancel the Lockdown definition. The grid section
displays the Lockdown interval of the selected Lockdown in the tree view.

Note: The system will not allow you to attach Lockdowns with the same time schedule or overlapping
schedule on offline locks. If a Lockdown is scheduled at 10 AM on Monday and Tuesday on Lock 1, you
cannot again schedule a Lockdown on that lock at the same time for Tuesday and Wednesday since there is
a Lockdown already scheduled at 10AM on Tuesday.

Editing Lockdowns

Lockdowns can be edited by double clicking on the record from the System Manager main window tree view. It
opens the Lockdown Definition window; you can make modifications and save the record.

Deleting a Lockdown

The user can also modify or delete a Lockdown from the tree view. Double-click on the record and the Lockdown
Definition window opens allowing modification. Select the record and click the - sign from the tool bar to delete

the record. If the Lockdown is attached to any lock, the system warns the user before deletion and prompts the user
to confirm the deletion.

Cardholder Categories

Cardholder Categories allow the user to group the cardholders for granting access or assigning permissions. This
feature also works as a filter which allows users to find the cardholders and allow access easily.

Note: Vanderbilt recommends using different Categories for assigning Access versus granting Permissions (i.e.
Accounting-Access vs. Accounting-Permissions)

1 Click on Cardholder Categories from the Options bar. Click the + sign on the tree window and Cardholder
Category Definition window opens. Enter a description and the notes related to it. The Description of the
category must be unique. Click Save and Close to complete the step or Save and New to define another
call back number. Click Close to close the window without saving the definition.

'5-.1 Cardholder Category Definition

Eile Search Help

* Description

Developers - HO

Motes

Includes developers Iocated at head quarters|
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Callback Numbers and Callback Sets

If you have a modem attached to a controller you need to define a callback numbers. When an alarm occurs, the
controller calls the numbers that are defined as the callback numbers and the SP sends the alarm to the appropriate
workstation. Call back numbers can be attached to callback sets. You can define multiple callback numbers to the
same controller board and add them to a callback set. To define a callback set, follow these instructions.

1 Select Callbacks on the option bar. Click on Callback Numbers By Callback Set tab.

2 On the Tree window, click on Callback Sets. Click on the + icon. The Callback Set Definition window
is displayed. Add the description of the callback set you are going to define. Add notes if any.

3 Click Save and Close to complete the step or Save and New to define another callback set. Click Close
to close the window without saving the definition.

4 To add a callback number, click on the Callback numbers tab on the Options bar.
5 On the Grid window click on the add icon (+).

6 The Callback Number Definition window is displayed. Enter the description, notes and the phone number
that you want the controller to dial. Click Save and Close to complete the step or Save and New to define
another call back number. Click Close to close the window without saving the definition.

7  You can copy the callback numbers to callback sets using the drag and drop feature.

Site Codes and Site Code Sets

Every site can be assigned a number ranging from 1 to 1,000,000. Cardholders may be assigned one of these
numbers for a specific site while the same number will not allow access to another site. Assigning site codes provides
extra security that stops the cardholders with same encoded ID entering different sites.

When site codes are programmed and downloaded to the controller, the board checks for validity of that site code
against the card that has been read. If the site code does not match with what is stored on the board, then access
is denied to the cardholder. It can be used for readers that have been programmed for degraded mode. Degraded
mode is used to continue to allow reader access when the controller board loses data communication with the reader
interface. Therefore, lost communication does not interfere with access being granted because site codes are
downloaded and retained in the reader interface memory.

Cards that are purchased from Vanderbilt Industries have the site codes encoded on the card.

1 To create site codes and site code sets, click on the Site Codes tab in the Option Bar section. Selecting
Site Codes tab opens the Site Code Sets tab in the Tree Grid and the Site Codes tab in the Information
Grid.

2 Select the Site Code Sets tab in the Tree Grid section and then click on the + sign to add a new site code set.

3 The Site Code Sets definition window opens. Enter the description and notes for your new site code set.
For example create a Site Code Set called Yourco.

If you check the new Yourco Site Code Set, it will be highlighted and then ready if you choose to drag any
Site Codes into it.

4 To create a site code, click on the Site Code tab in the Options Bar section and the Site Code tab on the
Information Grid opens. Click on the + sign.

5 The Site Codes Definition window opens. Enter the description and notes for the new site code. For
example, create a site code called Building One.
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After you create your site codes, you can select them one by one and drag them from the Information Grid
view section to the Tree View section and drop them on the Site Code Set you want them to belong. You get

a confirmation message. Click OK.

To select multiple site codes to drop in a site code set, first place a checkmark next to the Site Code Set.
Then hold your control key down while highlighting the site codes. Drag the selected site codes and drop them
in the site code set.

Hardware Definitions

The Hardware Map section is where you define your Workstations, CIMs (Communications Interface Modules),
CIM Ports, Controllers, Readers, Contacts, Relays, CM Locks, Campus Locks and Direct IP Locks. The number of
CIMs you need depends on the rate of Transactions the CIM will process and how many Controllers are connected
(up to a maximum of 64).

SMS v6.4 introduces support for the Authentic Mercury Controllers and provides options for configuring mCIMs
(Mercury Communications Interface Modules), mCIM Ports and peripherals connected to the Authentic Mercury
Controllers in a manner analogous to peripheral configuration for Vanderbilt Controllers. The number of mCIMs you
need depends on how many rate of Transactions the CIM will process and how many boards are connected (up to
a maximum of 256).

Unlike the CIM, which is a Windows Application that must be running in a logged in account, the mCIM is a Windows
Service which runs in the background and can be set to automatically restart if the host computer is restarted similar
to the System Processor (SP) Service. The mCIM, as a Windows Service, does not provide a user interface for
Controller status messages like the CIM application. A future version of SMS will include an mCIM Viewer for
providing a real-time status interface for the mCIM and connected Authentic Mercury Controllers.

DNS

If setting the system up for DNS it is important to remember that the system does not allow partial DNS set up; all
applicable hardware must be set up for DNS in order for the system to function.

A Workstations, CIMs and Controllers must be configured properly with correct Hostname and Domain Suffix,
for DNS to function. The Hostname must be identical to the NetBios/machine name for CIMs and Workstations.

A Any PIM-400-485-SMS devices defined in the system must have a matching value entered into their Domain
Suffix field.

A Contact your network technician for help setting up the system with DNS.
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Define a Workstation

1

o 00~ W

To define a workstation, select hardware map from the Options bar. Click on Edit Workstations. Click on
the + Sign. The Workstation Definition window opens.

,'7,-:! Workstation Definition

File Search Help
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Select User Alarm Workstation to receive the alarms in the alarm monitor or the alarm graphics. The E-
mail Recipient Workstation is where you receive the e-mails of alarms.

Note: E-mail settings are defined using the System Processor module. Please refer to System Processor
chapter for further details.

Click on the expand button to select an operator.

Select a holiday set.
Select a time zone.

Click Save and Close to complete the step or Save and New to define another workstation. Click Close
to close the window without saving the definition.

Define CIM (Vanderbilt)

1

To edit or create CIM information, click on the Hardware Map in the Option Bar and then select the Edit
CIM tab. All the defined CIMs appears in the Tree Grid section on the Hardware Map tab.

Click on the + sign or double click on a selected CIM to open the CIM Definition window.

Select a CIM Type (Vanderbilt or Mercury). The remaining options are different depending on the type of
CIM selected. The example in this section is for a Vanderbilt CIM. See Define mCIM for an example of
defining a Mercury CIM.

The

op
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4

10

11

12

Enter the Description and Notes for the CIM.

L& CIM Definition

Eile Search Help
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Click on the expand button to select a location. This is the location where the CIM resides. When you click
the expand button the Select an Area window opens.

Select the number of I/O Port expansion.
Select a Holiday Set.

Select the Report Update Complete Transactions check box to enable reporting of Database Changes
(recommended for diagnostic purposed only when requested by Vanderbilt Technical Support).

If using DNS (Optional):
a) Enter the NetBios/machine name of the CIM in the Hostname field.

b) Enter the Domain Suffix in a the Domain Suffix field.

Note: Contact your network technician for details on correct Hostname and Domain Suffix.

Select the Installed check box to install this CIM in the system.

Note: De-selecting Installed check box un-installs all the devices attached to this CIM.

If you have un-installed the CIM, and want to re-install it, select the Reinstall All Devices check box. It will
re-install all the devices associated with this CIM.

Click Save and Close to close the window or click Save and New to define a new one. Click Close to
close the window without saving the definition.
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Define CIM Port

Now we need to define the CIM ports that the controller will use to communicate to the CIM.

1 To define the CIM Port information, click on the Edit CIM Ports tab in the Options Bar section. CIM Port
Definition window opens.

2 Selecta CIM Port Type (Vanderbilt or Mercury). The remaining options are different depending on the type
of CIM Port selected. The example in this section is for a Vanderbilt CIM Port. See Define mCIM Port for
an example of defining a Mercury CIM Port.

S CIM Port Definition

Eile Search Help
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Enter a Description and Notes (if desired).

Click on the expand button to select the CIM that is attached with this CIM Port.
Select the COM Port that is communicating to the CIM, typically TCP/IPorfi Net wor k 0.
Select the baud rate (communication speed) from the drop down menu if a serial connection is used.

Select the check box if you are using a dial-up connection and you have a modem attached.

o N o 0 b~ W

Select the Installed check box to install this CIM Port.

Note: You need to always select the Installed check box. De-selecting this check box un-installs all the
devices attached to this CIM Port.
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a) If you have un-installed the CIM Port and want to re-install it, select the Reinstall All Devices check
box. It will re-install all the devices associated with this CIM Port.

Define mCIM

1 To edit or create mCIM information, click on the Hardware Map in the Option Bar and then select the Edit
CIM tab. All the defined CIMs appears in the Tree Grid section on the Hardware Map tab.
2 Click on the + sign or double click on a selected CIM to open the CIM Definition window.

3 Select a CIM Type (Vanderbilt or Mercury). The remaining options are different depending on the type of

CIM selected. The example in this section is for a Mercury CIM. See Define CIM for an example of defining
a Vanderbilt CIM.

4  Enter the Description and Notes for the mCIM.

L& CIM Definition
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5 Click on the expand button to select a location. This is the location where the mCIM resides. When you click
the expand button the Select an Area window opens.

6 If using DNS (Optional):

a) Enter the NetBios/machine name of the CIM in the Hostname field.

b) Enter the Domain Suffix in a the Domain Suffix field.

Note: Contact your network technician for details on correct Hosthame and Domain Suffix.
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7 Select the Installed check box to install this mCIM in the system.

Note: De-selecting Installed check box un-installs all the devices attached to this mCIM.

8 If you have un-installed the mCIM, and want to re-install it, select the Reinstall All Devices check box. It
will re-install all the devices associated with this mCIM.

9 Click Save and Close to close the window or click Save and New to define a new one. Click Close to
close the window without saving the definition.

Define mCIM Port

Now we need to define the mCIM ports that the controller will use to communicate to the mCIM.

1 To define the CIM Port information, click on the Edit CIM Ports tab in the Options Bar section. CIM Port
Definition window opens.

2 Selecta CIM Port Type (Vanderbilt or Mercury). The remaining options are different depending on the type
of CIM Port selected. The example in this section is for a Mercury CIM Port. See Define CIM Port for an
example of defining a Vanderbilt CIM Port.

F& CIM Port Definition
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3 Enter a Description and Notes (if desired).

4 Click on the expand button to select the mCIM that is attached with this mCIM Port.
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5

6

Select the appropriate TLS Security options:
a) Select the Required check box to enable TLS encryption.
b) Select the Certificate Verification check box to require CA verification of the TLS certificate.

Enter the TCP Port Number (Vanderbilt recommends accepting the default value).

If a Vanderbilt CIM and a Mercury mCIM will be running on the same host system, the mCIM TCP Port must be
changed. Vanderbilt recommends setting the mCIM TCP Port to 5001 in this situation. All Authentic Mercury
controllers attached to the mCIM must be configured with the identical setting in order to communicate.

7

Select the Installed check box to install this mCIM Port.

Note: You need to always select the Installed check box. De-selecting this check box un-installs all the
devices attached to this mCIM Port.

a) If you have un-installed the mCIM Port and want to re-install it, select the Reinstall All Devices check

box. It will re-install all the devices associated with this mCIM Port.

Define Controllers

The following 2 sections will outline the steps required to configure either Vanderbilt or Authentic Mercury
Controllers.

VanderbilProtocolControllers

A

A

A

Communicate to a CIM which downloads Access Control data and uploads Transactional data from connected
devices. The CIM stores the Transactions into the SMS database and distributes them to the System
Processor (SP) for determination if any Transactions should be processed Alarms and further distributes them
as required to Transaction Monitor, Portrait Monitor, Alarm Monitor or Alarm Graphics clients.

A single CIM can communicate with up to 64 Vanderbilt protocol controllers depending on the Transactional
activity processed by the controllers. In a highly busy system, a lower Controller to CIM ratio may be required
to avoid overloading the CIM.

A new "CIM Type" option is now available in System Manager. Vanderbilt protocol controllers only
communicate to a Vanderbilt CIM.

Likewise, a new "CIM Port Type" option is also available in System Manager. Vanderbilt CIMs communicate
via a Vanderbilt CIM Port.

Authentic MercurgrotocolControllers

A

Communicate to an mCIM which downloads Access Control data and uploads Transactional data from
connected devices. The mCIM stores the Transactions into the SMS database and distributes them to the
System Processor (SP) for determination if any Transactions should be processed Alarms and further
distributes them as required to Transaction Monitor, Portrait Monitor, Alarm Monitor or Alarm Graphics clients.

A single mCIM can communicate with up to 256 Authentic Mercury Controllers depending on the Transactional
activity processed by the controllers. In a highly busy system, a lower Controller to mCIM ratio may be required
to avoid overloading the mCIM.

Authentic Mercury protocol controllers only communicate to an mCIM using an mCIM Port.

System Manager contains a new option to define a Cardformat Set. Authentic Mercury protocol controllers
do not contain built-in card formats like Vanderbilt Protocol controllers. Card formats must be configured
and downloaded to Authentic Mercury protocol controllers by creating a Card Format Set and specifying the
desired Card Format Set in the controller definition.

Authentic Mercury protocol controllers also require configuration and specification of a Site Code Set.
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A Authentic Mercury protocol controller configuration requires the controller serial number.

A Badge technology is not auto-detected for Authentic Mercury protocol controllers like for Vanderbilt Protocol
controllers and must also be downloaded. Therefore, Authentic Mercury protocol controllers do not support
credentials that are assigned an SMS custom badge technology. The Vanderbilt provided Magnetic Stripe,

Proximity and PIN Only badge technologies are the only ones supported.

A Authentic Mercury protocol allows for a maximum of 16 Card Formats with an associated Site Code to be
downloaded to any controller. SMS does not currently provide a mechanism to link Card Format and Site
Code as required by the Authentic Mercury protocol. Therefore, each Card Format contained in the Card
Format Set assigned to a controller will be matched to each Site Code in the Site Code Set assigned to the
same Authentic Mercury protocol controller and downloaded to fill the 16 available slots on the controller.

Vanderbilt Controllers

Follow the directions below to Define a Vanderbilt Controller.

Note: Controllers that have been added to a Controller Group (see Controller Group section for details) can not
have their Domain Suffix changed in Controller Definition, it must be changed in the Controller Group section.

Contact your network technician for details on the effects of changing the Domain Suffix.

1 To define a controller, click on the Edit Controllers tab in the Option Bar. In the Information Grid the Edit

Controllers tab opens. Click on the + sign. The Controller Definition window opens.

,’5,-.1 Controller Definition
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10
11

12
13
14
15

16
17

18
19
20
21

22

Enter a Description and Notes.

Click on the expand button to select the CIM Port or parent controller to which the controller is attached. If you
are defining a parent controller select the 1/O port. If it is a child, select the parent controller.

Select the Location (Area) for this controller. This is used to identify the location of the controller for trouble
shooting.

Select the Controller Model (VRCNX-M, etc.).

Note: Some options will be grayed out and unavailable after selecting the Controller Model and I/O Port.
These options do not apply to the type of Controller selected or type of Communications.

If you are using a dial-up connection, select the Callback Set for this controller.

Select the Site Code Set for this controller. Degraded mode works only if you specify the site codes.
Degraded mode allows cardholders with specific site codes to access the areas even if there is a
communication failure between CIM and the controller.

Select the Holiday Set.

Select the Locale Timezone.

If you are using network connection enter the IP Address or Host Name.
If using DNS (Optional):

a) Enter the Hostname in the IP Address or Host Name field.

b) Enter the Domain Suffix in the Domain Suffix field.

Note: Contact your network technician for details on correct Hostname and Domain Suffix.

Enter the IP Port Number (Vanderbilt recommends accepting the default value).
If you are using a dial up connection enter the Phone Number.
Enter the Parent Channel and Board Address (if applicable).

Select the Scheduled Timezone (only if using a modem) for refreshing the controller memory
automatically.

Select the Network Device Type (if applicable).

Administrative Level Password is used to login to an external IP module (if applicable) to configure the
module in the case of disaster recovery.

Access Level Password is used also to login to an external IP module (if applicable).
Select the Installed check box.
De-selecting the Installed check box un-installs all the devices attached to this controller.

If you have un-installed the controller and want to re-install it, select the Re-install All Devices check box. It
will re-install all the devices associated with this controller.

Click Save and Close to close the window or click Save and New to define a new controller. Click Close
to close the window without saving the definition.
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Scheduled Updated for Controllers

This feature lets you schedule automatic updates for Vanderbilt dial-up controllers at specific time zone intervals.
To program this feature, first you have to define a timezone. After defining the timezone, configure controllers that
you want to update automatically. This feature works hand in hand with the CIM and the Controller. The CIM dials
up the controller at scheduled intervals.

Follow these steps to program Scheduled Updates for Vanderbilt controllers.

1

2
3
4
5
6

Define a time zone in the System Manager.

Assign Intervals.

In the System Manager, click on the Hardware Map button.

Edit the CIM PORT Definition window. Make sure that the Modem Attached check box is checked.
Select the dial up controller. Edit the Controller Definition window.

Enter the phone number for the scheduled updates. Select the time zone that you have defined for the
scheduled updates. Each dial up port on the CIM checks the time zone on a regular basis. When a timezone
goes active, the CIM PORT checks each of the controllers attached to that CIM PORT to find out whether its
dial-up controller is scheduled for update during that particular time zone. Controllers scheduled for update on
that time zone are queued for dialing. Each CIM PORT begins dialing whenever there are controllers in the
dialing queue and the modem is not in use. The CIM simultaneously dials on all dial-up ports.

Click Save and Close.
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Authentic Mercury Controllers

Follow the directions below to Define Authentic Mercury Controllers.

Note: SMS v6.4.2 includes support for the VMRG1 and VMRG2 Authentic Mercury Controllers only. However, the
VMRGC1L and VMRG2L are supported when programmed as the VMRG1 and VMRG2, respectively and configured
for Backwards Compatibility Mode. Additionally, the VMRG4 is supported when programmed as a VMRG2 and
configured for Legacy Mode. Additional Authentic Mercury Controller support will be included in future versions of

SMS or via future SMS v6.4.2 patches

1 To define a controller click on the Edit Controllers tab in the Option Bar. In the Information Grid the Edit
Controllers tab opens. Click on the + sign. The Controller Definition window opens.

,’5,—.1 Controller Definition

File Search Help

* Dezcription

MRC-2 Mumber 1

Motz

* Attached To /0 Part ar Parent Contraller * Laocation

[Mercuy CIM Port 1 | [OrSis -
* Contraller Model Callback Set

|VMF|E-2 J |N0 callback rumbers J
Site Cade Set Hualiday Set

|N0 defined site codes J |N0 defined holidays J
Card Format Set * Locale Timezone

|Hore | [(GMT-05:00) Easterm Time (U & Canada)

| ] #

| | 2 I [ =

|N el J | J

* Channel 2 R5485 Serial Mo

Installed W

Reinstall &l Devices [

o)

2 Enter a Description and Notes.

Mot Uzed ﬂ

157636

| |

x Close |

3 Click on the expand button to select the mCIM Port or parent controller to which the controller is attached. If
you are defining a parent controller select the 1/O port. If it is a child, select the parent controller.

4  Select the Location (Area) for this controller. This is used to identify the location of the controller for trouble

shooting.

5 Select the Controller Model (VMRC-2).

Note: Some options will be grayed out and unavailable after selecting the Controller Model. These options
do not apply to the type of Controller selected.




Chapter 4 System Manager 175

6
7

Select the Site Code Set for this controller.

Select the Card Format Set for this controller.

Authentic Mercury Controllers will NOT grant Access without both a valid Site Code Set and valid Card
Format Set defined and assigned.

10
11
12
13
14

15

Select the Holiday Set.

Select the Locale Timezone.

If the Channel 2 RS-485 Port will be in use select communications speed.

Enter the controller Serial No (required).

Select the Installed check box.

De-selecting the Installed check box un-installs all the devices attached to this controller.

If you have un-installed the controller and want to re-install it, select the Re-install All Devices check box. It
will re-install all the devices associated with this controller.

Click Save and Close to close the window or click Save and New to define a new controller. Click Close
to close the window without saving the definition.
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Define VSRC

The VSRC Single Door controller is both a controller and a reader in one. To set up the VSRC the user will need to
first set up the controller aspects and then the reader aspects. Configuration of the VSRC-M or VSRC-A is similar

to the example below but allows up to 2 reader definitions per controller.

Note: VSRCs that have been added to a Controller Group (see Controller Group section for details) can not
have their Domain Suffix changed in Controller Definition, it must be changed in the Controller Group section.

Contact your network technician for details on the effects of changing the Domain Suffix.

1 Set up your CIM Definition

J CIM Definition
File Search Help

*Select a CIM Type  |Wanderbilk CIk

=

* Description

CItd Definition

Motes

* Location

|Dif Site
“1/0 Part Expanzion

IND |0 Expangion
*Holiday Set

| [~ Report Update Complete Transaction

Mo defined holidays

* Host Marne

Dromain 5 uffis

|VI-VSHE1
Installed [vw

Reinstall Al Devices [

@

& 5ave and Closel & Save and Mew | X Cloze |




Chapter 4 System Manager 177

2 Define your CIM Port Definition

F& CIM Port Definition

File Search Help

Select a CIM Port Type  |Wanderbilt CIk Port j

* Description
|CIM Part 1

MHaotes

* Attached to CIM
[Vanderbit CIt 1

* Com Part
INetwork

*Baud Rate

[h I~

todem Attached [

b L

Installed [

Reinstall &l Devices [

@I E Save and Closel [F2 Save and Mew | X Close |

3 Add your VSRC controller and attach to the CIM port definition. Use the new controller model: VSRC Single
Door Controller.
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Note: Make sure the VSRC has been configured on the network prior to entering the values here. See the
installation manual for details.

,":,—.‘I Controller Definition

File Search Help
* Description
IEingIe Door Controller
hakes
* Aftached To |/0 Port or Parent Contraller * Location
[Vanderbilt CIM Port 1 | [DffSite |
* Contraller Model Callback Set
|\-"SF|E Single Door Cantraller _I |No calback rurmbers J
Site Code Set Holiday Set
IND defined site codes _I IND defined holidays J
Card Farmat Set * Locale Timezone
|N-:- defined Card Farrats _I |[GMT-UE:DU] Eastern Time (US & Canadal
|P &ddreszs or Host Mame IP Part Mumber
{10000 | 3001 [%] T Ercrpted
Phare Hurnber Parent Channel Board Address
| | = rra——
Schedule Timezone MHetwork Device Type
INever _I IBuiIt-in IP Connection _l
Administrative Level Password Access Level Pazsword
Domain Suffiz * Charnel 2 5485 Serial Mo
I INot Uzed ;I I
Installed v
Reinstall Al Devices [
@l Save and Closel [[F Save and Mew | X Close |

4  If using DNS (Optional):
a) Enter the Hostname in the IP address or Hostname field.

b) Enter the Domain Suffix in a the Domain Suffix field.

Note: Contact your network technician for details on correct Hostname and Domain Suffix.

5 Add a VSRC Reader and attach it to the VSRC controller.
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Note: The VSRC template can be used to create all triggers, action items, AROs and MROs.

,'5,—1 Reader Definition

File Edit 5earch Help

* Dezcription
WSRC - Reader 1

Motes

* éttached To
ISingIe Droor Controller _l
* Provides Access To Area [~ Egress Area

IFront Ertrance _I I J

* Reader Model

[/SRE Reader _|

* Reader Type * Doar Type

IS tandard Reader _I IPedestrian J

Antipazsback Time [Minutez) Channel Murnber Feader Address
| 0zl | 124 | 124
Feader Template

[VSRC Fieader - IPE Inactive -

[~ Kewpad Reader [ Degraded Mode [~ AutoRelock [~ GuestSignlnReadsr [~ Guest Sign Out Reader
v Installed
[T Reinstall &l Devices

Authentic Mercum Cantrallers Only————————————

Keypad Type I 'l
Fieader Credential I 'l
Fieader LED I vI

@l @I & save and Closel 2 Save and Mew | X Close |

6 Once defined, click on the Save and Close button.
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Below is an example of the VSRC Reader Definition if the template has been used:

= anderbilt Tl 1
=% anderbilt Tk Port 1
=1-5Single Doar Controller

=}-5SRC - Reader 1
WSAC - Reader 1 - GO
WSAC - Reader 1 - Activate
WSRC - Reader 1 - Ausiliany [nput
WSRC - Reader 1 - Tamper Switch
WSRAC - Reader 1 - DOD
WSRC - Reader 1 - REX
WSRC - Reader 1 - Puzh Button Overnide

WHRCH-k 1

DefineVSRGE300

The VSRC-300 is a software defined variant of the VSRC. The VSRC-300 allows connection of up to 8 Schlage
AD-300 locks.

Note: VSRCs that have been added to a Controller Group (see Controller Group section for details) can not
have their Domain Suffix changed in Controller Definition, it must be changed in the Controller Group section.
Contact your network technician for details on the effects of changing the Domain Suffix.

1 Set up your CIM Definition as described under Define VSRC.
2  Define your CIM Port Definition as described under Define VSRC.
3 The VSRC-300 controller will be attached to the a CIM port definition. Use the controller model: VSRC-300.
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Note: Make sure the VSRC has been configured on the network prior to entering the values here. See the
installation manual for details.

,':,-.‘I Controller Definition

File Search Help
* Dezcription
fiWSRC-300
Makes
* attached Ta /0 Port ar Parent Contraller * Loc:ation
[7anderbit CIM Port 1 | [offSite |
* Controller Model Callback Set
[vsRC-a00 | [N calback numbers |
Site Code Set Holiday Set
|N-:- defined zite codes _I |No defined holidaps J
Card Format Set * Locale Timezone
IND defined Card Formats _I I[GMT-DE:DD] Eastem Time [US & Canada)
|P &ddresz or Host M ame IP Part Mumber
j1o.0.0.0 |a0m [%] I Encrpted
Phione Hurnber Parent Channel Board Address
| | [ r—
Schedule Timezone Hetwork Device Type
|Never _I IBuiIt-in IP Connection _l
Administrative Level Password Aocess Level Password
Dromain 5 uffix * Channel 2 B5485 Serial Mo
I INDt dzed ;I I
Installed [
Reinstall &l Devices [
@l Save and Closel [ Save and Mew | X Close |

4 If using DNS (Optional):
a) Enter the Hostname in the IP address or Hostname field.

b) Enter the Domain Suffix in a the Domain Suffix field.

Note: Contact your network technician for details on correct Hostname and Domain Suffix.

5 Add AD-300 locks and attach them to the VSRC-300 Controller. Remember that AD-300 readers will default
to Channel 2 and the Reader Address will be one number more than defined with the SUS (Schlage Utility
Software). Example: If the SUS defined the AD-300 lock as Address 0, then it would be defined as Address
1in SMS. See the SMS Installation Manual for details.
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Note: There are various templates the user can select depending on AD-300 model type. The templates will
create all triggers, action items, AROs and MROs.

,'5.—.1 Reader Definition

File Edit 5earch Help

* Degcription
A0-300 0 -1

Mates

* ittached To

|\rsnc-3nn J

* Provides Access To fuea [~ Egress ez

IFlear Entrance _l I J

* Reader Model

|,qu-3qu\( J

* Reader Type * Door Type

IStandard Reader _l IPedestrian J

Antipazzsback Time [Minutes) Chanrel Mumber Reader Address
| o[zl | 2% | %]
Reader Template

IAD-BDD-CY Cylindrical Lockset - IPB Inactive J

[~ KewpadReader [ Degraded Mode [~ AutoFelock [ GuestSigninReadsr [~ Guest Sign Out Reader
v Irstalzad
[~ Reinstal &l Devices

Authentic Mercuy Controllers Only——————————————

Keypad Type I 'l
Fieader Credential I vl
Reader LED I VI

@l ﬁl B save and Closel & Save and Mew | X Close |

6 Once defined, click on the Save and Close button.
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Below is an example of the VSRC-300 Controller Definition if the template has been used:

Zp-Vanderbilt CIM 1
=W anderbilk CIt Port 1
-5Single Door Controler

WRCM-b 1
= WSRC-300

=p-A0-300 0 -1
AD-300Cyr -1 - G0
AD-300 Cy -1 - Kep Switch kMaonitor
AD-300Cy -1 -DOD
AD-300Cy -1 - REX
AD-300Cy -1 - Tamper Switch
AD-2300Cy -1 - Lock Clutch Pozition
AD-300Cy -1 - Lowe Lithium B attery
AD-300Cy -1 - Deadbolt Pozition
AD-300C -1 - Intenior Push Button
AD-300Cy -1 - Reguest ta Enter

Define VSR&00

The VSRC-400 is a software defined variant of the VSRC. The VSRC-400 allows connection of a single PIM400-
485-SMS which can then communicate with up to 16 Schlage AD-400 wireless locks.

Note: VSRCs that have been added to a Controller Group (see Controller Group section for details) can not
have their Domain Suffix changed in Controller Definition, it must be changed in the Controller Group section.
Contact your network technician for details on the effects of changing the Domain Suffix.

1 Set up your CIM Definition as described under Define VSRC.
2 Define your CIM Port Definition as described under Define VSRC.

3 Add your VSRC-400 controller and attach to the CIM port definition. Use the new controller model: VSRC-
400.
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Note: Make sure the VSRC has been configured on the network prior to entering the values here. See the
installation manual for details.

,":,—.‘I Controller Definition

File Search Help
* Description
|i'JSF|E-4DD
hakes
= Attached To /0 Port or Parent Contraller * Location
[Vanderbilt CIM Port 1 | [DffSite |
* Contraller Model Callback Set
[vsRC-a00 | [No calback numbers |
Site Code Set Holiday Set
IND defined site codes _I IND defined holidays J
Card Farmat Set * Locale Timezone
|N-:- defined Card Farrats _I |[GMT-UE:DU] Eastern Time (US & Canadal
|P &ddreszs or Host Mame IP Part Mumber
{10000 | 3001 [%] T Ercrpted
Phare Hurnber Parent Channel Board Address
| | = rra——
Schedule Timezone MHetwork Device Type
INever _I IBuiIt-in IP Connection _l
Administrative Level Password Access Level Pazsword
Domain Suffiz * Charnel 2 5485 Serial Mo
I INot Uzed ;I I
Installed v
Reinstall Al Devices [
@l Save and Closel [[F Save and Mew | X Close |

4 If using DNS (Optional):
a) Enter the Hostname in the IP address or Hostname field.

b) Enter the Domain Suffix in a the Domain Suffix field.

Note: Contact your network technician for details on correct Hostname and Domain Suffix.
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5 Add the PIM400-485-SMS controller and attach it to the VSRC-400 controller. The channel of the PIM400 will
default to 2 and cannot be altered. The address of the PIM400 will be one higher than what was defined in
the Schlage Utility Software (SUS). Example: If the SUS defined the PIM400 as Address 0, then it would be
defined as Address 1 in SMS. See the SMS Installation Manual for details.

,":,—.‘I Controller Definition

Eile Search Help

* Description

|F'IM-4DD

Makes

= Attached Ta /0 Port ar Master * Loc:ation
[vsRc-a00 | [Defsite

* Controller Model Callback Set
|F'IM4DD-485-SMS _| IND callback numbers
Site Code Set Holiday Set

IND defined site codes _I IND defined holidays
Card Format Set * Locale Timezone

L L

|N-:- defined Card Formats
|P &ddrezs or Host M ame

_I |[GMT-UE:DU] Eastern Time (US & Canadal
|P Part Humber

Phare Hurnber

ID Iﬂ I~ Encrypted
t azter Channel Board Address

Schedule Timezone

2 = N =

MHetwork Device Type

INever

Administrative Level Password

| -

Access Level Pazsword

Domain Suffis

* Charnel 2 5485 Serial Mo

Installed v

Reinstall &l Devices [~

INot Uzed LI I

o)

& 5ave and Closel Save and New |

X Close |

6 If using DNS (Optional):

a)

Enter the Domain Suffix in a the Domain Suffix field.

Note: Contact your network technician for details on correct Hosthname and Domain Suffix.

7 Add AD-400 locks and attach them to the PIM400-485-SMS. Any AD-400 lock that is attached to the PIM400
will use channel address 2.
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Note: There are various templates the user can select depending on AD-400 model type. The templates will
create all triggers, action items, AROs and MROs.

,'5.—.1 Reader Definition

File Edit 5earch Help

* Degcription
AD-A00 Wireless 1

Mates

* ittached To

[PiM-400 =
* Provides Access To fuea [~ Egress ez

IWarehouse _l I J

* Reader Model

[aD-a00Cy J
* Reader Type * Door Type

IStandard Reader _l IPedestrian J

Antipazzsback Time [Minutes) Chanrel Mumber Reader Address
| o[zl | 2% | %]
Reader Template

I!-'-\.D-4DD-CY Wirelezs Cylindrical Lockset - IPB Inactive J

[~ KewpadReader [ Degraded Mode [~ AutoFelock [ GuestSigninReadsr [~ Guest Sign Out Reader
v Irstalzad
[~ Reinstal &l Devices

Authentic Mercuy Controllers Only——————————————

Keypad Type I 'l
Fieader Credential I vl
Reader LED I VI

@l ﬁl B save and Closel & Save and Mew | X Close |

8 Once defined, click on the Save and Close or Save and New button.
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Below is an example of the VSRC-400 Controller Definition if the template has been used:

=}-“anderbilt Clk4 1
=-Wanderbilt Tk Port 1
#-5Sinagle Droor Contraller
WRCN-M 1
H-wSRC-300
=-WwSRC-400
=1 Plr-400
=t-A0-400 wWirelezs 1

A0-400wireles: 1 - GO
A0-400 wireless 1 - Request to Enter
Al-400Wireless | - Tamper Switch
AD-A00wWirelesz 1 - Battery Status

L} AD-400 wirelesz 1 - DOD
A0-400 wirelesz 1 - REX
AD-A00wireless 1 - Lock Clutch Pozition
AD-A00 wireless 1 - Fep Switch Monitor
A0-300 wirelezs 1 - Low Lithium Batten
A0-400 wireleszs 1 - Main Battery Status
AD-A00wirelesz 1 - Intenor Push Button

PlbA-400 - Tamper Switch

Define VMRC-2

See Define Controllers - Authentic Mercury Controllers.

Define a Reader

SMS v6.5.0 Supports only Schlage Locks, the VRI-1, VRI-2 and VMRC-2 Onboard Readers attached to the
Authentic Mercury protocol VMRC-1 / VMRC-2 Controllers.

The Vanderbilt provided reader template for Authentic Mercury protocol controller connected reader interfaces
utilize the Mercury protocol built-in Access Control Reader (ACR) model for control of physical reader functionality
and does not provide for independent granular control of all reader functionality in the same manner as SMS
provides for Vanderbilt protocol controller connected readers (i.e. LED timing, individual contact reporting,
individual relay activation, etc.). The templates should not be modified except for relay activation timing (LED
timing automatically follows relay timing) as any other changes will cause the reader to operate incorrectly, if at
all. More granular control may be provided in a future version of SMS. Modification of reader triggers and action
items, except for GO Relay Duration, is not supported. Non-reader associated Contact triggers and Relay action
items can be programmed. Actions targeting the Go Relay are not recommended by Mercury and may provide
unexpected results

1 To define a reader click on the Edit Readers tab in the Options section and the Edit Readers tab in the
Information Grid becomes active. Click on the + sign.
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2 The Reader Definition window opens. A reader and a relay must be defined/programmed for door control
functionality. If the use of a contact input for the reader is required, then a contact must also be
defined/programmed.

,'5,—.1 Reader Definition

File Edit Search Help

* Dezcription

IT Fioom Reader

Motes

* Attached Ta

[VRENM 1 ]

* Provides &ccess To Area [~ Egress ez

[IT Claset _| [ _|

* Reader Model

|VF|IN>< _|

*Reader Type *Door Type

IStandard Reader _I IPedestrian _I

Antipazzsback Time [Minutes) Chanrel Mumber Reader Address
| iA | 2[%] | 1124
Reader Template

IHINX - REX with DOD Trigger - IPE Inactive J

[~ KewpadReadsr [v DegradedMaode [ AutoRelock [ GuestSigninReader [~ Guest Sign Out Reader
v Irstaled
[T Reinstall &l Devices

Authentic Mercuy Controllers Only——————————————

Keppad Tupe I vl
Reader Credential I VI
Feader LED I 'l

Ql ﬁl B save and Closel Save and New | x Close |

3 Enter a Description and any additional Notes desired.

4 Select the controller that the reader is Attached To.

5 Select Provide Access To Area. Click on the expand button to open the Select an Area  window. Highlight
the area and click OK.

6 Select the Reader Model. If you are defining a reader for a Schlage VIP lock, select Schlage VIP Lock as
the reader model.
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Note: If a non-Vanderbilt reader model is selected, the status of Online Device Licensing is checked.

If Online Device Licensing is exceeded by adding this reader, a warning will be displayed adjacent to the
Installed check box and you will be unable to save the reader definition unless the Installed check box is
cleared.

,'5,-.1 Controller Definition

File Search Help
* Description
|0-400 2
Maotes
* dttached To |40 Port or Master * Lacation
[+sRC-400 | [DffSite -
* Controller Model Callback Set
[Fittan0-485-5ms _| [Nor calback numbers J
Site Code Set Haliday Set
|N-: defined zite codes J IN:- defined holidays J
Card Format Set * Locale Timezone
IND defined Card Formats _I I[GMT-DE:DD] Eastern Time [US & Canada)
|P #ddress or Host Mame 1P Part Murnber
| |D M [~ Encrypted
Phone Hurnber b aster Channel Board Address
| |2 = I =
Schedule Timezane MHetwork Device Tupe
INever _I I _I
Adminizstrative Level Password Access Level Password
Domain Suffi * Channel 2 5485 Seral Mo
I INDt Jged LI I
Installed [ —Ihh licensing emor occurred. Hover over the icon to the left for details
The following error occurred while validating device licensing:
Reinstall Al Devices [
Authorized Online Device Count exceeded.
Please contact an SM5 Dealer to obtain additional licenses.
@l Lock can be saved by unchecking the Installed checkbox. | x Close |
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7 Select the Reader Type. Custom reader types can be defined using Reader Type Definition window
(Edit > Reader Types).

,':.-.'i Select a Reader Type

Type the text to find the clogeszt match in the list and hit the Find Mow button bo filker the list.

| Find Now

§| Reader Type Reader Type
1D Description
Standard Reader
a 2 Entry Reader
3 Evit Feader

4 Copy Count Reader

5 Elevator Reader [Scan Call Buttons)
& Elevator Reader [Enable All Floors)
7 Muster Reader

8 IN Enabled Reader

9 Antipazzback Aeset Reader

£ >

o 0K | X LCancel |

9 item(s)

In Enabled Reader - Use this type to stop people from tailgating. If the user does not swipe the card
at the entry reader, that person will not be given access to any area in the building that is secured by the
In Enabled Reader.

Antipassback Reset Reader - Swiping a card at this reader resets the card to neutral.
Muster Reader - This reader is used for creating evacuation reports.

8 Select the Door Type through which the reader is giving access.

9 Enter the Antipassback Time. See the section below for further information about Antipassback.

10 Select the Channel Number that the reader is connected to on the controller.

Note: All the devices wired to any controller channel must support the same communications protocol (i.e.

Vanderbilt VRINX, Vanderbilt-M VRI-1 or VRI-2, Aperio and Schlage devices may not be mixed on the same
controller channel).

11 Select the Reader Address configured on the reader using jumpers/switches.

The use of both reader interfaces on a Vanderbilt VRI-2 requires defining/programming two (2) separate VRI-2
readers in SMS. Reader 1 on the any VRI-2 must be programmed at an odd address (1, 3, 5, 7) and Reader 2
on the same VRI-2 must be programmed at the next sequential even address (2,4,6,8) on the same controller
channel.
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Antipassback

Antipassback is a function that prevents cardholders from passing their card to another person for illegal entry
(commonly used at car park barriers and turnstiles). With this feature enabled, once the same Encoded ID s
presented at an entry reader that Encoded ID must then be presented at an exit reader before it can be used again
at the entry reader. The same applies to an exit reader in that once an Encoded ID is presented to an exit reader
that Encoded ID cannot be used again at an exit reader until it has been presented to an entry reader. If a card is
presented twice in a row at the same type of reader, no access will be granted. The Transaction Monitor will display
an antipassback violation transaction.

Antipassback is supported for readers contained within the same Area on the same Authentic Mercury protocol
controller. Configuration of Area based antipassback requires the issuance of the Controller Antipassback Reset
MRO after configuring the Area Entry and Exit Readers. Access will not be granted to the controller antipassback
area until this MRO is issued.

Antipassback Time - This is the time in minutes that the system will reset the cardholder's Antipassback state to
neutral. For example, if a card is swiped at an entry reader and antipassback time is set to 10 minutes, the In/Out
status of the card will be reset to neutral after 10 minutes and access can be granted at that reader without passing
through and exit reader first.

Note: Each reader can have a different Antipassback time applied to it.

Global Antipassback - Global antipassback is used with a parent/child setup and participating Entry and Exit
readers attached to these boards. It works with controller Firmware V5.50 and higher. Every controller board in the
parent/child set up that has entry or exit readers attached must have dip switch 5 open. When a valid entry occurs,
the cardhol der is registered as Al ndo and a message is sent
forwards the messagetoalli t s child boards to update this personds Antip

Controller Group Antipassback - Controller Group Antipassback is used with up to four VRCNX-R/M and
VSRC/VSRC-M controllers that are attached to the same network switch and connected to the same CIM and
participating Entry and Exit readers. It works with Firmware V2.81 and higher. To function a Controller Group must
be defined in the SMS System Manager application. Up to 4 controllers can be assigned to a single controller group.
Antipassback credential status is communicated using board to board messaging via TCP/IP socket connection to
reduce network stress. Each controller attached to the same Controller Group is aware of all other controllers in
their group. A controller can only reside in one group. In the event of network Ethernet interruption of one or more
boards within the group, Antipassback will be reset to neutral for all credentials. See the Controller Group section
for more details.

1 Enter the channel number in the controller to which this reader is attached.
2  Enter the channel address.

3 Select the reader template. (See the section below for further information).
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Reader Template

A Reader Template is a collection of attributes assigned to a Reader (i.e. Contact and Relay definitions along
with associated Event Triggers and Actions and Overrides. Vanderbilt provides common Reader Template
configurations which may be assigned to Readers. Any Reader configuration can also be designated as a user-
defined Reader Template when there are additional Readers that use the same or very similar Relay, Contact,
Event Trigger and Override configurations. A template duplicates the information so that it does not have to be
redefined each time a new reader is added to the database. A reader template can be used if you have 16 readers
attached to one controller board and they use related programming, for example. Once you have programmed the
first reader, it can be defined as a Reader Template. The template assignment process offers choices to duplicate
specific features of the Reader Template.

SMS v6.4.5 restricts the available Vanderbilt provided Reader Templates for any Reader to those known to be
compatible with the Reader model selected. All user-defined Reader Templates are also available for
assignment to any Reader model. Vanderbilt recommends caution assigning user-defined templates created for
one Reader model to another since the Reader many not function properly.

Vanderbilt recommends assigning the "No Device" Reader Template to any Reader model prior to changing
its previously assigned template to make sure all previous template attributes are removed.

Defining a Reader as a Template

Follow these steps to define a Reader as a template:

1. Define a reader you want to set as a template.

2. Go to System Manager main window, select Edit > Reader Templates . The Reader Templates
Definition window opens.

3. Click on the Add Readers as Templates (+) button. The Select Readers to add as Templates
window opens.

J Reader Templates (m] *
H 44>+~ o &DH

Reader Template -

| Reader Template

Description Notes
1IN - REX with DOD Trigger - IPB Inactive FReader allows entry for this doar, Exit Request [REX) avails
RN - REX with DOD Trigger - IPB LockD own Exi: Riequest [REX) available, used for exiting the door. Doc
RINX - REX with DOD Trigger - IPB Toggle Exi: Request [REX) available, used for exiting the door. Diac
RIN= - RE> with DOD Trigger & Motion Suspensior Reader allows entry for this door. Exit Request [REX) availa
RINX - REX without DOD Trigger Reader allaws entry into door. Exit Request (REX) available
WVIPS100 Cylindrical Lack. WIP Lock allows entry inta this door. Lock Handle Exit Requ
WVIPS500 Martize Lock [with LEM) WIP Lock allows enty inta this door. Lock Handle Exit Requ v
< >
Wigw Readers Using Template | x Cloze ‘
Jd Select a Reader to Add as a Template O X
S A S
Device Reader Reader -
1D Description Motes

304 Cy -1
44 A0-400 Wireless 1
56 IT Room Reader
B4 WMRC-2 Mumber 1 Onboard F
72 WMRALC-2 Number 1 Onboard F
80 YMRAC-2 Mumber 1 VRI-1-1

85 WMRC-2 Mumber 1 VRIA-2
w

>
¢ Add As A Template | x;lusa

4. Select the Reader you want to set as template.
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Click the Add As A Templates button.

The selected Reader appears in the Reader Templates list.

10.Launch System Manager > Edit Readers

11.Select a Reader Template from the grid view.

Enter a Description for the template and any additional Notes desired. Click OK.

Double-click on any record or select Edit Current Record from the toolbar to edit the definition (if
desired).

Vanderbilt configured templates are available for Wireless, VIP and standard Readers. Contacts,
Relays, Event Triggers and manual Overrides are pre-configured. Additional information on each
template is available in Reader Definition > Notes

12.Double-click on a record to open it and review the Notes. Any attribute of the template can be modified if

,'5.-.1 Reader Definition

Eile Edit 5earch Help

* Description

desired. A warning and confirmation will be presented if modifying a Vanderbilt provided template.

||T Room Reader

Mates

* dttached To

[VRCH-H 1

* Provides Access To Area [~ Egress Arez

[IT Closet | ]

* Reader Model

[VRINX

* Reader Type * Door Type

|Standald Reader J |Pedestrian

Antipazzsback Time [Minutes) Chanrel Mumber

| o I 24

Reader Template

Reader Address

124

|FIIN>< - REX with DOD Trigger - IPE Inactive

v Keypad Reader |v Degraded Mode [~ AutoRelock [ Guest Sign In Reader

[ Installed
E

Authentic Mercuy Controllers Only

| [

[~ Guest Sign Out Reader

X Cloze ‘
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Assign a Reader Template

1. Inthe Reader Definition window, click in the Reader Template field or select the ellipsis adjacent to this field
to display a list of the available templates.

2. Highlight and select a template and click OK. If the templates available here do not match your specific
requirements, select "No Device" and click OK. The Contacts, Relays, Event Triggers and
Overrides for this Reader will have to be manually defined.

Type the text to find the clogest match in the list and hit the Find Mow button ta filker the list.
Find Mow |

Device Template Device Template | Device Template
1D Description Motes
| 0 Mo Device
| 38| RIMx - Mo REx & DOD Feader allows entry inta thiz door. Mo Exit Request [REX] or Door Status b
| 5 RINx - Mo REX with DOD Trigger Fieader allows entry inta this door. Mo Exit Bequest [REX] available. Door !
| 32| RIMx - Mo REX without DOD Trigger Feader allows entry into thiz door. Mo Exit Request [REX) available. Door !
48 RIN= >< with DOD Reparting/A0A Special Acc Reader allows entry for this door. Exit Request [F|E><] avallable uzed for e
EI RIN: ith DOD Trigger - IPE Inactive jeader allo try For this door. Exit Heques
| 723 RIN# - REX with DOD Trigger - IPE LockD awn Exit Request [REX] available, used for exiting the daoar. Door Statuz Manite
| T30 RIMK - REX with DOD Trigger - IPE Toggle Exit Request [REX] available, uzed for exiting the door. Door Status kMonitc
| A0/ RIM - REX with DOD Trigger & Moation Suspensior Reader allows entry for thiz door. Exit Request (REX] available, used for e
o 25| RIMx - REX without DOD Trigger Feader allows entry into door. Exit Request [REX] available, used for exitir
v
< >
\/ ok | x Lancel |
410 item(s) 4

3. If a template was selected, the Template Choices window displays when the Reader Definition is
saved allowing a choice of the Reader attributes to be duplicated from the template. Select the desired
attributes choose OK.

Template Choices

Choose what vou want to duplicate
[ Contacts

v Felay:

¥ Ewent Triggers

v Predefined and Manual Ovemnides

v Automatic Overides

x Cancel |
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Degraded Mode

Degraded Mode is an operating state for the Reader Interface (RI) which, when set, allows access by evaluating
just the site codes. The reader enters degraded mode if the operator has enabled degraded mode and the reader
interface has lost communication with the controller.

In this situation, the VRINX notices the card presentation and realizing that it has no communication with the VRCNX-
R, checks to see if the badge has proper site codes. It energizes the relay if the site code matches. When using
Degraded Mode, an alarm for ALost link to Reader?o
communication between the board and reader interface has been interrupted.

1 Select the Guest Sign In Reader checkbox if this reader is assigned for automatically signing in the guests
in the Guest Pass System* application.

2 Select the Guest Signh Out Reader checkbox if this reader is assigned for automatically signing out guests
in the Guest Pass System* application.

3 Auto Relock - This option resets the triggers (contacts and relays) on a particular event and relocks the
door.

4  Select the Installed check box to install this reader in the system.

Note: Deselecting the Installed check box uninstalls all the devices attached to this reader.

5 If you deselect the Installed check box, the reader and the associated devices are uninstalled. Then the
Reinstall all Devices checkbox becomes active. Select this option to reinstall all the devices in the system.

shoul

d
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Contact Definitions

1 Click on the Edit Contacts tab in the options bar. The Edit Contacts tab in the Information Grid becomes

active. Click on the + sign to define a new contact. The Contact definition window opens.

a)

b)

c) Select the location (Area) for this contact.

d) Select the contact type.
REX (Reader Exit Request)-RE X i s
DOD(Door Open Detect)
below for details.

e)

the contact type is an elevator call button.
f)

s Contact Definition

Fil= Edit Zearch Help

* Description

Contact 1

Motes

* Attached to which Contraller or Reader * Location

Labby Freader | [DifSite -
* Contact Type

BN |
Alarm S amples Fault Samples Farallel Resiztor

12 B e ed o 24
Series Resiztor Debounce Peiod [Seconds) Input Mumber

|0 ed o ed ) 4]
[ Vernfy Status [v Marmally Open [v Inztalled

@ J & save and Elosal 2 Save and New | X Cloze |

Enter a description for the contact and the notes attached with it. Make sure that you describe what kind

of a contact you are defining. E.g. REX (Reader Exit Request), DOD etc.

Next select the reader or controller based on where this contact is attached.

contact type that

that REX be used as Input 1 when adding contacts to the database.

DOD is a Contact

that a DOD be used as Input 2 when adding contacts to the database.

IPB (Interior Push Button) - IPB is a contact type that has a Normally Open state. It is recommended
that IPB be used as Input 4 when adding contacts to the database. See the Internal Push Button section

The Associated Elevator Reader selector is disabled. It will become enabled for contact definition if

Alarm Samples - The VRCNX-R board will sample contact points by measuring voltage on the line. It
measures the voltage on each point, one after the other. Alarm Samples are the number of consecutive
measurements that must be made before deciding that the state has changed from secure to alarm or

alarm to secure.

ANor mal |

state
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g) Fault Samples - This is the number of samples to be done between reporting trouble/ open short and
contact secure. The fault sample is usually a higher number to ensure against measurements taken at the
moment that a point is either opening or closing.

h) Parallel Resistor - Enter the number of Ohms of the Parallel Resistor in this field. A single resistor in
parallel with the contact should be used when the contact point is normally open.

i) Series Resistor - Enter the number of Ohms of the Series Resistor in this field. A single resistor in series
with the contact should be used when the contact point is normally closed.

i) Debounce Period - This is the period of time that must elapse before reporting a second alarm on the
same point. The debounce period is used to inhibit the reporting of alarms over and over. For example,
the debounce period is set to 10 seconds. A person walks down the hallway. The motion detector is
triggered and Contact Active is reported. The point returns to secure and then active again, etc. At the end
of 10 seconds, the state of the contact is reviewed. If the contact is still active, nothing more is reported
until the contact is secured.

k) Input Number - This is the contact number on the Reader Interface. Specify the contact point that is
used for this contact.

[) Verify Status - This checks the status of the door and sends a signal to the contact point once the door
comes out of the automatic override state. For example if the automatic override time ends at 5.00 PM
and the door is still open, the system gets a Door Held Open alarm.

m) NormallyOpen-1 f this option is checked fAiNormally Openo be t
contactrepor t s al arms i f the contact is in the ANormally Clo

Internal Push Button

When defining an VSRC, VRINX, AD-300 or AD-400 using Templates the user now has the option to select
functionality for the Internal Push Button (IPB). The IPB can be set to trigger either a Toggle or LockDown MRO,
depending on the Template selected.

Toggle - if the IPB Toggle template is selected for any of the above devices, the IPB will toggle the door open upon
being pushed and resume normal operations when pushed a second time. See the MRO section for details.

LockDown - if the LockDown template is selected for any of the above devices, the IPB will put the door into
Lockdown upon being pushed and resume normal operation upon being pushed a second time. See the MRO
section for details.

Passthrough - Passthrough is not a state but an option in the LockDown MRO. The Passthrough option makes
it so that a cardholder with Antipassback disabled will function as a passthrough cardholder; they will be able to gain
entry to a door in the LockDown state. This feature can be disabled by editing the default Event Trigger. See the
Event Trigger section for details.

Contact Point Supervision using Parallel and Series Resistors
Contact points are supervised to detect any tampering with the equipment, including breaks and/or shorts in the

cable between the reader controller and the supervised input point. Resistors allow the controller to distinguish
between a contact opening and closing compared to a circuit opening or shorting.

Note: Please refer to the SMS Hardware Manual for more information on Contact Point Supervision.

Parallel and Series resistors are used with contact point supervision.
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Define a Relay

1 To define arelay, click on the Edit Relay tab in the Options View section. The Relay Definition window
will open. Enter the required information. Note that the Associated Elevator Reader selector is disabled.
It will become enabled for relay definition if the relay type is an Elevator Floor Select.

S Rplay Definition
File Edit Search Help

* Description
|F|ela_l,J 1|

Motes

* Attached towhich Controller or Reader
Lobby Reader

* Loc:ation
Off Site

*Relay Type
G0

ol L

Relay Mumber

| I

v Installed

@ J & 5ave and Closel Save and Mew | X Close |

a) Description -Type in the name of the respective relay you are configuring,

[

b) Notes - If necessary, write any pertinent information about this relay.

c) Attached to Which Controller or Reader - Define the controller or reader to which the relay is
attached.

d) Location - Define the location of the relay.

e) Relay Type - Select the type of the relay. If this relay is used for an elevator, change this to Elevator
Floor Select. The system provides eleven factory set relay types. The relay types can be added, modified
or deleted using Edit>Relay type.

fy) Relay Number - Enter the number of the respective relay.

Access Under Duress Transactions

Access Under Duress is a feature by which a person entering an area under threat may signal an alarm at the

console by entering a PIN number which is exactly one greater than his/her assigned PIN number (keypad ID). For

example, if the PIN number is 1234, entering 1235 will gene
to a fAValid Accesso tr ans a iigdtosupport thihoptioi. i r mwar e must be mod

At the moment, we only expect to support this feature with the VRCNX-R and VRINX boards. These are the points
to be noted while defining an access under duress transaction.

1 Define a keypad reader.
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2 Select the reader type as Standard Reader.
3 Check the box near the option Keypad Reader.

,'5,—.1 Reader Definition

File Edit 5earch Help

* Dezcription

IT Room Reader

MNotes

* dttached To

[VACHM 1 |
* Pravides Access To Area [~ Egress &iez

[IT Closet _| [ J

* Reader Model

[VRIN: J
* Reader Type * Dioor Type

IStandard Feader _l IPedestrian J

Antipazsback Time [Minutes) Channel Murnber Reader Address
| 0[] | 2% | 124
Reader Template

IFIINX - RE with DOD Trigger - IPE Inactive _I
I e_l,lpadFleade ¥ Degraded Mode [~ AutoRelock [~ GuestSignlnReadsr [~ Guest Sign Out Reader

[ Installed

[T Reinstal &1 Devices

Authentic Mercum Cantrallers Only————————————

Keypad Type I 'l
Fieader Credential I 'l
Fieader LED I vl

@l _@}I & save and Closel 2 Save and Mew | X Cloze |
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4 Define the event trigger for the reader.

,’:,—:i Event Trigger Definition

File Help

* Dezcription

Access Under Duress

Motes

* Trangzaction Group

I.&ccess Granted Tranzactions

* Tranzactions

|1 Tranzaction Selected - <Click to Change> J

= dctive Timezone

I!-’-‘«Iways

@I & 5ave and I:Iosel [ Save and New 7 Closs |

5 Select Access Granted Transactions as the transaction group.

6 Next select Access Under Duress as the Transaction.

Selected Tranzactions ~
n - Walid ccess
| T validEnky
| T validEsit

- Walid Copy Maching Access
E : Inder D
| [ Entry Under Duress
| - Exit Under Duress
| [ Walid dccess, Special Access Privilege
n - Walid Entry, 5pecial Accezs Privilege
| - Walid Exit, Special Access Privilege
] [ Walid dccess During Lockdown v
< >
o Select &l | VK | X Concel |

How to Alarm an Access Under Duress Transactions

If you present your card and enter your assigned pin number on the keypad, you will get an access granted
transaction. To get an access under duress transaction you should add 1 to your pin number. For example if your
pin number is 6425 you should press 6426 to get access under duress. If the pin number is 2999 you should enter
3000 to get an access under duress transaction.
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Entry and Exignder Duress

In the similar way you can define Entry Under Duress and Exit Under Duress transactions. The reader type that is
used to define these transactions should be entry or exit readers. You should also choose appropriate transactions
(Entry Under Duress and Exit Under Duress) while defining the event triggers. The user can signal these alarms by
entering one number greater than their assigned pin numbers.

Event Triggers

Once you have entered all your information for your readers, contacts, and relays, an event trigger must be assigned.
An Event Trigger is a transaction that must have an action, a command and a device associated with it.

Triggers are critical because they determine what will happen when an event (or transaction) occurs. For example,
a cardholder presents a card at a reader and expects to be granted access to an area. Presenting the card is a
transaction. However, specific actions must be defined to send commands to a device or devices to allow the door
to open.

Event Triggers are made up of two parts, the Event Trigger and the Action Items for the Event Trigger. Triggers
need to be programmed for every function that you want that device to do.

1 The Trigger Action Order in the examples that follow is not the only order that should be followed. Your
specific device functionality determines the order of the Trigger Actions. To program the Triggers, go to the
Hardware Map section and select the device that you want the trigger for, then select the gear icon.

2 The Event Trigger window opens.

,':,-:I Event Triggers For : IT Room Reader

Eile Help
Event Triggers

T e oM+ = O & D E]

Goke

s = "
L 19 Valid Access Alwaps Access Granted Transactions
| 20 Invalid Access Alwaps Access Denied Transactions
21 Walid Access, Special Access Privilege | Alwaps Access Granted Transactions

Action Items For This Event Trigger

O LR R =]

I'?;:'::B D escription Devg:[?eﬁfllon Comman " Move
L 71 Caontact Reporting Disabled IT Room Reader - DOD Contact Reparting Dizat .
| 72| Contact Trigger Dizabled IT Room Reader - DOD Contact Trigger Dizablec
73| Contact Reparting Dizablad IT Roon Reader - REX Contact Reparting Dizak
v Move Down
< >

X Close

3 Event Trigger(z] E Action [tem(z)
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3

10

First we will define the event trigger for this reader. Click on the + sign on the upper part of the window. The
Event Trigger Definition window opens.

,'5-,.1 Event Trigger Definition

File Help

* Description
|'r\falid Access

Motes

* Tranzaction Group

Access Granted Transactions

* Transactions

3 Transactions Selected - <Click to Change> J

= Active Timezone

Always

@ | 7% Close |

Enter a Description, notes and select a Transaction Group, which will be Access Granted Transactions.

The Transaction Group will in turn determine the type of transactions that are offered. Click on the expand
button to select a transaction group.

Click on the expand button to select a transaction.

Select the time zone you want the trigger to function in by clicking on the expand button. Click Save and
Close.

Click OK to return to the main Event Trigger screen.

Now we will program Actions that are associated with the transaction. In the Actions Item section of the
Event Trigger main window, click on the + sign. Enter your Description.

To select the specific device that this action is going to effect, click on the expand button near the Device
Action Affects field. Click on the expand button and select a device. Click OK.
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11 Next, click on the expand button near the Command field to select a command for the device. For this
example, we will choose Energize Relay. The duration setting sets the amount of seconds the relay will be
energized. In this example the duration is set for 3 seconds, if zero (0) is entered then the relay will be
energized forever, which means the relay will be always energized.

,'5-,.1 Action ltem Definition

File Help

* Description

IE nergize Felay

Motes

* Device Action Affects
IIT Room Reader - GO _I

* Command

IEnergize Relay _I

* Diuration in Secondsz [0 = Forever]

E %]
@I Save and EIDSEI P Save and Mew 7% Close |

12 The next Action Command that needs to program is the command to turn the LED Green. Program the
Duration Setting for three seconds to synchronize it with the Energize Relay setting.
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13 If we are using a contact input off of the reader, then we have to program actions for that DOD contact. Select
the contact that is going to be the DOD.

,'5-,.1 Action ltem Definition

File Help

* Description
kctivate Green LED

Motes

* Device dction Affects
IT Fioom Feader

* Commatd
LED Green J
* Diuration in Secondsz [0 = Forever]

E bA
@ | 7% Close |

There are two Commands that have to be programmed for the DOD Contact. The firstis Contact Reporting
Disabled. This prevents the Contact Active transaction, which may be an Alarm, from being sent for the
amount of time that is set in the Duration of Seconds field. Again set the Duration time for 10 seconds.

14 The second Action Item Command is Contact Trigger Disabled. This command prevents any device that
is attached to that contact, such as a bell above a door, from being enabled for the amount of the Duration
Time.

The Duration Time is set at 10 seconds, the same as the Contact Reporting Disabled Action that was done
previously.

EventTrigges for Authentic Mercury Protocol Attached Devices

Programming for individual contact inputs and relay activation for the VI-16IN input modules and VI-160 output
modules when connected to an Authentic Mercury protocol controller is performed in the same fashion, using
the same commands, as when these devices are connected to a Vanderbilt protocol controller.

Programming of unused Authentic Mercury protocol controller connected reader associated (controller onboard,
VRI-1 or VRI-2) contact inputs and relay activation is performed in a similar fashion to how performed as for
Vanderbilt protocol controller connected devices. However, the reader associated contact inputs and relays are
only available for programming once the reader is defined, whether the reader itself will be used. Contact and
Relays cannot be directly attached to Authentic Mercury protocol controllers as they can for some Vanderbilt
protocol controllers. These are accessed by selecting the Contact from the Hardware Map in System Manager
and clicking the gear icon in the lower left corner of the Contact Definition dialog. Reader level Triggers (Valid
Access, etc.) can be accomplished for Authentic Mercury protocol controllers using the Universal Triggers
application. Reader level Triggers for Authentic Mercury protocol controller attached devices will be implemented
in a future version of SMS.
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Triggers and associated Action Items are only supported for devices attached to the same controller, like
Vanderbilt protocol controller device Triggers and Action Items. Authentic Mercury protocol controllers, like
Vanderbilt protocol controllers, do no support controller-to-controller communications (except for Vanderbilt
protocol controller support of Controller Groups for antipassback). Configuring an Action ltem for an Authentic
Mercury protocol controller attached device based on a Trigger from a device attached to different Authentic
Mercury protocol controller will product unexpected results and is not supported. Action Items targeting the Go
Relay on Authentic Mercury protocol controller connected reader interfaces are not recommended by Mercury
and can produce unexpected results.

A subset of Triggers and Action Items are currently supported; additional Triggers and Action Items will be
incorporated later. Triggers or Action ltems currently supported are listed below. Note that to use the Push Button
Override (PBO) contact as a Trigger for Authentic Mercury Protocol controller attached devices, the Contact
Type must be changed to General Purpose in the Contact Definition dialog and the only valid Transaction Types
are Contact Active or Contact Secure. Likewise, the Internal Push (IPB) Button contact for an Authentic Mercury
protocol controller attached device, reports only Contact Active or Contact Secure (like for a Vanderbilt protocol
controller attached reader with an fiPB Inactiveotemplate applied).

Valid Triggers Valid Action ltems
Contact Active 1 Energize Relay
Contact Secure 1 Release Relay

Door Forced Open

Door Held Open
Request to Exit Activated
Tamper Switch Violation
I Tamper Switch Secure

Disablingnternal Push Button (IPB) Options

The IPB functions defined in the IPB templates for the VSRC, VRINX, AD-300 and AD-400 devices can be altered
by changing the event triggers (see the IPB section of the Manual Overrides chapter for details on the IPB MROS).

=a =4 =4 —a —a -9

Action Items For This Event Trigger
M4 r » o+ =0 &7[E
I?:rlr:nlr[; Description Devi;?‘::“nn Command ‘ Duration

| 123 Contact Reporting Enabled AD-300 w lackdawn iph - DOD Contact Reparting Enabled 0
a 124 Contact Trigger Enabled AD-300 w/ lockdown ipb - DOD Contact Trigger Enabled a
| 125 Release Relay AD-300 w lockdawn ipb - GO Release Relay a
126 LED Red LED Red 1]
eporting Disabled _i]
Fieader Trigger Ensbled ‘

Allow Master Passthrough - This trigger specifies that any Cardholder with Anti-passback disabled is able to
open a door that is in LockDown mode. To make it so that no cardholder can enter a reader in LockDown mode,
delete the Allow Master Passthrough Trigger.

Allow MRO Overrides - This trigger specifies that either the Toggle or LockDown states can be altered by an
MRO sent from SMS. Deleting this trigger will make it so that the reader, once the IPB has been engaged (in either
Toggle or LockDown) it CANNOT be affected by MROs.
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Define CM Locks

SMS allows the user to create offline reader devices (locks) within hardware definitions. The offline readers do not
directly communicate with the host controller. So it is necessary to do manual programming at the reader location.
The user can create necessary downloadable files and upload to a pocket PC. The data is transferred to a PDA by
connecting to the serial communication port of the PC or via a USB port for the AD-200 Series and CT-5000. The
files required for programming the locks are generated to a folder using the Offline Lock Interface Module. The
programming of doors is accomplished by connecting a CIP (Computer Interface PAK) from the laptop/palmtop to
the iButton ports of the lock or to the USB port of the lock for AD-200 Series and CT-5000.

Follow these instructions to define a CM lock:

Note: The user needs at least read only permissions to the System Manager item for offline locks to see the offline
locks defined in the system.

1 Inthe option bar, select Hardware Map > CM Locks.
2 Inthe Grid window Offline Locks tab is activated. Click the + sign (insert button).

3 The CM Lock Definition window opens. This dialog allows the user to define new locks, and modify existing
definitions.
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Note: The status of Offline Device Licensing is checked.

If Offline Device Licensing is exceeded by adding this lock, a warning will be displayed adjacent to the
Installed check box and editing of all fields will be disabled until the Installed check box is cleared.

Fia CM Lock Definition
File Search Help
CM Lock Details | Area Access Timezones Holidays: | Automatic Overides Lockdowns

| =y =+l

|[GMT-|35:UEI] Eaztern Time [US & Canada) J
I6 4]
Credential Type
r [v B
i
i

|Default Templats J

-
[+ Installed: /1. A licensing error occurred. Hover over the icon to the left for details

The following error occurred while validating device licensing:

@ Authorized Offline Device Count exceeded. X Close

Please contact an SMS Dealer to obtain additional licenses,

Lock can be saved by unchecking the Installed checkbox.
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4 The window defaults to CM Lock Details tab.

a)
b)
c)

d)

[ # cM Lock Definition )

File Search Help

CM Lock Details | Area dccess Timezones Holidays | Automatic Ovenides Lockdaowrns

Description
|CM Lock 1

Mates

Model Area

|4D-200 [CM w/S000 Credentiaks) J |0 Site J ﬂ

Locale Timezone
|[GMT-DE:DD] Eastern Time [U5 & Canada) J

Relock Delay
3 il
Credential Tyupe

v Card [v iButton [~ PIN
* hagstipe

™ Proximity

M agstripe Template
|Default Template J

[~ thutomatic Dvemndes Credential Enabled

[ Installed:

@ & 5ave and Closel [F2 Save and New | x Close |

Description - Enter a description for the offline lock you are defining.

b

Notes - Enter notes associated with it.

Model - Click the browse button to select the model of the lock. On the Select a Model window, choose
the correct model by highlighting it and click OK.

Area - Select the area the lock is providing access to by clicking the expand button. You can create a new
area by clicking on the plus button (+). On the Create Area Definition ~ window, enter a description. Area
Type, Maximum Occupancy Count and Area State fields displays factory set information.

Note: Assigning an area is for organization and security purposes only, and is not used for assigning access
privileges to the lock. Giving a cardholder access to an area does not give him/her access to offline locks. In
the System Security program, When permissions to the All Areas Area Set under Area Set permissions
is set to Read Only or None, the Add Area button on this window is disabled.

e)
f)
9)

Locale Timezone - Click the browse button to select a locale timezone.
Relock Delay - Specify the number of seconds required to relock the lock.

Card Types - Select the technology supported by the lock. You need to select at least one of the available
technologies (Card, IButton or PIN). If you select the option Card, the radio buttons for Magstripe and
Proximity credentials are enabled. Select the credential technology that you are going to use for this
particular lock. Itis very important to select the appropriate technology, because you cannot mix Magstripe
and Proximity credentials on one lock. So, while adding access records for this lock, the system allows
you to add only those credentials with the technology you have specified here for the lock.



Chapter 4 System Maager

209

Once a credential has been added to the lock, both the Proximity and Magstripe radio buttons are inactive.
This prevents modification of the Lock credential technology type after a credential is attached. In order
to modify the credential technology after a credential has been added, the credential has to be removed

first.

J CM Lock Definition

S

File Search Help

Description

CM Lock Detal: | Area Access Timezones

Autormatic Ovenides

Lockdaowrns

oM Lock 1

Motes

Model

Locale Timezone

|AD -200 [Ch w5000 Credentials)

Relock Delay

|[GMT-05:EID] Easten Time (U5 & Canada)

|6

Credential Type

o
~

M agztripe Template

v LCard [1 Record)

[~ PIN

|Default Template

W Installed:

[

[ Automatic Overides Credential Enabled

(12 5ove i

X Close |

h) Magstripe Template - Each lock can use its own Magstripe template. Click on the browse button to
select a template. If the user changes a template that is already in use, the CM Lock credentials that are
entered manually will be affected. This field defaults to Default Template. Also note that if you have
selected Proximity as the credential type, the Magstripe Template field is disabled.

Note: For further information on Magstripe Template, refer to the Magstripe Template Definition section

in this chapter.

i)  Automatic Over rides Credential Enabled

- If this option is selected, the automatic override will be

enabled only with a valid card swipe. For example, if a door is scheduled to open at 8 AM, that door will
not unlock until there is a valid access transaction. This feature is useful at the event of unknown factors
like heavy snow etc. and the door need not be opened at the scheduled time.

Note: If the dialog is in edit mode when the user attempts to uncheck a technology that is supported by the
lock (Card, iButton, or PIN) and the lock currently has credentials attached to it with the technology, the user
will get an error message and will not be able to uncheck the box. The user must remove all of those
credentials from the lock before modifying the information. There is a number next to the checkbox that lists

the number of credentials attached to the lock that uses this technology.

5 The Installed option must be checked in order for the lock to become active in SMS.
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6

10

11

Next, you need to attach time zones to this lock. You can attach a maximum of sixteen (16) time zones per
lock. Select the Timezones tab on the CM Lock Definition window.

a) Select the + sign to add time zones. All the time zones (with single intervals) defined in the system are
displayed. Use the Search feature to easily locate time zones. The user can select and add multiple time
zones at the same time. Click OK.

Note: While defining Offline Lock Access, if you select a timezone that is not attached to the lock, the lock
will not be available for granting access.

Now you need to attach holidays to the offline lock. You can attach up to thirty two (32) holidays per lock.
Select the Holidays tab on the CM Lock Definition window.

a) Select the + sign to add holidays. All the holidays defined in the system are displayed. Use the Search
feature to easily locate holidays. The user can select and add multiple holidays at the same time. Click
OK.

b) Select an offline function to apply to the lock.
Passage - The offline device will allow access during the specified holiday.

Secured - The offline device will be locked and will not allow access through the door during the specified
holiday.

A Secured Lock Out - The lock will not allow access, but will allow people with special credential to go
through the door during the specified holiday.

Now add the Automatic Overrides to the lock. Clicking the + sign opens the Automatic Override
Definition window. Define the override and attach the timezone during which you want to unlock and lock
the door. The system allows you to attach a timezone with multiple intervals to an ARO, only if the timezone
interval is a spanning midnight timezone. A maximum of eight (8) automatic overrides and lockdowns are
allowed per lock. Once the total number of lockdowns and automatic overrides reaches the maximum number
(8), a new record can be added, but the user will have to replace it with an existing lockdown or automatic
override.

Note: CM locks do not allow the attachment of multiple AROs with same time schedule. The system also
does not permit AROs with overlapping time schedule attach to CM Locks. E.g. Ifthere is a timezone attached
to a lock with Monday - Friday; 10 AM - 5 PM schedule, the system does not again allow users to attach an
ARO with overlapping schedule (e.g. Friday - Monday; 8 AM - 11 AM), because the time and day overlap on
Monday and Friday between 10AM and 11 AM.

Now select the lockdown you want to attach to this lock. Click the + sign. The Select Lockdown window
opens.

7 Select Lockdown EI
File Help
Select Lockdown

* Lockdown

Lockdawn 1 J

Create Lock dowen
@ & 5ave and Closel Save and Mew | X Close |

Click on the expand button near the Lockdown field to select a pre-defined lockdown. The Create
Lockdown button allows you to define a new lockdown. Note that you cannot attach lockdowns with the
same time schedule to an offline lock. See the Lockdown Definition section for further details.

Select Save and Close to save the information and close the dialog. Select Save and New to save the
current information and enter new information. Select Close to close the dialog.
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Note: No information is saved until the user clicks the Save and Close, Save and New, or Save buttons.
If the user exists without saving, they will lose any selected holidays or time zones that were added or removed
during that session.

This Grid displays all CM locks defined in the system that the user has at least read only permissions to.
These permissions are determined by the area the lock is attached to. If the user has no permissions to the
area the lock is attached to, they will not be able to see that lock. This rule is applicable to the option CM

Locks by Area Tree also.

Adding Credentials to the Lock

If a lock is using only Magstripe and Pin credentials, while adding credentials, only those credential types are

available for selection. Click the % button (Create access records for selected records) located on the grid
window of System Manager, the Offline Lock Access Definition window is displayed. Select the timezone at
which access is allowed. Click the + sign in the Offline Credentials section, and only those type of credentials that
are specified in the CM Lock Definition window are available for selection.

“ Offline Lock Access Definition = B

File Help

CH Locks
Select the CM Locks for which offine lock access will be granted.

vDEI"I;CE Description Area Card |iButton| PIN Locale Timezone

uze Buiding B|[GMT-05:00) Easter..

Timezone to Grant Access
\wieekly hocess Bam - 5P J

Difline Credentials
Select the cardholders for which offline lock access will be granted. All credentials will be shown for the selected cardholders, but you may first check the
checkbox below ta only view nomal function credentials

+ X

Last Mame ‘ First Mame | Initial | Credential ID ‘ Stamped ID | Encoded ID | Keypad D | Offline Function
fhite Eruce 27 ] 222 ] Momal

< 3
@ [T Orly show nomal function (changing this clears results above) n Save and E\osel E Save and Mew | x Close |

1 aoffine credential(z)
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If you select multiple locks that support both Magnetic Stripe and Proximity Credentials for defining offline access,
the offline credential tab lists both the type of credentials, but will attach only supported credentials to the
corresponding lock. A report will be generated for the failed attempts to add credentials to the lock.

If a lock has mixed card credential types such as a proximity and Magstripe credential attached on one lock, when
upgrading the system, neither the proximity nor Magstripe radio button is selected. The user is given the option to
determine which type of Card credential the lock should use. The user is informed of the number of Magstripe and
Proximity credentials that is in use, and is prompted to select either Magstripe or Proximity credential types in order
to save modifications to the lock. When the user clicks the Save button, he/she is prompted to remove invalid
credentials from the lock. Based on the credential type selected, the user can remove the conflicting credentials
from the lock.

Select the checkbox Only show normal function in order for the Search to find only credentials with Normal
function.

View Access Records
Follow these instructions to view the access records for a particular CM lock:
1 Select an offline lock from the Grid and then right click to bring up a menu. Select View Access Records
option.
Wiew Access Records,.,

Expork Data...
Export and OpenData...

Select All Chrl+8
Deselect All

2 You can also access this option by clicking the View selected device access records button on the
navigation bar.

3 The system displays access records attached to the selected offline lock.

Note: The user must have read/write permissions to both System Manager and to the System Manager
security item Edit Offline Locks, in order to insert, update, or delete access records in this dialog.

Editing CM Lock Definition

1 To edit a lock definition, select CM Locks from the Option bar and double click on the definition you want to
edit from the Grid view. You can also select View > Grid Windows > Devices > CM Locks > View All
CM Locks.
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2 The CM Lock Definition window displays the selected definition. Make the necessary changes and, click
Save and Close.

File Search Help
IEM Lock Details | Area pocess Timezones | Haolidayz | Automatic Overides Lockdowns

Dezcription
| Uit Claset

Mates

b odel Area
|I:M Lack - 500 Credentials _| |thi|ity Closet Area

Locale Timezone
I[GMT-EIE:EID] Eaztern Time (US & Canadal

Relock Delay
C 24l
Credential Type

¥ Card v Button
{ Magstipe

& Prosimitg

t agztripe Template

IDefauIt Template

¥ Automatic Overides Credential Enabled
v Installed:

@l & 5ave and I:Iu:usel 2 Save and Hew | X Close

Also, a button to Create a new CM Lock duplicating information from the current lock is available at the bottom
left corner of the window. Click on this tab to open the Duplicate CM Lock window. This feature is discussed
in the Duplicate CM Lock Definition (on page 215) section.

Note: The duplicate option is only enabled during edit mode. When performing a duplicate option, only saved
information will be duplicated. If a lock was changed and then not saved and then duplicated, the new lock
wi || receive the duplicated | ockds |l ast saved informati

(o]
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Editing Timezone Intervals for CM Locks

The user can modify the timezone intervals that are attached to a lock. Double click on the record you want to modify
and make necessary changes in the Timezone Interval Definition window. Save your record.

Timezones with one interval

While the system allows to modify the time, days and holidays attached to a lock, it does not allow the user delete
any of this information. If the timezone has only one interval, it cannot be deleted. Intervals can be deleted only if
the timezone has two intervals.

Timezones with two intervals

For timezones spanning midnight, the system will not allow the user to modify the interval time that starts at 12.00
am and ends at 11.59.59 pm. The start time of the first interval and the stop time of the second interval can be
modified regardless of whether it is attached to a lock or not. In order to modify the weekdays of the timezone that
spans midnight, you need to delete one interval, change the weekdays of the existing interval, and then add the
second interval.
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Duplicate CM Lock Definition

The duplicate feature allows users to duplicate all the properties attached to a lock along with the area access rights.

Note : In order to copy properties of a lock to another lock, both locks must be of the same model and must use the
same credential type.

1 Select a CM Lock and click on the Duplicate Selected Record  button located in the toolbar. This opens the
Copy/Duplicate CM Lock  window. This window is also accessible while editing a CM Lock (double click on

a lock definition).
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Copy/Duplicate lock properties -
Select from the optiohs below to specify how the lock iz to be copied or duplicated.

% Mew Lock

—Mew Lock Properties
Mew Lock Description

|thility Clozet

Mew Lock Area
ILItiIit_l,I Clozet Area

¥ Copp Access Privileges

" Copy Lock

—Copy properties to ather lock[z]

Device D | Dezcription

I Save and |:|I:ISEI X Cancel |

There are two ways to duplicate the lock. The first option is creating a new lock duplicating the properties of
an existing lock by using the New Lock button.

2 Click on the New Lock button, and the New Lock Properties section is enabled. Enter a description for the
new lock.

Create New Area - Enable (enabled by default) this option if you want to create a new area for the new lock.
Enter the description for the new area in the field. By default the New Lock Area field will be filled with the
New Lock name + Area.

Example: If the new lock is named Reception Desk then when the cursor is put into the New Lock Area field
it will automatically say Reception Desk Area.
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Note: If user does not have at least read/write permission, they cannot add a new area.

3 Copy Access Privileges - This option allows you to copy the access privileges of the existing lock to the new
lock. Click Save and Close . The CM Lock Definition  window opens with the new lock information you
entered Copy/Duplicate CM Loc  k window.

Eile 5Search Help
II:M Lock Details | Area Access Timezones | Huoliday= ‘ Automatic Overrides Lockdowns

Dezcription
[Lock]

Mates

M odel Area
IEM Lock, - 1000 Credentials _l IFlecreatiun Room

Locale Timezone
I[GMT-EIE:EIEI] E aztem Time [IUS & Canada)

Relock Delay
C 24
Credential Type

[~ Card [v iButton
= Magshipe

= Proximity

I agztripe Template

IDefauIt Template

v Automatic Ovemides Credential Enabled
[ Installed:

@l [E Save and EIGSEI 2 Save and Hew | X Close

Explore all the tabs available on this window to verify that all the properties of the existing lock are copied to
the new lock. You can update any of this information, and the Save and Close button will be enabled to
update your changes in the system.
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Also click on the View Access Records button (System Manager>Hardware Definitions>CM Locks>Grid
section) to view the access records that are copied from the existing lock. You can also add/remove more
credentials to this lock by using the appropriate toolbar icons (+ or - signs).

Jid Access Records For: Reception Desk

[ 7 e b B ok =
| First Hame Last Hame |Initiall Encoded ID |Keypad ID Credential Tec
| d Caralyn

3456 | Proxirmity

|

1 record(z] from 1 uzer(g]

The second option is copying the properties and access privileges of a lock to another existing lock(s). Select
a lock that you want to copy, and open the Copy/Duplicate CM Lock window. Click on the Copy Lock button.

Now click on the + sign and add the lock(s) you want to update. Clicking the X button removes the selected
lock(s) from the list.

e Copy/Duplicate CW Lock(s) From Rece ption Desk

Copp/Duplicate lock properties -
Select from the optionz below to specify how the lock & to be copied or duplicated.

" Mew Lock

Mew Lock Properties

-

o Copy Lock

Copy properties to other lock(s)

Device 1D D' escription Alea

Lock 3 Vaul 1

<

& 5ave and Elosel x Cancel |
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5 Click Save and Close . The following confirmation message is displayed.

<> Both Settings and Access will be copied ko the 2 lock{s) in the list. All existing access and settings will be
\_‘/ cleared. Do you wank ko continue?

6 Click Yes to copy the settings and access of the selected lock to the target locks. The properties and access
privileges attached to the target locks will be overwritten. Once you click Yes, a confirmation message shows
the number of locks that are updated.

Define IP Locks

SMS allows the user to create offline (local decision) Direct IP reader devices (locks) from Assa Abloy within
hardware definitions. The local decision locks contain an embedded controller which is programmed from SMS via
Assa Abloy's Door Service Router (DSR) using the TCP/IP protocol.

The Assa Abloy IP-Enabled local decision Locks are available with standard 802.11 WiFi or Power over Ethernet
(PoE) TCP/IP connectivity. WiFi locks will communicate with the DSR on a set schedule except for events configured
in the DSR to alarm which will wake the lock and report. The PoE locks will communicate events to the DSR as they
occur. The SMS DSR Bridge Service (installed on the DSR host system) will communicate events and programming
data in near real-time between the Assa Abloy DSR and SMS. Events reported from the IP-Enabled locks will display
in the Transaction Monitor application if they are reported within 5 minutes of the current time. All IP-Enabled lock
events are recorded in Transaction History.

Follow these instructions to define an Assa Abloy IP-Enabled local decision (offline) lock:

Note: The user needs at least read only permissions to the System Manager item for offline locks to see the offline
locks defined in the system.

Manual Entry of IP Lock

1 Inthe option bar, select Hardware Map > Direct IP Locks.
2 In the Grid window Offline Locks tab is activated. Click the + sign (insert button).

3 The Add IP Lock window opens. This dialog allows the user to define new locks, and modify existing
definitions.
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Note: The status of Offline Device Licensing is checked.
If Offline Device Licensing is exceeded by adding this lock, a warning will be displayed adjacent to the
Installed check box and editing of all fields will be disabled until the Installed check box is cleared.

Z Add IP Lock - O

File Search Help

IDetaiIs | Autornatic Overides

Dezcrphion

[otes

Serial Murber Area
<Click to Expand: | idd..

Local Timezone
[GMT-05:00] Eaztern Time (U5 & Canada)

Delays: : ;
Al times ih seconds
Felock Extended Relock Held Open  Exit Bar Dogged Open
52 102 a0 a0
Lock Info:
M anufacturer: Unknowr
Group: IInknown
Model: Unknown
Supported Credenhals: Unknown
Credential Type: bl agztripe:; Prowinmity: iClagz: FIM:
Power Supply: [k nowr
Wireless: Yes Mo (@
Metwork Type: [Unk ot
Mortize Type: IInknown
Installed: L A licensing ermor occurred. Hover over the icon to the left for details

The following error cocurred while validating device licensing:
@ . . . x Close

Authorized Offline Device Count exceeded.

Please contact an SMS Dealer to obtain additional licenses.

Lock can be saved by unchecking the Installed checkbox.
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4 The window defaults to Details tab.

& Add IP Lack = | B o

File Search Help
Detail: | Holiday Set Automatic Overnides

Dezcnption
Motes
Serial Mumber Area
<Click to Expand: E]
L
Delays: : :
All times in seconds
Relock Estended Relock Held Open  Exit Bar Dogged Open
5= 102 IS IS
Lock Info:
M anufacturer: Unknown
Group: Unknown
Model: Unknown
Supported Credentials:  Unknown
Credential Type: i agztipe: Prosinmity; IClags: FIM:
Power Supply: Unknawn
Wireless: eg Mo @)
Metwork Type: Unknown
Mortise Type: Unknawn
Ehabled by First Person m: [
Installed:

E Save and Cloze [,17 Save and New

a) Description - Enter a description for the IP lock you are defining.

b

b) Notes - Enter notes associated with IP lock.

c) Serial Number - Enter lock Serial Number from the sticker on the lock or from Assa Abloy Lock
Configuration Tool (provided by Assa Abloy certified installer)
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d)

e)

f)

9)

h)

Area - Select the area the lock is providing access to by clicking the expand button. You can create a new
area by clicking on the plus button (+). On the Create Area Definition ~ window, enter a description. Area
Type, Maximum Occupancy Count and Area State fields displays factory set information.

Relock Delay - Specify the number of seconds required to relock the lock.

Extended Relock Delay - Specify an additional number of seconds required to relock the lock when
special access is specified (i.e. handicapped access).

Held Open Delay - Specify the number of seconds the lock can remain open before a Held Open event
is generated

Exit Bar Dogged Open Delay - Specify the number of seconds an exit bar (if lock is equiped with one)
can remain dogged before a Held Open event is generated

5 The Installed option must be checked in order for the lock to become active in SMS.

Automatic Entry of IP Lock

Perform any SMS database change or restart the SMS DSR Bridge service to cause the DSR Bridge Service to
sync the SMS and the DSR databases once a certified Assa Abloy installer has configured the IP Locks
using the Lock Configuration Tool (LCT) and verified that all locks are communicating withe the
Assa Abloy DSR.

1 New/ Unknown IP Locks will display as Unconfirmed in the LCT.

[ DsR Support Tool

Eile Edit Wiew Favoriter Tools Help

%~ B v & v Pagew Safety~ Toolsv @~

Welcome Admin | & | Help | @ Signout
ASSA ABLOY DsR support Tool
DSR Health DSR DB Health
Facility View | Configuration Settings » |  Decryption utility
Enter Serial Number @ « Lock List
B Access Points Total - 6 | Confirmed -5 | Unknown - 1 pending - 0

[Z1 IT247E8136PAOBCB

IT247E8136PAOBCB POE 1 - Assa Abloy - Pro SxPx External Powered
[ IT309E4165PCOBAB

IT309E4165PCOBAB WiFi 1 - Assa Abloy - Pro  SxPx Battery Powered
[Z1 IT315D02205C03AA

IT315D02205C03AA WiFi 2 - Assa Abloy - Pro  SxPx Battery Powered
[ IT424D80465C05AA

IT424D80465C05AA SxPx Battery Powered

[Z] PC410D01315F06AA

PC410D0131SF06AA  WiFi 4 - Assa Abloy - Pro  SxPx Battery Powered
[ PC410D0141SFO6AA

O O|o|j]C O @
AL N O R S
G G|~ 6 60 6O

PC410D0141SFO6AA  WiFi 3 - Assa Abloy - Pro  SxPx Battery Powered

2 An SMS database change or DSR Bridge service restart will load any new or unknown IP Locks with their
Serial Numbers into SMS and the locks will be displayed in the Direct IP Locks / Offline Locks tab.
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3 Locks will be entered as "Assa Abloy Local Decision Lock SN" followed by the lock Serial Number.

,_’,ESystem Manager - Connected - Registered with 5P

1 [=] E3
File Edit “iew Help

J

Areas freaTres | AmaSets | Cardholder Categaries | Timezone Tree | Haoliday Sets
Area Aooess Offline Lacks by Area Calback Setz |  SiteCodeSets | LockdownTiee | Controller Groups
Cardholders M 4 4 e o & ﬁ;@
Timezones, Holidays and Lockdowns it
bl Areas

Hardware Map

Site Codes and Callbacks

&)l Aveas | Cardholders with Access to Area | All Cardholders | Holidays | Oiffine Locks | Callback Mumbers | Contrallers in Group

I I R i I+ & & iy iew Verlical: ¢ View Horizontal:

S K I—

Device 1D | Description # [Card Enabled |Installed |Area

Wireless Senial Number

- - _| ocks Only

14821 |WiFi 1 - Azsa Abloy - Prox, Mag & PIN - SN IT303E 4165PCOBAR _ASSA ABLOY AREA IT303E4165PCOBAR
14822 |WiFi 2 - Azsa Abloy - Prox & PIN - SN IT35D02205C0324 _ASSA ABLOY AREA 1T 50 0220500344
14823 WiFi 3 - Assa Abloy - Prox & iClass - M PCAH 0001 415F0BAS _ASSA ABLOY AREA PCA10D0TH SFOEAA
14826 \WiFi 4 - Assa Abloy - Prox & iClass - M PCAH 0001 31 5F0BAS _ASSA ABLOY AREA PCA10D0T31 SFOEAA

4




224SMS Software Mantarsion 7.0.0

4
and lock details are displayed.

Double-click the newly discovered Lock to edit the Description. Note the Serial Number is now populated

FEdit IP Lock =
File Search Help
I Dietails | Holiday Set | Automatic Overndes | Wirelezs Connection Schedule
Description
MHotes
Senal Mumber Area
T 424D B04E5C054S, | |0ff Site - Aidd...
D elays: - ”
All imes in zeconds
Relock Eutended Relock Held Open  Exit Bar Dogged Open
= L= . =S . an:
rLock Info:
M anufacturer: ITS
Group: Sargent
Model: PG affling interface board
Supported Credentials: Prox, Feypad
Credential Type: Magstripe: ] Prosimity: [ iClass: PIM:
Power Supply: B atteries
Wireless: Yes (=0 Mo O
Metwork Type: DPAC 802.11bg
Mortize Type: Sargent 82276 martize
Enabled by First Person ln: [
Installed: [
| Save and Close | R cave and New | | X Close |
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rAEdit 1P Lock o=l

File Search Help

Digtails | Haliday Set | Autornatic Overrides | Wirelezz Connection Schedule
Dezcription
|WiFi lock 5 - Asza Sbloy - iClass & PIN - 5N 1T 424D 80465 CO5AA
MHaotez
Senal Mumber Area
|T 424080465 CO5AA | Off Site s pdd
rDelaps: - ;
Al times in zeconds
Relock Extended Relock Held Open  Ewit Bar Dogged Open
5= | ne| | ozl | 303

—Lock Info:

Manufacturer: ITS

Group: Sargent

Model: PG offling interface board

Supported Credentials: Prox, Keypad

Credential Type: Magstipe: [1  Prosimite: [ iClass: FiIM:

Power Supply: B atternies

Wireless: ez ) Mo ()

Metwork Type: DPALC 202.11bg

Mortize Type: Sargent 32276 mortize
Enabled by First Persan In: [
Installed:

| & Save and Cloze | | E Save and New | | x Close |




226 SMS Software Mandadrsion 7.0.0

5 The Installed option must be checked in order for the lock to become active in SMS. This action will also
cause the lock to become confirmed by the DSR.

| 5 D3R support Tool x [

File Edit Wiew Favorites Tools Help
[ IR ~ [ deb v Pagev Safety~ Toolsv @~

Welcome Admin | & | Help @ Signout

ASSA ABLOY DsR support Tool

DSR Health DSR DB Health
Facility View ‘ Configuration Settings » ‘ Decryption Utility
Enter Serial Number m « Lock List
= Access Points Total - 6 | Confirmed - 6 | Unknown - 0 Pending - 1

1T247E8136PA0BCB

IT247E8136PA0BCE POE 1 - Assa Abloy - Pro.  SxPx External Powered ) \/ >
IT309E4165PCOBAB

IT309E4165PCOBAB  WIFi 1 - Assa Abloy - Pro  SxPx Battery Powered (e} v >
1T315D0220SC0O3AA

IT315D0220SCO3AA  WiFi 2 - Assa Abloy - Pro  SxPx Battery Powered (o) v >

1T424D80465CO5AA SxPx Battery Powered Q ‘/
[E] PC410D0131SF06AA

PC410D0131SFOSAA Wi 4 - Assa Abloy - Pro  SxPx Battery Powered (o] v >
] PC410D0141SF06AA

PC410D0141SFO6AA  WiFi 3 - Assa Abloy - Pro  SxPx Battery Powered (o) v >

6  SMS will now also sync any Description change to the DSR which will also be reported in the DSR Support
Tool once synced.

@ D3R Support Tool ]

File Edit View Favorites Tools Help
- - O @ v Pagew Safetyw Tookv @

Enter Serial Number m « Lock List

B Access Points Total - 6 | Confirmed - 6 | Unknown - 0 Pending - 0

[E IT247E8136PA0BCE

IT247E8136PA0BCB POE 1 - Assa Abloy - Pro. SxPx External Powered
[E IT309E4165PCOBAB

IT309E4165PCOBAB WiFi 1 - Assa Abloy - Pro  SxPx Battery Powered
[E IT315D0220SCO3AA

IT315D0220SCO3AA  WiFi 2 - Assa Abloy - Pro SxPx Battery Powered

IT424D80465C05AA WiFi 5 - Assa Abloy - IClz  SxPx Battery Powered

[Z PC410D0131SFO6AA

PC410D0131SFO6AA  WIiFi 4 - Assa Abloy - Pro SxPx Battery Powered
[E PC410D0141SFO6AA

O O|C]OC O @

G Ol 6 60 6

LLIKS & K

PC410D0141SF06AA WiFi 3 - Assa Abloy - Pro  SxPx Battery Powered
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Configure IP Lock Settings

1 Select the Area the lock is providing access to by clicking the expand button. You can create a new area by
clicking on the plus button (+). On the Create Area Definition  window, enter a description. Area Type,
Maximum Occupancy Count and Area State fields displays factory set information.

SdEdit IP Lock
File Search Help
I Details | Haoliday Set Automatic Overides Wwireless Connechtion Schedule

Description
|W’iFi 5 - AgzaAbloy - iClass & PIN - SHIT4240 804850055,

Motes
Serial Mumber Area
IT4240 8046500548 | |LASSA ABLOY AREA == Add
—Delayps: - -
All times in reconds
Relock Eutended Relock Held Open  Ewxit Bar Dogged Open
= ms Ei . £l
rLaock [nfa:
M anufacturer: ITS
Group: Sargent
Model: PG offline interface board

Supported Credentials:  iProx, Keppad

Credential Type: Magstripe: []  Prosimity: [ iClass: PIM:
Power Supply: B atteries

Wireless: Yer (21 No (O

Metwork Type: DPAC 80211bg

Mortize Type: Sargent 82276 mortize

Erabled by First Person m: [
Installed:

| E Save and Close | ‘ EI Save and Mew | | x Cloze ‘
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2 Set the Relock, Extended Relock, Held Open and Exit Bar Dogged Open delays as desired (see

descriptions above).

A Edit IP Lock =] E3
File Search Help
Details | Haliday Set | Autamatic Overides | Wirelezs Connection Schedule
Drezcription
Senal Mumber Area
IT424DB0465 CORMA | |_.-'-‘-.SSA ABLOY AREA = Add...
—Delaps: - -
All imesz in zecondz
Fielock Extended Relock Held Open  Exit Bar Dogged Open
= mwsl | ozl | an
rLock Info:
M anufacturer: ITS
Group: Sargent
Model: PG offline interface board
Supported Credentials: iProx, Keypad
Credential Type: Magstripe: [ Prowimity: [ iClass: FIm:
Power Supply: Batteries
Wireless: Yes (=) No
Metwork Type: DPAC 802.11bg
Mortize Type: Sargent 82276 mortize
Erabled by First Perzon lr: [
Installed:
‘ Sawve and Cloze ‘ |]T_“ Save and Hew | | x Cloze | ‘
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3 Select the Holiday Set tab to add a Holiday Set to the IP Lock.

LA Edit IP Lock

File Search Help
Dietails | I Hualiday Set | Automatic: Ovemides | 'Wireless Connection Scheduls

Holiday Set: [{ylu]H)e FORIP L

‘ & Save and Close ‘ | [52 Save and Mew | | X Cloz= |
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4 Select the Automatic Overrides tab to add automatic overrides to the IP Lock.

S4Edit IP Lock M [=1 k3

File Search Help

[retails | Haoliday Set I,-'.\utu:.matic Overides | “wirelezs Connection Schedule
[+]-[«]E

Dveride Task ID | Description | Timezone |

"Trﬁ Automatic Override Definition

File Help
* Description
|um5
Motes
* Timezohe
0230 - 1200 MOM - FRI [A0R) _I

@I & save and E|DSEI [ Save and New | x Cloze |

Save and Mew ‘ ‘ x LCloze |

| & Save and Close |
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5 Select Enabled by First Person In on the Details tab if Automatic Overrides should be enabled by the

first Valid Access credential presented to the lock during the Override Timezone.

FAEdit 1P Lock M=l
File Search Help
IDetails | Haoliday Set | Autormatic Overides [1) | Yirelezs Connection Schedule
Drezcription
|WiFi 5 - Agzsa Abloy - Clazs & PIN - SM T 424080465 CO5AA
Mates
Senial Mumber Area
IT424DB04E5C05448 | |_.-’-'«S S4 ABLOY AREA = Add
—Delaps: - -
All imes in zeconds
Relock Estended Relock Held Open  Ewxit Bar Dogged Open
= myl | syl | Elif
rLock Info:
Manufacturer: TS
Group: Sargent
Model: PG offling interface board
Supported Credentials:  iProx, Keypad
Credential Type: Magstripe: [ Prozimity: [ iClass: PIM:
Power Supply: B atteries
Wireless: Yes (5 Mo i
Metwork Type: DRAC 80211bg
Mortize Typpe: Sargent B227E mortize
E nabled by First Person |n:
Inztalled: Autamatic Override will not begin until credential presented|
| n Save and Cloge | | E Save and Mew | | x Cloze | ‘
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6 Select the Wireless Connection Schedule tab (for WiFi locks only) to configure the sync schedule for IP
Enabled WiFi Locks.

FAEdit IP Lock
File Search Help

Detailz | Haliday Set | Autamatic Overides [1] IWirelegg Connection Schedule

Specify the day(s] and time(s) the wireless lock will connect to the system

rConnect Day(s]:
et Saturday
Tuesday Sunday
Wednesday
Thursday
Friday
rConnect Time(s]:
12:00 Abd Add
0600 Ak
1200 PM lm‘
0E:00 Phd
| & Save and Clase | | [ Save and Mew | | X Close ‘

Define Campus Locks

Refer to the section on Campus Locks for further information on defining Campus Locks.
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Magstripe Template Definition

SMS allows the user to define a Magstripe Template. The Magstripe template field allows the user to enable up to
16 of the 37 digits of the Magstripe template. Enabled digits will display in blue to indicate they are enabled. The 1
or 2 digits representing the issue code display in red. The issue code is 1 or 2 of the enabled digits. If the digits are

not enabled, then the issue code offset is not valid.

Follow these steps to define a Magstripe template:
1 Inthe System Manager main window, select Edit>Magstripe Template.

2 The Magstripe Template dialog opens. This allows the user to insert, modify, and delete Magstripe
templates. Factory set templates display in a light blue color. These templates cannot be deleted and,
only the Description and Notes fields can be modified.

3 Select the + sign. The Magstripe Template Definition dialog allows the user to define a new template.

a) Enter a description (this is a mandatory field) and notes for the new template. The description field allows
a maximum of 64 characters. The notes field allows a maximum of 255 characters.

b) Enable the digits that you want to use for the Magstripe card. Enabled digits will display in blue to indicate
they are enabled. If the user attempts to enable more than 16 digits a message is displayed.

¢) The user can enable or disable the issue code offset by using the Issue Code Offset Enabled  checkbox.
The 1 or 2 digits representing the issue code will display in red. If the digits are not enabled, then the issue
code offset is not valid. If the issue code offset is enabled, there is a user friendly control which helps the

user select one.

d) Tounselect all the digits of the template, right click and select the menu item Deselect All , which disables
all the selected digits.

74 Magstripe Template Definition E]
File Search Help

Description
Template

Notes

Magstripe Template

10 11 12 13 14

1 2 3 4 5 6 7 8 9 10 11 12 13 14
N | O O
15 |16 | 17 |18 |19 |20 |21 (22 |23 |24 25 |26 27 28

29 30 31 32 33 34 35 36 37

I Issue Code Dffset Enabled
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
1 2 3 4 S -] 7 8 9 JEON 11 EESN 13 IS 15 S

_@_’ [ save and Closel [E2 Save and New ' X Close [

e) The caption below the issue code offset control displays what the issue code is.
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Note: Only the odd positioned digits can be selected as the issue code offset because of limitations of the
firmware.

f) The Save and Close saves the current record and then closes the dialog. The Save and New button
saves the current record and then creates a blank one. The Close button closes the dialog without saving
the current record. The grid supports all the basic functions (sorting, column resizing and moving, column
saving, and exporting the data).

Note: The dialog saves the size and position when closed and re-opened.

Editing a Magstripe Template

1 To edit a template, select the record and double click on it. The Magstripe Template Definition window
displays the current record. Make your modifications and, click Save and Close .

Note: When you make changes to a Magstripe template that is already in use, you get a warning message
saying how many locks and credentials are affected. If you continue with the change, the Magstripe CM Lock
Credentials that were enrolled using the auto retrieve button will have their encoded ID re calculated with the
new template. If the credentials were manually entered, no changes are made to the encoded ID and the
credentials are invalid.

Deleting a Record

1 Select the record you want to delete, and select the minus (delete the current record) sign from the tool bar.

2 To delete multiple records at the same time, select the records by holding down the shift key and select the
minus sign.

Refresh

The refresh button allows the user to manually refresh the grid if needed. The grid does automatically refresh when
the user performs tasks, but the tool bar icon can be used in case another user makes a change.

Note: The user must have Read/Write to System Manager in order to add, modify, or delete records.

Device Status

Device status provides the operator a view of a single devices state at any point in time. The user has the option of
requesting and receiving status from reader, relay or contact. The status is displayed in a dialog box when it is
received.

1 Select a device (relay, reader, contact) and click the View Device Status icon located at the lower section
(grid section) of the main window of System Manager or highlight a device record, right click and select
Device Status option.

2 The Device Status dialogue is initiated in order to retrieve the most recent status for that device. Closing
and re-opening the dialog requires status to be requested again; therefore, the fields display a message that
says, the system is currently retrieving the device status until it has received the status or has timed out until
the status is retrieved.
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However, opening the dialog initiates the device status request for the selected device automatically.

".53 Status for Reader: 300 - Rdr on Ch 3
File Wiew Help
e

Communicating: ez

Keypad is Enabled: Mo

Report Shunt Status: Mot Shunted
Trigger Shunt Status: Mot Shunted

Status can only be requested from a single device at a time. There will be no grid display of status for multiple
devices. Transaction Monitor displays transaction when device status messages are sent to the System
Manager application.

21 Transaction Monitor - Connected - Main Demo Transaction Monitor, |'._||'E|E|
Fle View Current Transaction Tools Window Help

o R R % & -
mPEr Device and Dperator Transactions

% Transaction ... | Transaction Description | Device Controller Area Operatar Wideo Present

31,2007 10:18:00 AM  Reader Status Received nfa 300: Rdron Ch 3 299: Main board  0: Off Site nia

Q 3172007 10:17:35 AM Online Monitor Started nia 296: PPY-SD-KPIERCE  nja 0: Off Site Administrator, System  Ho

I Filtering: OFF | [Ma Fiters Selected [ awe ][ 3sznvinizziam ||

Editing records

In System Manager edit menu allows you to edit area states, door types, contact types, reader types, relay types,
badge technology, badge status and reader templates.

Note: While editing a record the records that are factory set come up in sky blue color. You cannot insert new
records or delete existing records in area states and door types.

1 Area State - Opens the Area State Definition window that displays all Area States that have been defined.
Examples are normal, strike and lock-down. Additions and deletions are not permitted. Modifications can be
made in this window.

2 Door Types - Opens the Door Type Definition window that displays all Door Types. Additions and deletions
are not permitted. Examples are pedestrian and car park barrier. Modifications can be made in this window.

3 Contact Type - Opens the Contact Type Definition window that displays all Contact Types. Examples of
contact types are REX and DOD. Additions and deletions are not permitted. Modifications can be made in this
window.

4 Reader Types - Opens the Reader Type Definition window that displays all Reader types that have been
defined. Examples are standard reader, entry reader or muster reader. Additions, modifications and deletions
can be made in this window.
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5 Relay Types - Opens the Relay Type Definition window that displays all Relays that have been defined.
Additions, modifications and deletions can be made in this window.

6 User Types (see "Defining User Types" on page 627) - Opens the User Type Definition window. The user
can enable and label required user types. This option is associated with Campus Locks.

7 Badge Technologies - Opens the Badge Technologies window that displays all Badge Technologies such
as magnetic stripe and proximity. Additions and modifications can be made in this window. Deletions are not
permitted.

8 Reader Templates - Readers are designated as templates when you have additional readers that will use
the same or very similar relay, contact, event trigger and override information. A template will duplicate the
information so that it does not have to be redefined each time a new reader is added to the database.

View

The View menu offers two drop down options, Tree Windows and Grid Windows. Each of these options offers
additional sub window selections. The Tree Windows are the top tabs of the main screen. The Grid Windows refer
to the tabs of the Information Grid that are located on the bottom section of the main screen. The user can open an
individual window or can display several pop up screens using this feature.

1

o N o o A~ W N

Tree Windows - The drop down options display pop up screens for the Area Tree, Area Sets, Callback
Sets, Cardholder Categories, Hardware Map, Holiday Sets, Site Code Sets and Time zones.

Grid Windows - This option includes sub windows for specific features.

Areas - Offers All Areas and Areas By Area Set.

Cardholders - All Cardholders, Cardholders By Category and Cardholders by Area

Devices - All Readers, All Contacts, All Relays, Readers By Area, Contacts By Area, Relays By Area.
Time Zones - Intervals In Time Zones, Edit Time zone Intervals and Holidays.

Callbacks - Display the Available Callback Number window.

Site Codes - Displays the Available Site Code window.

Search

1

Click on Search and select Find to search for a timezone. The following window opens.

7id Select a Timezone

Search criteria

FindMow |10 L

Leave the search criteria blank and click Find How to show all iecords.

¥ Timezone D ~

2 weekdays

' 0K ‘ X Cancel

3 recard(s) found
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2 The Advanced Find feature helps the operator to customize the search function. The operator can define
the searches and save them for a later use. The saved search criteria is displayed only for the operator who
defined it.

Using Advanced Find, you can build the search criteria by selecting appropriate entries from the drop down
list box and entering specific value in the value field. You have to select a specific field name, condition and
a specific search value.

Advanced Find feature uses Boolean logic to create complex and highly precise searches. Boolean logic uses
three connecting operators (NOT, AND OR) to narrow or broaden a search or exclude a term from the search.
It is the process of linking criteria to narrow or expand a search through the use of NOT, AND or OR.

The Advanced Find feature helps the operator to customize the search function. Operator can define the
searches and save them for a later use. The saved search criteria is displayed only for the operator who
defined it.

3 Click on the Advanced Find tab located on the top of the Search window.
4 Inthe Advanced Find window define the criteria you want to use.
a) If you want to search for Area ID=10, you need first select left parenthesis from the list box.

b) Parenthesis can be used to create nested search clauses. Using the Parenthesis one can override the
standard order of priority (left to right) for each Boolean statement in the search.

c) Select Area ID as the Field Name.

d) Select equal to (=) as the condition.

e) Enter the value as 10.

f)  Provide the closing parenthesis at the end.

g) If you would like to specify additional search condition you can select AND/OR from the list box.

h) If you enable the NOT check box the search result will display all the records except the ones mentioned
in the NOT search criterion.

E.g. if you want to search Area IDs between 10 and 20 and between 25 and 30 you can define the search
criteria as follows. Use the double parenthesis to nest a search clause.

((Area ID>10) AND (Area 1D<20))
OR ((Area ID>25) AND (Area ID<30))
When you run the search you will get records corresponding to area ID values 11 to 19 and 26 to 29.

5 When you are satisfied with the description, click Add to List button. If the criteria is not valid, it is displayed
in red under the Where Clause section. When the criteria becomes valid the font color changes to black.

6 Highlight the criteria and select Save as from the file menu. The User Searches window is displayed. The
existing Searches are displayed on this window. Now you can either select an existing search and overwrite
it or create a new search. To create a new search, click the plus icon. Enter a description for the new search
in the Definition window. Click Save and Close.

7 In the User Searches window the new search is listed. Click OK to return to the Search Criteria tab.

8 Click the drop down arrow to the right of the Advanced Find button. In the drop down list you can see your
saved user searches. Click on the one you defined now. The search results are displayed in the window. You
can define as many searches as you want. Each criterion you define should be different from the rest.
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Exporting Cardholder Search Results

Cardholder search results can be exported to your hard drive from the All Cardholders tab in the following
formats:.xml, html, txt, csv (comma separated value).

To export search results to your hard drive,
1 Run asearch and right click on the search results.

2  Click the Export Results option from the menu.

3 Choose the directory to which you want to save the results. Give a file name. Click the drop down menu to
choose an available file format.

4  Click Save to complete the action and the search results will be saved in your system.
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CHAPTER 5

Access Manager

Introduction

Access Manager is a tool that allows the user to add Cardholders to Categories, add Areas to Area Sets,
and assign access in a linking pattern between all of these objects. It is a dynamic association allowing later updates
to propagate through the structure. If an Area is added to an Area Set then all Cardholders (and Categories)
with access to that Area Set will then have access to the newly added Area. Also, if a Cardholder is added to a
Category then that Cardholder gains access to everything that the Category has been granted access. If the
access of a Category is updated so is the access for all members of that Category. Attributes, such as Timezone,

expiration date, offline credential functions, etc. are assigned via the linking process allowing for more dynamic
structures.

Note: In order for an operator to be able to grant membership and access, proper security group permissions are
required. See the appendix: Security Privileges for Managing Access for details.

Vanderbilt recommends using Access Manager for all access management.

Some access management functions may continue to performed via the Cardholder Definition and System
Manager applications as in previous versions of SMS. However, the Access Manager application consolidates
all these functions, adds new access management functionality and provides a more rich access management
environment.

Access management functions in the Cardholder Definition and System Manager applications may be removed
in future versions of SMS.

Accessing the application

1 Open the System Launcher (on page 95) software by double clicking on the Vanderbilt SMS icon on
your desktop.

2 Enter your assigned user id and password. In the Launcher window, double click on on the Access
Manager icon.
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Overview

Access Manager allows an operator to group Cardholders into Categories and Areas into Area Sets. The
grouping operation creates links between Categories / Cardholders and Areas / Area Sets. These links are
now dynamic, allowing later updates to one object, such as a Category or Area Set, to affect other objects or
properties to which the objects are linked.

Access Related Object Relationships

- < Linked Category « Area Set Access Area Sets

<] Area Set Memberships >

< Category Memberships

Direct Cardholder Area Access [> Areas
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Grouping

As the above diagram demonstrates, there are two types of grouping:

A Cardholders can be grouped into Categories
A Areas can be grouped into Area Sets

When a Cardholder is added to a Category that Cardholder is said to be granted membership to that Category.
When an Area is added to an Area Set it is said to be granted membership to that Area Set. Attributes are not
set with membership.

Example 1 : New employee, John Doe, has been hired as campus security. The operator places him in the
"Campus Security Officers" Category. John is now a member of the "Campus Security Officers" Category. No
attributes are defined.

Example 2 : The North Building has added a new cafeteria which has been added as a new Area called "Cafeteria,
North Building". The operator adds this Area to the Area Set "North Building". The "Cafeteria, North Building"
Area is now a member of the "North Building" Area Set. No attributes are defined.

Access

As the above diagram demonstrates, there are two types of access:

A Linked Access
A Direct Cardholder Access

Linked Access is defined as access derived from the link between a Category and an Area, a Category and
an Area Set or a Cardholder and an Area Set. When access is granted via a link, attributes such as Timezones,
expiration dates, etc. are determined for the link. All attributes of this link will be the same for every Cardholder
associated with it (unless Tweaked).

Direct Cardholder Access is defined as access derived from the link between a Cardholder and an Area. The
attributes such as Timezones, expiration dates, etc. are determined for the link and only affect the specific
Cardholder.

Example 3 : The "Campus Security Officers" Category now needs to have access to the North Building. The
operator creates linked access between the "Campus Security Officers” Category and the "North Building" Area
Set and defines the attributes for the linked access such as Timezone, activation date, etc. There is now linked
access between all the Cardholder members of the "Campus Security Officers” Category and all the Area
members of the "North Building" Area Set. Access attributes were defined when the link was created.

Example 4: John Doe requires additional access to the "Gate House of North Building" Area. This Area is not
part of an Area Set. The operator creates direct access between the Cardholder John Doe and the Area "Gate
House of North Building" and defines the attributes for the direct access.
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Note: Alllinked access is dynamic.

A I f a Caadded tol adGategorysat a later date, that Cardholder is granted all access of that
Category.

A | Areaislater added to an Area Set then any access granted via a link to that Area Set will then include
the new Area as well.

A 1 f a Carenbvesfton a Catagery, that Cardholder will no longer have any of the access granted
to that Category.

A | Areaisiremoved from an Area Set then access granted via a link to that Area Set will no longer include
the removed Area.

Example 5 : During the upcoming holidays the cafeteria in the North Building is going to be undergoing renovations.
No employees should have access to this Area during this time. The operator removes the "Cafeteria” Area from
the "North Building" Area Set. Now no one who was granted access to the cafeteria via a link to the "North Building"
Area Set will have access.

Attributes

Attributes are the specific rules governing when and how access is granted. Attributes are specified using the Area
Access Assignment Wizard whenever access is granted, either via direct or linked access. There are two types of
attributes: Online and Offline

Online Attributes

A Timezone - specifies during which timezone access is granted (also affects offline locks)

A Online Activation - specifies when the access was activated

A Online Expiration - specifies when the access will expire

A Access Blocked - Allows all access granted by the link to be blocked (including offline locks)
A Area States - Specifies which area state the area must be in for access to be granted

A Door Types - Specifies which types of doors can be accessed
Offline Attributes

A Normal - Opens a door for a specified time. The time span is defined by the Relock Delay set in the Offline
Lock Definition.

A Toggle - Opens a door and leaves it open until it is closed again by a toggle credential. It toggles a door
between locked and unlocked.

A Pass Through/Super User - Allows Users to pass through doors that are in secured lockout mode. It does
not matter if this mode was set by a door Holiday, or by a Freeze credential used when the door was secured.
A Pass Through credential will open the door for the specified relock time.

A Freezellockout -Di sables the keypad/credenti al reader. Only <cre
the door. Use a credential with AFreezed function to ret
lock a door, for example when the door was toggled open.

A One Time/Visitor - Opens the door only once with the Normal function. After the door relocked the credential
does not work anymore on this door. It can still work on other doors, until after it was used on these doors
once.

A Supervised -Fol |l ows the fAtwo person ruleod. Two supervised crea
open the door. The door stays open until the Relock Delay ends.

A Dogging - Has only a special function on electronic dogging bars. On these exit bars it keeps the push pad
pushed in and the door unlocked. Dogged works as Normal function on all other devices.

A Prohibit Access - Will not allow the credential to open a door, but it will register when the User of this
credential tries to do so. It always generates an Audit Event, and additionally sounds the Alarm when the door
is equipped with a horn.
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A CT Aux Normal - Operates only the Auxiliary relay of CT Controllers, but not the Main relay. The time span
the relay is activated is specified by the Relock Delay.

A CT Main and Aux Normal - Operates both the Auxiliary relay and main relay of Controllers. The time span
the relays are activated is specified by the relock delay.

A CT Aux Toggle - Operates only the Auxiliary relay of CT Controllers, but not the Main relay, and keeps that
relay open until closed again by a toggle credential.

A CT Main and Aux Toggle - Operates both the Auxiliary relay and main relay of Controllers and keeps those
relays open until closed again by a toggle credential.

Tweaking

Tweaking is a powerful tool that allows the operator to customize access on a one-on-one basis. The creation of
linked access assigns the same access attributes to all Cardholders that are granted access via the link. If the
operator wants to change the attributes for only one Cardholder in the group then the attributes for that Cardholder
need to be Tweaked. The operator can make changes as needed for a specific Cardholder, that will not affect the
rest of the group, by opening the attributes for that specific Cardholder. A column in the grid view indicates to the
operator when access is Tweaked. Tweaking is discussed further in later parts of this chapter.

Example : John Doe has been prescribed medicine that prohibits him from being around heavy machinery. He is
part of the "Campus Security Officers" Category which is linked to the "North Building" Area Set. The "North
Building" Area Set contains the "Machine Shop" Area, which John Doe can not have access to while on
medication. The operator can open John Doe's access records and Tweak it so he is blocked from the "Machine
Shop" Area. The access blocking will only affect John Doe and not anyone else in the "Campus Security Officers"
Category. John Doe's access record will show a check in the Tweaked box to let the operator know this access
link has been Tweaked.
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Working With Access Manager

The Access Manager main screen is subdivided into three sections, the options bar, the main view and the grid
view. The options bar is located on the left side of the screen and contains shortcut buttons that quickly open the
main and grid view that are associated with its topic. The main view is directly to the right of the options bar while
the grid view is located at the bottom of the window.

File Edit Search Help
Hu s+ - & TEM| R
Categon
=L Description Notes [Category 1D [Cardholder Count| ~
Accounting Categories 1 a7
ANl Cardholds 0 158980
Cardholder Category 3 10
¥|Security Category I

Area

Alldvea Access  Cardholder Membership | Area Links | Area Set Links | Offine Lock Access

I Y S AR

Cardholder ID Last Name First Name Initial]_Activation Date iation Date _|Access Blocked|Controlled Antipassback|[Special Access Privileges| Raw Data ~
> 1001 v
N 1001010010 10010 C ~ C
N 1001110011 1001 r ~ r
N 10012|10012 10012 r I3 r
| 1001310013 10013 r I C
H 10014] 10014 10014 r 12 r
H 1001510015 10015 r 12 C
H 1001610015 10016 r ~ r
N 10m7| 1007 10017 C ~ C
N 1001810018 10ms r ~ r
N 1001910019 10m9 r ~ r
| 10021002 1002 r I C
H 10020 10020 10020 r ¥ C
H 1026110261 10251 r 12 r
H 10262| 10262 10252 r ~ r
|l 1026310262 10263 r ~ r
|l 10264 10264 10264 r ~ r
N 10265| 10255 10265 r ~ r
N 10266 | 10256 10266 r I3 r
[ | 10267 10267 10267 r 12 r

v

< >

Category: 4 rows (1 selected) Cardholder Memberstip: 22 rows (1 selected)

Option Bar - Located on the left of the window. Contains shortcuts for Category, Cardholder, Area Set and

Area. The information displayed in the main view and grid view will depend on which option is selected in the option
bar.

Main View - Located on the right of the window. Displays descriptive information such as Category names,
Cardholder information, Area Set names and Area names. The arrow keys at the top of the main grid are used
to navigate between records. The plus and minus symbols can be used to add or delete a record and the grouping
and linking buttons can be used to assign membership and grant access.

Grid View - Located at the bottom of the window. Displays information on access, membership, Offline Lock access
and devices in a set of tabs. Access and membership can be granted and assigned from this view as well.
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Main View

The main view will display all the records currently in the database (up to maximum of 200 Cardholders). The
operator can add, delete, and modify records as well as grant access and assign membership from this view.

Navigation Buttons Add/Delete/Edit Buttons
= - Navigate to the first record * - Add a new record

« - Navigate back 10 records - - Delete a selected record
« - Navigate back 1 record - Edit the selected record

> - Navigate forward 1 record
» - Navigate forward 10 records

= - Navigate to the last record

Search/Refresh Buttons Linking/Membership Buttons
e - Refresh the main view ¢ - Assign access (Area Access Assignment
Wizard)

# - Search for a specific record
i - Grouping (Add Cardholder to Category
Wizard or Add Area to Area Set Wizard)

Columns

A Category / Cardholder / Area Set / Area - Name of the record in the SMS database
A Notes - Displays any notes on a record

A Category ID / Cardholder ID / Area Set ID / Area ID - Unique identifier of the record in the SMS
database (cannot be changed)



246SMS Software Mantarsion 7.0.0

Grid View

The grid view displays specific access information for whichever record is selected in the main view. If multiple
records are selected the grid view will be blank. The grid view is separated into a set of tabs that vary depending on
what is selected in the option bar. The information in the grid view will change depending on which of these tabs is
selected. The navigation, add, delete, edit and search buttons all work similarly no matter which tab is selected.

Navigation Buttons Add/Delete/Edit Buttons

= - Navigate to the first record + - Add access or assign membership (depending on tab)

« - Navigate back 10 records - - Delete access or remove membership (depending on
tab)

« - Navigate back 1 record

- Edit access
> - Navigate forward 1 record
» - Navigate forward 10 records

» - Navigate to the last record

Search/Refresh Buttons Block/Unblock Buttons
e - Refresh the grid view & - Unblock access
# - Search for a specific access record B - Block access

T - cardholders in selected Category only
t - Display details for selected record

All information displayed in the tabs of the grid view may be organized by any of the columns listed. Simply click on
the header of the column and the information will reorder itself. Click again to change the sort direction.

Example : The operator wants to see which access records are expiring soon for members of the "Management
Division" Category. The operator clicks on the Category option button and selects the "Management Division"
Category from the main view. The grid view now displays information on the members of this Category. The
operator then clicks on the All Area Access tab to view all the access records of members of this Category. The
operator then clicks on the heading of the Online Expiration column in order to see the information arranged by
expiration. The displayed data is resorted to present the access records with the soonest expiration at top and the

latest expiration on the bottom. The operator can easily see which members of the Category need to have their
expiration date updated.

Category

When the Category button is clicked, Access Manager will display information specific to Categories in both the
main view and the grid view.

All Area Access Tab

Displays all the access records of all Cardholders who are a member of the selected Category. Single access
records can be Tweaked from this tab. See the Tweaking Access Records section for details.

A Cardholder - Cardholder Name
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Area - Name of the Area for which the Cardholder has access

Timezone - Name of the Timezone attribute assigned to the access record

Access Type - ldentifies the method used to grant access to the Cardholder

Access Source - Names of the Category and Area or Area Set that are linked

Tweaked - Indicates if the access record has been Tweaked

Online Activation - Date that access granted by the access record becomes active

Online Expiration - Date that access granted by the access record expires

Blocked - Indicates that the access record has been blocked

Cardholder ID - Unique identifier for the Cardholder used by the SMS database (cannot be changed)
Area ID - Unique identifier for the Area used by the SMS database (cannot be changed)
Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)

> >y > > D> > D> > D> D> D> D>

Area Access ID - Unique identifier for the Area Access record used by the SMS database (cannot be
changed)

Cardholder Membership Tab

Displays all the Cardholders that are members of the Category. Double-clicking on a Cardholder will switch the

Access Manager to the Cardholder option with the selected Cardholder displayed. Note that Cardholders may be

members of more than one Category. Use the Cardholders in selected Category only filter button to display
Cardhol ders who are a member of the selected Cafhefiterry (and
will turn green when enabled (as shown below).

>

Last Name - Cardholder Last Name

First Name - Cardholder First Name

Initial - Cardholder Middle Initial

Activation Date - Date that access granted to the Cardholder becomes active
Expiration Date - Date the access granted to the Cardholder will expire

Access Block - Indicates if the Cardholder access is blocked globally

Controlled Antipassback - Indicates if the Cardholder is subject to antipassback rules
Special Access Privileges - Indicates if the Cardholder has Special Access Privileges
Raw Data - Raw card data of the Cardholder's card

Encoded ID - Encoded ID of the Cardholder's card

Stamped ID - Stamped ID of the Cardholder's card

Cardholder ID - Unique identifier for the Cardholder used by the SMS database (cannot be changed)
Notes - Notes entered for the Cardholder

> > > > > > > > D> D> D> D>
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Area Links Tab

Displays any Areas that are linked to the selected Category. Does not display any access granted by a link

between the Category and an Area Set, only between the Category and an Area. Access can be added,
removed or modified from this tab.

A

> > > > D> D> D>

Area - Name of the Area linked to the Category

Timezone - Name of the Timezone attribute assigned to the link

Online Activation - Date that access granted by the access record becomes active

Online Expiration - Date that access granted by the record expires

Blocked - Indicates if the access link is blocked

Area ID - Unique identifier for the Area used by the SMS database (cannot be changed)
Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)
Has Tweaked - Indicates that the Area has one or more Tweaked access records

Area Set Links Tab

Displays any Area Sets that are linked to the selected Category. Does not display access granted by a link
between the Category and an Area, only between the Category and an Area Set. Access can be added,
removed or modified from this tab.

A

> > > > D> > D

Area Set - Name of the Area Set linked to the Category

Timezone - Name of the Timezone attribute assigned to the link

Online Activation - Date that access granted by the access record becomes active

Online Expiration - Date that access granted by the record expires

Blocked - Indicates if the access link is blocked

Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)
Area Set ID - Unique identifier for the Area Set used by the SMS database (cannot be changed)
Has Tweaked - Indicates that the Area Set has one or more Tweaked access records
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Offline Lock Access Tab

Displays any links between the selected Category and any Offline Locks.

A Cardholder - Cardholder Name

A Area - Name of the Area for which a Cardholder has been granted access and contains an Offline Lock

A Timezone - Name of the Timezone attribute assigned to the link

A Raw Data - Raw card data of the Cardholder's card

A Offline Credential Function - Specifies if any Offline Credential Functions are active

A Access Type - Identifies the method used to grant access to the Cardholder

A Access Source - Names of the Category and Area or Area Set that are linked

A Blocked Reason(s) - Identifies the source(s) for any Cardholder blocked access to the Area

A Offline Lock - Name entered for the Offline Lock

A Badge Technology - Indicates the type of Offline badge technology used

A Encoded ID - Encoded ID of the Offline card

A Keypad ID - Unique identifier for the associated Keypad used by the SMS database (cannot be changed)

A Badge ID - Unique identifier for the Cardholder's Offline card used by the SMS database (cannot be changed)

A Badge Technology ID - Unique identifier for the Offline badge technology used by the SMS database
(cannot be changed)

A Device ID - Unique identifier for the associated Device used by the SMS database (cannot be changed)

A Area ID - Unique identifier for the Area used by the SMS database (cannot be changed)

A Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)

A Cardholder ID - Unique identifier for the Cardholder used by the SMS database (cannot be changed)

A Area Access ID - Unique identifier for the Area Access record used by the SMS database (cannot be
changed)

Cardholder

Initial click of the Cardholder button will open the Cardholder Search and Select dialog. Cardholder Search results
allow the operator to specify which system Cardholders should be loaded into the main view.

Display a specific list of Cardholders:

1
2
3

Fill in the search criteria fields.
Click the Find Now button.

Select the correct Cardholders from the displayed list.
OR
Click Select All to select all the displayed Cardholders.

Click OK. The Search window will close and the selected Cardholders will be displayed in the main view of
Access Manager.

Display all Cardholders (max 200):

1
2

Click the Find Now button without filling in any search criteria.

Click on the Select All button. All Cardholders will be selected.
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3 Click OK. The search window will close and all system Cardholders will be displayed in the main view of
Access Manager.

Note: The search will return a maximum of 200 Cardholders

Access Manager will display information specific to Categories in both the main view and the grid view.

All Area Access Tab

Displays all the access records of the selected Cardholder. Single access records can be Tweaked from this tab.
See the Tweaking Access Records section for details.

>

Area - Name of the Area for which the Cardholder has been granted access

Timezone - Name of the Timezone attribute used by the access record

Access Type - ldentifies the method used to grant access to the Cardholder

Access Source - Names of the Category and Area or Area Set that are linked

Tweaked - Indicates if the access record has been Tweaked

Online Activation - Date that access granted by the access record becomes active

Online Expiration - Date that access granted by the access record expires

Blocked - Indicates that the access record has been blocked

Area ID - Unique identifier for the Area used by the SMS database (cannot be changed)
Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)

> > > > > > > > > D>

Area Access ID - Unique identifier for the Area Access record used by the SMS database (cannot be
changed)

Category Membership Tab

Displays all Categories for which the selected Cardholder has membership. Double-clicking on a Category will
switch the Access Manager to the Category option with the selected Category displayed.

A Category - Names of the Categories for which the Cardholder has membership
A Notes - Notes entered for the Category
A Category ID - Unique identifier for the Category used by the SMS database (cannot be changed)

Direct Area Access Tab

Displays any direct access between Areas and the selected Cardholder. Does not display access granted by a
link between the Cardholder and an Area Set, only between the Cardholder and an Area. Access can be added,
removed or modified from this tab.

A Area - Name of the Area linked to the cardholder

Timezone - Name of the Timezone attribute assigned to the link

Online Activation - Date that access granted by this link becomes active

Online Expiration - Date that access granted by this link expires

Blocked - Indicates that the access link has been blocked

Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)
Area ID - Unique identifier for the Area used by the SMS database (cannot be changed)

Area Access ID - Unique identifier for the Area Access record used by the SMS database (cannot be
changed)

> >y > > > > D>
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Area Set Links Tab

Displays any Area Sets that are linked to the selected Cardholder. Does not display access granted by a link
between the Cardholder and an Area, only between the Cardholder and an Area Set. Access can be added,
removed or modified from this tab.

A

> > > > > >

A

Area Set - Name of the Area Set linked to the Cardholder

Timezone - Name of the Timezone attribute assigned to the link

Online Activation - Date that access granted by this link becomes active

Online Expirat ion - Date that access granted by this link expires

Blocked - Indicates that the access link has been blocked

Area Set ID - Unique identifier for the Area Set used by the SMS database (cannot be changed)
Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)
Has Tweaked - Indicates that the Area Set has one or more Tweaked access records

Offline Lock Access Tab

Displays any links between the selected Category and any Offline Locks.

A Area - Name of the Area for which a Cardholder has been granted access and contains an Offline Lock

A Timezone - Name of the Timezone attribute assigned to the link

A Raw Data - Raw card data of the Cardholder's card

A Offline Credential Function - Specifies if any Offline Credential Functions are active

A Access Type - Identifies the method used to grant access to the Cardholder

A Access Source - Names of the Category and Area or Area Set that are linked

A Blocked Reason(s) - Identifies the sources for any Cardholder blocked access to the Area

A Offline Lock - Name entered for the Offline Lock

A Badge Technology - Indicates the type of Offline badge technology used

A Encoded ID - Encoded ID of the Offline card

A Keypad ID - Unique identifier for the associated Keypad used by the SMS database (cannot be changed)

A Badge ID - Unique identifier for the Cardholder's Offline card used by the SMS database (cannot be changed)

A Badge Technology ID - Unique identifier for the Offline badge technology used by the SMS database
(cannot be changed)

A Device ID - Unique identifier for the associated Device used by the SMS database (cannot be changed)

A Area ID - Unique identifier for the Area used by the SMS database (cannot be changed)

A Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)

A Area Access ID - Unique identifier for the Area Access record used by the SMS database (cannot be
changed)

Area Set

Click the Area Set button to have Access Manager display information specific to Area Sets in both the main and
grid views.
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All Area Access Tab

Displays all the access records of the selected Area Set. Single access records can be Tweaked from this tab.
See the Tweaking Access Records section for details.

p>X

> > > > > > > > > D> P> D>

Cardholder - Names of the Cardholders linked to the Area Set

Area - Name of the Area for which the Cardholder has access

Timezone - Name of the Timezone attribute assigned to the access record

Access Type - ldentifies the method used to grant access to the Cardholder

Access Source - Names of the Category and Area or Area Set that are linked

Tweaked - Indicates if the access record has been Tweaked

Online Activation - Date that access granted by the access record becomes active

Online Expiration - Date that access granted by the access record expires

Blocked - Indicates that the access record has been blocked

Cardholder ID - Unique identifier for the Cardholder used by the SMS database (cannot be changed)
Area ID - Unique identifier for the Area used by the SMS database (cannot be changed)
Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)

Area Access ID - Unique identifier for the Area Access record used by the SMS database (cannot be
changed)

Area Membership Tab

Displays all Areas that are members of the selected Area Set. Double-clicking on an Area will switch the Access
Manager to the Area option with the selected Area displayed.

A

A
A
A

Area - Names of the Areas with membership in the selected Area Set

Notes - Notes entered for the Area record

Area State - Indicates the current the state of the Area

Area ID - Unique identifier for the Area used by the SMS database (cannot be changed)

Cardholder Links Tab

Displays any links between Cardholders and the selected Area Set. Does not display access granted by a link
between the Area Set and a Category, only between the Area Set and a Cardholder. Access can be added,
removed or modified from this tab.
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> > > > > > > >

Cardholder - Names of the Cardholders linked to the selected Area Set

Timezone - Name of the Timezone attribute assigned to the link

Online Activation - Date that access granted by the link becomes active

Online Expiration - Date that access granted by the link expires

Blocked - Indicates if the access link is blocked

Cardholder ID - Unique identifier for the Cardholder used by the SMS database (cannot be changed)
Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)
Has Tweaked - Indicates that the Cardholder has one or more Tweaked access records

Category Links Tab

Displays any Categories that are linked to the selected Area Set. Does not display access granted by a link
between the Area Set and a Cardholder, only between the Area Set and a Category. Access can be added,
removed or modified from this tab.

A

> > > > D> >

A

Category - Name of the Category linked to the Area Set

Timezone - Name of the Timezone attribute assigned to the link

Online Activation - Date that access granted by the link becomes active

Online Expiration - Date that access granted by the link expires

Blocked - Indicated if the access link is blocked

Category ID - Unique identifier for the Category used by the SMS database (cannot be changed)
Timez one ID - Unique identifier for the Timezone used by the database (cannot be changed)

Has Tweaked - Indicates that the Category has on one or more Tweaked access records

Offline Lock Access Tab

Displays any information on Offline Locks associated with the selected Area Set.

>

> >y > > > > > P> D> D> D> P> D>

Cardholder - Names of the Cardholders linked to the Area Set

Area - Name of the Area for which a Cardholder has been granted access and contains an Offline Lock
Timezone - Name of the Timezone attribute assigned to the link

Raw Data - Raw card data of the Cardholder's card

Offline Credential Function - Specifies if any Offline Credential Functions are active

Access Type - Identifies the method used to grant access to the Cardholder

Access Source - Names of the Category and Area or Area Set that are linked

Blocked Reason(s) - Identifies the sources for any Cardholder blocked access to the Area

Offline Lock - Name entered for the Offline Lock

Badge Technology - Indicates the type of Offline badge technology used

Encoded ID - Encoded ID of the Offline card

Keypad ID - Unique identifier for the associated Keypad used by the SMS database (cannot be changed)
Badge ID - Unique identifier for the Cardholder's Offline card used by the SMS database (cannot be changed)

Badge Technology ID - Unique identifier for the Offline badge technology used by the SMS database
(cannot be changed)
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Device ID - Unique identifier for the associated Device used by the SMS database (cannot be changed)
Area ID - Unique identifier for the Area used by the SMS database (cannot be changed)

Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)
Cardholder ID - Unique identifier for the Cardholder used by the SMS database (cannot be changed)

Area Access ID - Unique identifier for the Area Access record used by the SMS database (cannot be
changed)

> > > > >

Devices Tab

Displays any Devices associated with the selected Area Set

>

Device - Name assigned to the the Device

Device Type - Identifies the type of device

Area - Name of the Area containing the Device

Parent Device - Name of the parent Device, if any

Parent Device Type - Identifies the type of the parent Device

Device Capacity - Name of the device capacity (specifies the device feature set)

Device Template - Name of the template used to create the Device, if any

Description - Description entered for the Device

Port Number - Identifies the controller port number assigned to the device

Multi drop Address -

Local Number -

Serial Maxed -

Point Maxed -

Relay Maxed -

Installed - Indicates that the Device is active for use by SMS

Domain Suffix -

Device ID - Unique identifier for the Device used by the SMS database (cannot be changed)
Device Type ID - Unique identifier for the device type used by the SMS database (cannot be changed)
Area ID - Unique identifier for the assigned Area used by the SMS database (cannot be changed)
Parent ID - Unique identifier for the parent device used by the SMS database (cannot be changed)

> >y > > > D> D> D> D> D> D> D> D> D> D> D> D> D> D>

Device Capacity ID - Unique identifier for the device capacity used by the SMS database (cannot be
changed)

Device Template ID - Unique identifier for the device template used by the SMS database (cannot be
changed)

>

Area

Click the Area button to have Access Manager display information specific to Areas in both the main and grid
views.

All Area Access Tab

Displays all the access records of the selected Area. Single access records can be Tweaked from this tab. See
the Tweaking Access Records section for details.
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Cardholder - Names of the Cardholders linked to the Area

Timezone - Name of the Timezone attribute assigned to the access record

Access Type - ldentifies the method used to grant access to the Cardholder

Access Source - Names of the Category and Area Set that are linked

Tweaked - Indicates if the access record has been Tweaked

Online Activation - Date that access granted by the access record becomes active

Online Expiration - Date that access granted by the access record expires

Blocked - Indicates that the access record has been blocked

Cardholder ID - Unique identifier for the Cardholder used by the SMS database (cannot be changed)
Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)

> > > > > > > D> > D> D>

Area Access ID - Unique identifier for the Area Access record used by the SMS database (cannot be
changed)

Area Set Membership Tab

Displays all Area Sets for which the selected Area as membership. Double-clicking an Area Set will switch
Access Manager to the Area Set option with the selected Area displayed.

A Area Set - Name of the Area Set for which the selected Area is a member

A Notes - Notes entered for the Area Set

A AreaSetID - Unique identifier for the Area Set used by the SMS database (cannot be changed)

Direct Cardholder Access Tab

Displays any direct access between Cardholders and the selected Area. Does not display access granted by a link
between the Area and a Category, only between the Area and a Cardholder. Access can be added, removed or
modified from this tab.

A Cardholder - Names of the Cardholders with direct access to the selected Area

Timezone - Name of the Timezone attribute assigned to the direct access

Online Activation - Date that access granted by the direct access becomes active

Online Expiration - Date that access granted by the direct access expires

Blocked - Indicates if the direct access is blocked

Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)
Cardholder Id - Unique identifier for the Cardholder used by the SMS database (cannot be changed)

> > > > > > >

Area Access ID - Unique identifier for the area access record used by the database (cannot be changed)
Category Links Tab

Displays any Categories linked to the selected Area. Does not display access granted by a link between the
Area and a Cardholder, only between the Area and a Category. Access can be added, removed or modified
from this tab.

A Category - Name of the Category linked to the Area
A Timezone - Name of the Timezone attribute assigned to the link
A Online Activation - Date that access granted by the link becomes active
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> > > >

A

Online Expiration - Date that access granted by the link expires

Blocked - Indicated if the access link is blocked

Category ID - Unique identifier for the Category used by the SMS database (cannot be changed)
Timezone ID - Unique identifier for the Timezone used by the database (cannot be changed)

Has Tweaked - Indicates that the Category has on one or more Tweaked access records

Offline Lock Access Tab

Displays any information on Offline Locks associated with the selected Area.

>

> > > > > > > D> D> P> D> D

> > > >

Cardholder - Names of the Cardholders linked to the Area

Timezone - Name of the Timezone attribute assigned to the link

Raw Data - Raw card data of the Cardholder's card

Offline Credential Function - Specifies if any Offline Credential Functions are active

Access Type - ldentifies the method used to grant access to the Cardholder

Access Source - Names of the Category and Area or Area Set that are linked

Blocked Reason(s) - Identifies the sources for any Cardholder blocked access to the Area

Offline Lock - Name entered for the Offline Lock

Badge Technology - Indicates the type of Offline badge technology used

Encoded ID - Encoded ID of the Offline card

Keypad ID - Unique identifier for the associated Keypad used by the SMS database (cannot be changed)
Badge ID - Unique identifier for the Cardholder's Offline card used by the SMS database (cannot be changed)

Badge Technology ID - Unique identifier for the Offline badge technology used by the SMS database
(cannot be changed)

Device ID - Unique identifier for the associated Device used by the SMS database (cannot be changed)
Timezone ID - Unique identifier for the Timezone used by the SMS database (cannot be changed)
Cardholder ID - Unique identifier for the Cardholder used by the SMS database (cannot be changed)

Area Access ID - Unique identifier for the Area Access record used by the SMS database (cannot be
changed)

Devices Tab

Displays any Devices associated with the selected Area.

>

> > >y > > D> D> D> P> D

Device - Name assigned to the the Device

Device Type - Identifies the type of device

Parent Device - Name of the parent Device, if any

Parent Device Type - Identifies the type of the parent Device

Device Capacity - Name of the device capacity (specifies the device feature set)
Device Template - Name of the template used to create the Device, if any
Description - Description entered for the Device

Port Number - Identifies the controller port number assigned to the device
Multi drop Address -

Local Number -

Serial Maxed -
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A Point Maxed -

A Relay Maxed -

A Installed - Indicates that the Device is active for use by SMS

A Domain Suffix -

A Device ID - Unique identifier for the Device used by the SMS database (cannot be changed)

A Device Type ID - Unique identifier for the device type used by the SMS database (cannot be changed)

A Parent ID - Unique identifier for the parent device used by the SMS database (cannot be changed)

A Device Capacity ID - Unique identifier for the device capacity used by the SMS database (cannot be
changed)

A Device Template ID - Unique identifier for the device template used by the SMS database (cannot be

changed)

Add/Delete/Modify a Category

Click on the Category button on the options bar to add, delete, or modify a Category. The main and grid views
will be populated with Category related information. Select a Category and follow the steps below.

Add a Category:

1 Click on the * button in the main view. The Cardholder Category Definition window will open.

& Cardholder Category Definition
Eile Search Help

* Description
[

Notes

@ | X Cloze

2  Enter the Category name in the Description field.

3 Enter any additional descriptive information about the Category in the Notes field.

4 Click on Save and Close . The window will close and the Category will appear in the main view.
Delete a category:

1 Select the Category to be deleted from the main view.

2 Click on the - button in the main view. The Information window will open.

3 Click on Yes. The Category will be deleted and removed from the main view.
Modify a category:

1 Select the Category to be modified from the main view.

2 Click on the & button in the main view. The Cardholder Category Definition window will open.

3 Enter any changes into the Description or Notes fields.
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4 Click on Save and Close . The window will close and the Category will be modified.

Add/Delete/Modify a Cardholder

Click on the Cardholder button on the options bar to add, delete, or modify a cardholder. The main and grid views
will be populated with Cardholder related information. Select a Cardholder and follow the steps below.

Add a cardholder:

1 Click on the * button in the main view. The Cardholder Definition module will open. See the Cardholder
Definition chapter for details on adding a Cardholder.

Delete a cardholder:

1 Select the Cardholder to be deleted from the main view.
2 Click on the - button in the main view. The Information window will open.

3 Click on Yes. The Cardholder will be deleted and removed from the main view.
Modify a cardholder:

1 Select the Cardholder to be modified from the main view.

2 Click on the & button in the main view. The Cardholder Definition module will open. See the Cardholder
Definition chapter for details on modifying a Cardholder.

Add/Delete/Modify an Area Set

Click on the Area Set button on the options bar to add, delete, or modify an area set. The main and grid views will
be populated with Area Set related information. Select an Area Set and follow the steps below.

Add an Area Set:

1 Click onthe * button in the main view. The Area Set Definition window will open.

' Area Set Definition
File Search Help

* Description
[

Notes

@ X Close

2 Enter the Area Set name in the Description field.

3 Enter any additional descriptive information about the Area Set in the Notes field.

4 Click on Save and Close . The window will close and the Area Set will appear in the main view.
Delete an Area Set:

1 Select the Area Set to be deleted from the main view.

2 Click on the - button in the main view. The Information window will open.

3 Click on Yes. The Area Set will be deleted and removed from the main view.



Chapter 5 Access Manager 259

Modify an Area Set:

1 Select the Area Set to be modified from the main view.

2 Click on the & button in the main view. The Area Set Definition window will open.
3 Enter any changes into the Description or Notes fields.
4

Click on Save and Close . The window will close and the Area Set will be modified.

Add/Delete/Modify an Area

Click on the Area button on the options bar to add, delete, or modify an Area. The main and grid views will be
populated with Area related information. Select an Area and follow the steps below.

Add an Area:

1 Click on the * button in the main view. The Add Area Wizard window will open.

Ll Add Area Wizard

Enter the Primary Data for this Area
A Description must be entered and an Area State must be chosen befare you can continue.

= Description
|New Ared

Hotes

= #ea Type

|Normal J o %
*Area State
[Mormal Acoess |
@ X Cancel | ‘ Met > | Finish |

Enter the Area name in the Description field.

Enter any additional descriptive information about the Area in the Notes field.
Select the Area Type. See the Two Person Rule chapter for details.

Select the Maximum occupancy count (disabled for Normal Area Types).

Select the Area State.

N o g b~ wWwN

Click Finish. The window will close and the Area will appear in the main view.
Delete an Area:

1 Select the Area set to be deleted from the main view.
2 Click on the - button in the main view. The Information window will open.
3 Click on Yes. The Area will be deleted and removed from the main view.

Modify an Area:

1 Select the Area to be modified from the main view.
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2 Click on the & button in the main view. The Add Area Wizard window will open.
3 Enter any changes into the Description, Notes, or Area State fields.

4 Click Finish. The window will close and the Area will be modified.

Adding Cardholders to Categories

The Add Cardholder to Category Wizard is used to make a Cardholder a member of a Category. The wizard
can be opened in a variety of ways, depending on whether Category or Cardholder is selected in the option bar.

Accessing the Adding Cardholders to Categories Wizard from the Category
Option

1 Click on the Category button in the option bar.

2 Select the Category to be added to from the main view (multiple selections can be made if adding
Cardholders to multiple categories at once).

3 There are three options to open the wizard:

A Click on the Grouping button #;
OR

A Right Click on the main view and select the Add Cardholder to the Selected Category option;
OR

A Select the Cardholder Membership tab in the grid view and Click the + button in the grid view (not
available if multiple Categories are selected).

4 The Adding Cardholder to Categories wizard will open with the selected Categories in the Categories that
have been selected field.

Accessing the Adding Cardholders to Categories Wizard from the Cardholder
Option
1 Click on the Cardholder button in the option bar.
2 Search for Cardholders. See the Add/Delete/Modify a Cardholder section above for details.

3 Select the Cardholder to be added to a Category (multiple selections can be made if adding multiple
cardholders to a category at once).

4 There are three options to open the wizard:

A Click on the Grouping button #;
OR

A Right Click on the main view and select the Add the Selected Cardholders to Categories option;
OR

A Select the Category Membership tab in the grid view and Click the + button in the grid view (not available
if multiple Cardholders are selected).

5 The Adding Cardholder to Categories wizard will open with the selected Cardholders in the Cardholders
that have been selected  field.
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Using the Adding Cardholders to Categories Wizard

Once the wizard is open it can be used to group Cardholders into Categories. The wizard will already have either
the selected Categories or the selected Cardholders entered into its fields depending on if it was opened from the
Categories option or the Cardholder option. Additional Categories or Cardholders can be added beyond the
initial selection if desired.

1 Open the Adding Cardholders to Categories Wizard (see above for details on access in the wizard).

Add Cardholder to Category Wizard

Cardholders that have been selected

Cardholder ID | First M ame I Last Hame I
26 Bruce White

["Add Cardholders Y| Femove Cardhelders |

x Cancel | ¢ Back | Mext > | Firish |

2 Click the Add Cardholders button. The Select Cardholders search window will open.

w

Enter search criteria into the Search criteria  field (such as first name, last name, or Cardholder ID) or leave
the field blank to show all records.

Click the Find Now button.
Select Cardholders from the list. Hold down the Ctrl key to make multiple selections.

Click OK. The search window will close and the wizard will display the selected Cardholders.

~N o o b

Click Next . The Categories section of the wizard will open.

Add Cardholder to Category Wizard

Categories that have been selected

Category D | D escription | Motes
3 Sales
1 Accounting Personnel

Remowe Categories |

T Caiamer

x Cancel | < Back | Mext > | Finish

8 Click Add Categories . The Select Categories search window will open.
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9 Enter search criteria into the Search criteria  field (such as Category name or Category ID) or leave the
field blank to show all records.

10 Click the Find Now button.
11 Select Categories from the list. Hold down the CTRL key to make multiple selections.
12 Click OK. The search window will close and the wizard will display the selected Categories.

13 Click Finish . The selected Cardholders will be added to the selected Categories.

Note: At any time the Next and Back buttons can be used to change the selections or the Cancel button
can be used to abort the operation without making any changes.

Removing Cardholders from Categories

Remove a Cardholder from a Category using the Category button in the option bar:
1 Click on the Category button in the option bar.

Select the Category that will have a Cardholder removed from the main grid.

Click on the Cardholder Membership  tab in the grid view.

Select the Cardholder to be removed in the grid view.

Click the - button in the grid view. A warning window will open.

S O~ WN

Click Yes. The warning window will close and the Cardholder will be removed from the Category.
Remove a Cardholder from a Category using the Cardholder button in the option bar:

1 Click on the Cardholder button in the option bar.
Select the Cardholder to be removed from the main grid.

Click on the Category Membership  tab in the grid view.

2
3
4 Select the Category that this Cardholder will be removed from in the grid view.
5 Click the - button in the grid view. A warning window will open.

6

Click Yes. The warning window will close and the Cardholder will be removed from the Category.

Note: Removing a Cardholder from a Category will revoke all access linked to the Category

Adding Areas to Area Sets

The Add Area to Area Sets Wizard is used to make an Area a member of an Area Set. The wizard can be
opened in a variety of ways, depending on whether Area Set or Area is selected in the option bar.

Accessing the Adding Areas to Area Sets Wizard from the Area Set Option

1 Click on the Area Set button in the option bar.

2 Select the Area Set to be added to from the main view (multiple selections can be made if adding Areas to
multiple Area Sets at once).

3 There are three options to open the wizard:

A Click on the Grouping button H#;
OR
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A Right Click on the main view and select the Add Area to the Selected Area Set option;
OR

A Select the Area Membership tab in the grid view and Click the * button in the grid view (not available if
multiple area sets are selected).

4  The Adding Areas to Area Sets wizard will open with the selected Area Sets in the Area Sets that have
been selected field.

Accessing the Adding Areas to Area Sets Wizard from the Area Option

1 Click on the Area button in the option bar.

2 Selectthe Area to be added to from the main view (multiple selections can be made if adding Areas to multiple
Area Sets at once).

3 There are three options to open the wizard:

A Click on the Grouping button ;
OR

A Right Click on the main view and select the Add the Selected Areas to Area Sets option;
OR

A Select the Area Set Membership tab in the grid view and Click the + button in the grid view (not available
if multiple Areas are selected).

4  The Adding Areas to Area Sets wizard will open with the selected Areas in the Areas that have been
selected field.

Using the Adding Areas to Area Sets Wizard

Once the wizard is open it can be used to group Areas into Area Sets. The wizard will already have either the
selected Area Sets or the selected Areas entered into its fields depending on if it was opened from the Area Set
option or the Area option. Additional Area Sets or Areas can be added beyond the initial selection if desired.

1 Open the Add Area to Area Set Wizard (see above for details on access in the wizard).

Add Area to Area Set Wizard

Areas that have been selected
Area D | D escription ‘ Motes |

Add Areas ‘

@ XK Cancel ‘ || | |

2 Click the Add Areas button. The Select Areas search window will open.

3 Enter search criteria into the Search criteria field (such as Area name or Area ID) or leave the field blank
to show all records.
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Click the Find Now button.
Select Areas from the list. Hold down the Ctrl key to make multiple selections.

Click OK. The search window will close and the wizard will display the selected Areas.

~N o g s

Click Next . The Area Set section of the wizard will open.

Add Area to Area Set Wizard “

Area Sets that have been selected

Area Set D | Description ‘ Notes |
1 st Floor Offices

Add Area Sets ‘

X Cancel ‘ < Back || | | Finish

8 Click Add Area Sets . The Select Area Sets search window will open.

9 Enter search criteria into the Search criteria  field (such as Area Set name or Area Set ID) or leave the field
blank to show all records.

10 Click the Find Now button.
11 Select Area Sets from the list. Hold down the CTRL key to make multiple selections.
12 Click OK. The search window will close and the wizard will display the selected Area Sets.

13 Click Finish . The selected Areas will be added to the selected Area Sets.

Note: At any time the Next and Back buttons can be used to change the selections or the Cancel button
can be used to abort the operation without making any changes.

Removing Areas from Area Sets

Remove an Area from an Area set using the Area Set button i n the option bar:
1 Click on the Area Set button in the option bar.
Select the Area Set that will have an Area removed from the main grid.

Click on the Area Membership tab in the grid view.

2

3

4  Select the Area to be removed in the grid view.

5 Click the - button in the grid view. A warning window will open.

6 Click Yes. The warning window will close and the Area will be removed from the Area Set.
Remove an Area from an Area Set using the Area button in the option bar:

1 Click on the Area button in the option bar.
2 Select the Area that will be removed from the main grid.

3 Click on the Area Set Membership tab in the grid view.
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4 Select the Area Set that this Area will be removed from in the grid view.
5 Click the - button in the grid view. A warning window will open.

6 Click Yes. The warning window will close and the Area will be removed from the Area Set.

Note: Removing an Area from an Area Set will revoke all access linked to the Area Set

Granting Access

Access is granted using the Area Access Assignment Wizard. The wizard is opened in a variety of ways, depending
on which option is selected in the option bar. The wizard has five sections, one each for Categories, Cardholders,
Areas and Area Sets as well as a section for defining attributes. Depending on how it is accessed, the wizard
will only show some of these sections. Categories can be linked to Areas and Area Sets, Cardholders can be
linked to Area Sets and direct access can be granted from a Cardholder to an Area using the wizard.

Area Access Assignment Wizard

Once the wizard is open it can be used to create links and direct Cardholder access and to assign access attributes.
The wizard starts with the Category / Cardholder sections and moves forward to the Area Set / Area sections.
Whatever Cardholders, Categories, Areas or Area Sets have been selected in the main view will be
automatically added to the wizard in the appropriate section; Cardholders will be in the Cardholder section,
Categories in the Category section, Areas in the Area section and Area Sets in the Area Set section. Not
all sections of the wizard will be available at once. If accessed from the Category option, the Cardholder section
will be unavailable. If accessed from the Cardholder option, the Category section will be unavailable. If accessed
from the Area Set option, the Area section will be unavailable. If accessed from the Area option, the Area Set
section will not be available. The attributes section is always available, no matter how the wizard accessed.

Link Category to Area/Area Set

1 Click the Category button in the option bar.
2 Select a Category from the main view.
3 There are four ways to open the Area Access Assignment Wizard:

A Click on the Access Assignment button #;
OR

A Right-click in the main view and select the Insert Area Access to the Selected Categories option;
OR

A Select the Area Links tab in the grid view and Click + in the grid view (only allows linking to an Area, not
an Area Set);
OR

A Select the Area Set Links tab in the grid view and Click + in the grid view (only allows linking to an Area
Set, not an Area).

4  The Area Access Assignment wizard will open with the selected Categories in the Categories that have
been selected field.

5 Click Next . The Area section of the wizard will open. If not adding access to any Areas, skip this section
by clicking Next .

6 Click Add Areas . The Search for Areas window will open.
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10
11
12
13
14

15

Select any Areas for which this Category should be granted access.
Click Ok. The Search window will close and the wizard will have the selected Areas displayed.

Click Next . The Area Set section of the wizard will open. If not adding access to any Area Sets, skip this
section by clicking Next .

Click Add Area Sets . The Search for Area Set window will open.

Select any Area Sets for which this Category should be granted access.

Click OK. The Search window will close and the wizard will have the selected Area Sets displayed.
Click Next . The Assign Access Attributes section of the wizard will open.

Select the Timezone, Online Activation, Online Expiration and any other attributes for this access (see the
Attributes section above for details).

Click Finish . The wizard will close and the access will be linked to the Category.

Link Cardholder to Area Set / Grant Direct Access for Cardholder to Area

1
2
3

© 00 N o

11
12
13
14

15

Click the Cardholder button in the option bar.
Select a Cardholder from the main view.
There are four ways to open the Area Access Assignment Wizard:

A Click on the Access Assignment button ¢;
OR

A Right Click in the main view and select the Insert Area Access to the Selected Cardholders option;
OR

A Select the Direct Area Access tab in the grid view and Click + in the grid view (only allows granting access
to an Area, not an Area Set);
OR

A Select the Area Set Links tab in the grid view and Click + in the grid view (only allows linking to an Area
Set, not an Area).

The Area Access Assignment Wizard will open with the selected Cardholders in the Cardholders that have
been selected field.

Click Next . The Area section of the wizard will open. If not adding access to any Areas, skip this section
by clicking Next .

Click Add Areas . The Search for Areas window will open.
Select any Areas for which this Cardholder should be granted access.
Click Ok. The Search window will close and the wizard will have the selected Areas displayed.

Click Next . The Area Set section of the wizard will open. If not adding access to any Area Sets, skip this
section by clicking Next .

Click Add Area Sets . The Search for Area Set window will open.

Select any Area Sets for which this Category should be granted access.

Click OK. The Search window will close and the wizard will have the selected Area Sets displayed.
Click Next . The Assign Access Attributes section of the wizard will open.

Select the Timezone, Online Activation, Online Expiration and any other attributes for this access (see the
Attributes section above for details).

Click Finish . The wizard will close and the access will be linked to the Cardholder.
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Link Area Set to Cardholder/Category

o N o o

10
11
12

13
14

15

Click the Area Set button in the option bar.
Select an Area Set from the main view.
There are four ways to open the Area Access Assignment Wizard:

A Click on the Access Assignment button ;
OR

A Right Click in the main view and select the Insert Area Access to the Selected Area Sets option;
OR

A Select the Cardholder Links tab in the grid view and Click * in the grid view (only allows linking to a
Cardholder, not a Category);
OR

A Select the Category Links tab in the grid view and Click * in the grid view (only allow linking to a Category,
not a Cardholder).

The Area Access Assignment Wizard will open to the Cardholders section. If not adding access to any
Cardholders, skip this section by clicking Next .

Click Add Cardholders . The Search for Cardholders window will open.
Select any Cardholders that should be granted access to this Area Set.
Click Ok. The Search window will close and the wizard will have the selected Cardholders displayed.

Click Next . The Category section of the wizard will open. If not adding access to any Categories, skip
this section by clicking Next .

Click Add Categories . The Search for Categories window will open.
Select any Categories to which this this Area Set should be linked.
Click Ok. The Search window will close and the wizard will have the selected Categories displayed.

Click Next . The Area Set section of the wizard will open. The Area Set that was selected in the main view
will be displayed.

Click Next . The Assign Access Attributes section of the wizard will open.

Select the Timezone, Online Activation, Online Expiration and any other attributes for this access (see the
Attributes section above for details).

Click Finish . The wizard will close and the access will be linked to the Area Set.

Link Area to Category / Grant Direct Access Between Area and Cardholder

1
2
3

Click the Area button in the option bar.
Select an Area from the main view.
There are four ways to open the Area Access Assignment Wizard:

A Click on the Access Assignment button ¢;
OR

A Right Click in the main view and select the Insert Area Access to the Selected Areas option;
OR



268SMS Software Mantarsion 7.0.0

o N o o

10
11
12

13
14

15

A Select the Direct Cardholder Access tab in the grid view and Click + in the grid view (only allows granting
access to a Cardholder, not a Category);
OR

A Select the Category Links tab in the grid view and Click * in the grid view (only allows linking to a
Category, not a Cardholder).

The Area Access Assignment Wizard will open to the Cardholders section. If not adding access to any
Cardholders, skip this section by clicking Next .

Click Add Cardholders . The Search for Cardholders window will open.
Select any Cardholders that should have access to this Area Set.
Click Ok. The Search window will close and the wizard will have the selected Cardholders displayed.

Click Next . The Category section of the wizard will open. If not adding access to any Categories, skip
this section by clicking Next .

Click Add Categories . The Search for Categories window will open.
Select any Categories to which this Area Set should be linked.
Click Ok. The Search window will close and the wizard will have the selected Categories displayed.

Click Next . The Areas section of the wizard will open. The Area that was selected in the main view will be
displayed.

Click Next . The Assign Access Attributes section of the wizard will open.

Select the Timezone, Online Activation, Online Expiration and any other attributes for this access (see the
Attributes section above for details).

Click Finish . The wizard will close and the access will be linked to the Area.

Removing Access

Remove linked access using the Category option:

1
2
3

Click the Category button in the option bar.
Select the Category that will be losing access in the main view.

Select the Area Links tab in the grid view if removing access from an Area.
OR
Select the Are Set Links tab in the grid view if removing access from an Area Set.

Select the Area or Area Set that will no longer be linked to the Category in the grid view.
Click the - button in the grid view. A warning window will open.

Click Yes. The warning window will close and the access link will be removed.

Remove linked and direct access using the Cardholder option:

Click the Cardholder button in the option bar.

Select the Cardholder that will be losing access in the main view (use the search button to find Cardholders if
necessary).

Select the Direct Area Access tab in the grid view if removing access from an Area,;
OR
Select the Are Set Links tab in the grid view if removing access from an Area Set.

Select the Area or Area Set that will no longer be linked to the Category in the grid view.

Click the - button in the grid view. A warning window will open.
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6 Click Yes. The warning window will close and the access link will be removed.
Remove linked access using the Area Set option:

1 Click the Area Set button in the option bar.

2 Select the Area Set that will be losing access in the main view.

3 Select the Cardholder Link s tab in the grid view if removing access from a Cardholder;
OR

Select the Category Links tab in the grid view if removing access from a Category.
4  Select the Cardholder or Category that will no longer be linked to the Area Set in the grid view.
5 Click the - button in the grid view. A warning window will open.
6 Click Yes. The warning window will close and the access link will be removed.
Remove linked and direct access using the Area option:
1 Click the Area button in the option bar.
2 Select the Area that will be losing access in the main view.

3 Select the Direct Area Access tab in the grid view if removing access from a Cardholder;
OR
Select the Category Links tab in the grid view if removing access from a Category.

4  Select the Cardholder or Category that will no longer be linked to the Area in the grid view.
Click the - button in the grid view. A warning window will open.

6 Click Yes. The warning window will close and the access link will be removed.

Modifying Access

Modifying linked and direct access is done via the Modify Access Attributes window. Click the edit button in the grid
view or double-click a linked access record from any of the access tabs in the grid view to access this functionality.

The operator can change the attributes (see attributes section for details on each) of each link. All access records
connected to the link will be modified if any changes are made.

Modify linked access using the Category option:
1 Click the Category button in the option bar.
2 Select the Category that will be having access modified in the main view.

3 Select the Area Links tab in the grid view if modifying access for an Area;
OR
Select the Are Set Links tab in the grid view if modifying access for an Area Set.

Select the Area or Area Set for which the Category link will be modified in the grid view.

4
5 Click the B button in the grid view. The Modify Access Attributes window will open.
6 Make any changes needed to the attributes.

7

Click Finish . The modify access window will close and the access link will be modified.
Modify linked access using the Cardholder option:

1 Click the Cardholder button in the option bar.
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2 Select the Cardholder that will be having access modified in the main view.

w

Select the Direct Area Access tab in the grid view if modifying access for an Area;
OR

Select the Are Set Links tab in the grid view if modifying access for an Area Set.
4 Select the Area or Area Set for which the Cardholder link will be modified in the grid view.
5 Click the & button in the grid view. The Modify Access Attributes window will open.
6 Make any changes needed to the attributes.
7  Click Finish . The modify access window will close and the access link will be modified.
Modify linked access using the Area Set option:
1 Click the Area Set button in the option bar.
2 Select the Area Set that will be having access modified in the main view.

3 Select the Cardholder Links tab in the grid view if modifying access for a Cardholder;
OR

Select the Category Links tab in the grid view if modifying access for a Category.
Select the Cardholder or Category for which the Area Set link will be modified in the grid view.

4
5 Click the B button in the grid view. The Modify Access Attributes window will open.
6 Make any changes needed to the attributes.

7

Click Finish . The modify access window will close and the access link will be modified.
Modify linked access using the Area option:

1 Click the Area button in the option bar.
2 Select the Area that will be having access modified in the main view.

3 Select the Direct Area Access tab in the grid view if modifying access for a Cardholder;
OR
Select the Category Links tab in the grid view if modifying access for a Category.

Select the Cardholder or Category for which the Area link will be modified in the grid view.
Click the & button in the grid view. The Modify Access Attributes window will open.

Make any changes needed to the attributes.

~N o o b

Click Finish . The modify access window will close and the access link will be modified.
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Modifying Linked Access Containing Tweaked Records

When modifying linked access that contains a Tweaked record (see the Tweaking Access section for details) the
Modify Access Attributes window will have a new section at the bottom of the window:

Edit Category -to- Area Set Link [Sales -to- 1st Floor Offices]
= Madify Access Aftributes
* Choose the Area Access Timezone
|Always J
Online Activation Online Expiration
[ Brzems  =|[g42s1aM = [1zvzizes «|[nssseeM =
Offline Credential Functions
¥ Marmal [ Toogle [ Pass Through/Super User ™ Freeze/Lockout
™ Access Blocked Advanced »»

1 of this Link's 3 Area Access records ™ Preserve tweaked, ovenarite remaining
@ has tweaked attributes " Overvwite ALL i X Cancel: Finish

A Blue Text - Indicates the number of access records created by this link that have been Tweaked. This
information is to inform the operator that there are tweaked records attached to this link.

A Preserve tweaked, overwrite remaining - Tweaked records associated with this link will maintain ALL
existing attributes and will not be affected by the modification.

A Overwrite All - Tweaked records associated with this link will NOT maintain existing attributes and will be
modified along with the rest of the access records (i.e. they will cease to be Tweaked).

Example 1 : The operator is making changes to some of the access links. The Manager Category is linked to the
North Building Area Set with a Timezone attribute of Awake Hours. The operator needs to change this attribute to
Always. When the Modify Access Attributes window is opened for this link the operator sees that there is 1 record
that is Tweaked. The operator knows that this is because one of the Cardholder members of the Manager
Category is currently blocked. The operator does not want this Tweak to go away so he chooses the Preserve
tweaked, overwrite remaining option and clicks the Finish button. All the non-tweaked access records are updated
with the new Timezone while the Tweaked record is left the same: it is still blocked and its Timezone attribute
remains at Awake Hours.

Example 2 : The Employee Category is linked to the Engineering Area with a Timezone of Awake Hours and an
expiration date of 12/31/2009. Last week 3 members of the Employee Category were working late and had their
Timezone attribute Tweaked to Late Night. Now, over the weekend, the operator is updating the expiration date
attribute of the link to extend it to 12/31/2010. When the Modify Access Attributes window is opened for this link the
operator sees that there are 3 records that are Tweaked. The operator knows that these are the three employees
with the Tweaked Timezone attribute and he knows that in the coming week they will no longer need the later
Timezone. So the operator changes the expiration date and selects the Overwrite ALL option and clicks the Finish
button. All the access records are updated with the new expiration date and the three Tweaked records are
returned to their original Timezone attribute. There are now no Tweaked records in this access link.
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Tweaking Access

When a Cardholder is linked to an Area Set, or a Category is linked to an Area or an Area Set, a series of
access links are created. All the access records created by the link will share the same attributes, which are defined
when the link is created. The operator may want to change the attributes of only one of the access records created
by the link without affecting any of the other access records. The specified access record must be Tweaked.

Tweaking is performed from the All Area Access Tab in the grid view. All the access records of a Category,
Cardholder, Area Set or Area are displayed depending on which of the option buttons is selected. Double-click
on a record or select it and click the edit button to alter one of the records, without affecting the rest of the linked

records.

Tweaking Access Records

1 Select the access record to be Tweaked:
1. Select an option from the option bar.
2. Select a record in the main view.

3. Click on the All Area Access Tab in the grid view.

2  Select the access record to be Tweaked from the grid view.

3 Double-click the access record or click the & button in the grid view. The Modify Access Attributes window

will open.

4 Using the drop down boxes or the check boxes, change the first attribute. An information window will open

asking if you want to Tweak the attribute.

5 Click Continue .
appear in the Modify Access Attributes window.

The information window will close and the Reset Attributes to Owning Link's button will

6 Using the drop down boxes or the check boxes, make additional changes (if any) to attributes.

7 Click Finish . The Modify Access Attributes window will close and the access record will have a check in the

Tweaked box.

Resetting a Tweaked Access Record

1 Select the access record with Tweaked attributes from the All Area Access tab of the grid view.

2 Double-click the access record or click the  button in the grid view. The Modify Access Attributes window

will open.
Area Access
Modify Access Attributes
* Choose the Area Access Timezone.
|A\ways J
Online Activation Online Expiration
[ snzm0ma ~f[ sszstam = [rzsvzies | [1isasaem
COiffline: Credential Functions
v MNomal [~ Toagle ™ Pass Through/Super User [~ Freeze/Lockout
¥ #ccess Blocked Advanced »>

Reset Attributes to Owning Link's |

Il

3 Click the Reset Attributes to Owning Link's

x Cancel | Firish |

button. The attributes will reset.
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4  Click Finish . The Modify Access Attributes window will close and the access record will no longer have a
check in the Tweaked box.
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CHAPTER 6

Cardholder Definition

Introduction

The user friendly interface of the Cardholder Definition program allows the user to store the cardholder information
easily. The New Cardholder Wizard  prompts the user for all necessary cardholder data and provides step by step
instruction for adding a new cardholder record. The system allows a cardholder to have both online and offline
credentials. Offline credentials are used to give access to CM and CL locks. With the help of wizards, all data
regarding active and retired credentials, lock access, area access (available only in SMS Enterprise systems),
cardholder Categories and e-mail addresses are entered and retrieved effortlessly. The user can capture, edit and
store cardholder portraits and signatures. The Portrait Enhancement Utility takes the cropped image, enhances it
and then displays a selection of 15 photographs. Images can be exported out of the module and sent to any file on
your network. There are also options to duplicate cardholder information and print reports. The Advanced Find
method helps the user to achieve accurate search results using either simple or complex search options.

Accessing the application

1 Open the System Launcher by double clicking the Launcher icon on your desktop or go to Start >
Programs > Vanderbilt SMS > SMS Launcher 6.4.5.

2 The login window opens. Enter your user id and password.
3 Inthe System Launcher window, double click on the Cardholder Definition icon.

The user can set the Cardholder Definition program to open either in the Search mode or in the main screen.
This option is set under the Preferences menu of the main screen.

Preferences QglEls]
IUse alkernate Badge Printing Method (Datacard Brand Printers Only)
Use Alternate Badge Encoding Method {Datacard Brand Printers Only)

Start In Search Mode

To go to the main screen, close the search window, and the program opens the main Cardholder Definition
screen. Unselect the Start In Search Mode  option in order for the program to open the main screen by
default.
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Working with Cardholder Definition
,ﬁj Cardholder Definition | = |8 ﬁ:i_-‘

File Edit Search View Tools Preferences Help

*, 82 8 New Carcholder ¥ Delete Cument Cardholder
4 L B BEGE
Last Mame First Mame Imitial Motes
Eenjamin| | Fate ‘

Expiration D ate Cardholder [T

[12/3142199 ~| |5 2]

] Cantrolled Antipassback Enabled
Lockdown Passthru DISABLED

Signature Capture Date [UTC)

Activation Date
[ 141203 -

™ Access Blocked

Image Capture Date [UTC]

| 43072014 = [ sata4pu - [ as30/2m14 ~| [ e16:30PM

Retire Credential

® Sl

[~ Special Access Privieges

Online Credentials ] Offline Credentials I Retired Cledanl\als} Area Access] Offline Lock Access] Categaries | E-Mail Addresszes

Portrait

Badge Lapout

Signature

[\ T
5 t\.}g it
¢

1 Orilire Credential

The main screen displays the cardholder factory set and user defined fields (UDFs). The position of the fields are
arranged, modified and saved using the UDF Editor module. The lower section of the program displays individual
cardholder information regarding badge status, lock access, area access, cardholder category and e-mail

addresses.

Green, yellow and red color indicators are incorporated into the area access time zone and expiration

fields. A green indicator shows valid access, a yellow indicator means the access will expire shortly; and red

indicates that access has expired.

The system offers multiple options to add new cardholders into the system. You can use the cardholder wizard, tool

bars or main screen to accomplish the same task.

The Cardholder Wizard is a step by step feature that prompts you for all necessary cardholder data including
badge, area sets, area access, category information, image and signature capture. A second option for inputting
cardholders is the New Cardholder option. This allows you to input the information directly on the main screen.
The Duplicate Cardholder option is a quick and simple way to enter multiple cardholders who have the same
area access and belong to the cardholder category. The program copies these fields from the previous record to a

new cardholder record.

It will also replicate user defined fields that are marked for duplication in the UDF Editor module. The user can then

enter the new cardhol der déds name,

badge

and i mage

nf ormat.i

Removing multiple cardholder records simultaneously is easily accomplished through the Delete Cardholders

feature. All these features are described in detail later in this document.

Note: We recommend you to explore the tool bars icons, menu bar drop down options, hot keys and tabs to be

familiar with all the available options within the program.

[¢
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Add a new Cardholder

There are two ways to enter new cardholder information. They are, using the Cardholder Wizard and the Add
New Cardholder Options. The Cardholder Wizard will lead you step by step through its screens for cardholder
information. The Add Cardholder option allows you to enter information directly on the main screen. However
additional steps for image and signature capture are necessary.

New Cardholder Wizard

Note: Adding cardholders using the wizard is available only in SMS Enterprise systems.

The Cardholder Wizard screens prompts you to add cardholder information, user defined fields, to define badges,
add area sets and additional areas for access privileges, cardholder categories and image and signature capture.

1 Select File > Cardholder Wizard option or click the wand icon on the tool bar.

New Cardholder Wizard =

Last Name -
Benjarnin

First Mame

K.atd

Inial r
Activation Date

5/16/2014 M
Expiration Date
12/31/2193 - L

Cardholder ID
0

= Motes
_—

@ W Assign Areas and Area Sets after Finish Cancel | ‘ Mext > | Finish |

The Access Manager module is specially designed to make assigning direct and linked access easier (see
the Access Manager chapter for details), however it is still possible to assign access via the Cardholder
Definition application. Vanderbilt recommends using Access Manager for all access assignments.
Therefore, Vanderbilt recommends clearing the Assign Areas and Area Sets after Finish check box above.

a)

b)

c)

d)

The New Cardholder wizard shows all the available fields (the fields that you see on the main screen)
including the user defined fields.

Last Name is a required field on the first screen. If a User Defined field has been defined in the UDF
Editoras fiRequiredo, then UDF fields must also be

User Defined Fields are additional cardholder fields; examples of UDFs are Nick Name, Social Security
Number or Phone Extension. Please refer to the UDF Editor section for more information. You may
type in any of these fields to modify the information. In addition, the date fields offer a drop down calendar.
Use the down arrow to scroll for additional fields on the page.

The portrait capture date and signature capture dates are disabled as these dates are entered
automatically while adding portrait and signature.

entered

I f you want to block the <cardhol der @arthe AptienadAccessc ess pr i

Blocked.
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e) To enable anti-pass back feature check the box near the Controlled Antipassback Enabled /
Lockdown Passthru DISABLED option. If this field is unchecked the card is considered as a master
card and it will override the antipassback, global antipassback rules of the card readers. The card can be
used anywhere, any number of times. Also, if the the IPB LockDown function is in use (See the Internal
Push Button section of Contact Definitions for details) and the Passthru option is enabled the master card
will be able to gain entry to doors in LockDown mode.

There are 2 Options Available
Controlled Antipassback Enabled / Lockdown Passthru DISBLED
or

Controlled Antipassback Disabled / Lockdown Passthru ENABLED

2 Antipassback - Antipassback is a function that prevents cardholders from passing their card to another
person for illegal entry. The same card cannot be used at an entry or exit reader twice in a row. In other words,
once a card is presented at an entry reader, it must then be presented at an exit reader. If a card is presented
twice in a row at the same type of reader, no access will be granted. The Transaction Monitor will display an
anti-pass back violation transaction. It is commonly used at car park barriers and turnstiles.

3 Ifthe cardholder is a disabled person, select the option Special Access Privileges. The system identifies
valid card reads from cardholder's with special access privileges in order to allow access through specific
doors with longer GO Relay times (time door strike shall remain energized). The Transaction Monitor displays
transactions that differentiate a normal card swipe with a card swipe from a person with special access
privileges. If the field Special Access Privileges is selected, when the cardholder swipes his/her card the
foll owing transactions are displayed instead of the norm

A Valid Access i Special access privileges.

A Valid Entry i Special access privileges

A Valid Exit 1 Special access privileges

Setting up Special Access Privileges

a) Select the Special Access Privileges check box in the Cardholder Definition window.

b) In System Manager, select the reader you want to set up for assigning special access privileges. You
need to define the Event Triggers and Actions with increased access time for allowing the disabled person
to access through the door without any inconvenience.

c) With the reader selected, click on the Event Trigger Definition button from the toolbar.

HII-IP*I‘F‘W-I-—(’&%“%}EE

| ‘ Contacts At ‘ Relays At ‘ Device ‘ Read Event Trigger DEH"'iti':""r
Capacity Capacity D Deszcription |

d) The Event Triggers for .... window opens. Click on the + sign on the Event Triggers section to define
a new event trigger for Special Access Privileges feature.
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s Event Trigger, Definition

File Help

* Degcription

Special Accesy

Hotes

* Tranzaction Group

Access Granted Tranzactions

* Trahzactions

2 Transactions Selected - <Click to Change: J

= &ctive Timezone
|Weekday

@ & 5ave and Clnsal Save and Mew #< Cloze |

e) Enteradescription. Selectthe Access Granted Transactions group by clicking on the browse button.
In the Access Granted Transactions list, there are three transactions available for special access. If the
reader you are defining event triggers for is an entry or exit reader, you must select either Valid Entry or
Valid Exit transactions. These types of readers are used for creating evacuation reports. Click OK.

Select Transactions

Selected Tianzactions L

Walid Access

Walid Entry

Walid Exit

Walid Copy Machine docess
Accezz Under Duress

Entry Under Duress

b=t Under Duress

"-.-"-3| ! !
‘alid Entry, Special Access Frivilege
Walid Exit, Special Access Privilege

L=]
—ITH—IT—IT—IT—I

Select Al o OK XK Cancel
¢ | |

f) Click Save and Close on the Event Trigger Definition window.

g) Now define the action items for the event trigger. First action you need to define is Energize Relay.
Select the device and command to execute. The duration must be set to longer time period than the usual
settings to give enough time for the disabled person to go through the door without generating any alarms
(E.G 20 seconds). The second command is Turn LED Green. Here also set the duration to a longer
time. The duration setting sets the amount of seconds the relay will be energized. There are two
Commands that have to be programmed for the DOD Contact. The first is Contact Reporting
Disabled. This prevents the Contact Active transaction, which may be an Alarm, from being sent for
the amount of time that is set in the Duration of Seconds field. Again set the Duration time for 20
seconds. Once you have defined all the actions for the trigger, click the Close button to exit the window.
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4 You can continue add new cardholder process in the Cardholder Definitions program.

Assigning Areas and Area Sets

1 Next, select the Area Sets that you want to assign to the cardholder.

b)

c)
d)

e)

f)

Mew Cardholder YWizard E\

Area Sets that have been selected.

Area ... | D escription | “will Use Template | Timezone | Activ
2 Area Set 1 Yes NAS N

&l Im I

Add Area Sets | JJJ
@ Cancel ‘ < Back | U Mewts | Finish

Click Add Area Sets.

%

Choose the Area Sets from the Select Area Sets window. You can use the Search feature to locate
Area Sets easily. Click OK.

Click Next on the New Cardholder Wizard.

If you want to assign any other Areas additionally click Add Areas. Select the Areas and click OK.

Now select the Time zone, activation and expiration dates for the Areas. You can open the calendar using
the drop down arrow to select the dates. Use the up and down arrow to adjust the time.

Area Access Permissions E‘

* Choose the Area Access Timezone.

|A\ways

Activation E=piration

|
[1wazoos w][1zooaarm < [z o] [1esesap il o

*n E ;
™ Access Blocked

Advanced »»

x Cancel

Click Next on the New Cardholder Wizard.

2 File > Area Access > Add Area Access option activates the Area Access wizard. There are four
different options available on this window.

a)

b)

c)

Remove AreaSets-Removes the Area Set from the cardhol der 6s

Set the selected records so that they use the stored template values - This uses the template
values for Area Access permissions that have been defined in the System Manager module.

Set the selected records so that they do not use the stored template values - Allows the
user to change time zone, expiration values, area state and door types associated with the Area Access
permissions for the specific cardholder.
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d) Edit access permissions on the selected Areaset-Al | ows user to change the Ar
permission for the specific cardholder, provided you have chosen not to use the stored template values.

e) Your selections will be highlighted in blue color. After clicking OK, the wizard will return to the Area Set
window.

3 To delete Area Access, select an Area from the Area Access tab and choose delete.

Note: The Area Access tab in the cardholder main window displays only Areas; it will not display the Area

Sets assigned to that cardholder. This means that individual Areas that are members of an Area Set are listed

in the cardhol derdés Area Access tthebArea AccessAab egardiess of | only d
the fact that it may be in multiple Area Sets that have been assigned to a card. The three buttons are Add

Areas, Remove Areas and Edit Areas. Use the Add Area window when a cardholder needs access to a

specific area and that Area is not associated with any Area Sets that you have assigned to the cardholder.

You may want to skip this screen until you can review the Area Access tab.

4  Select Next to skip this step.

5 Inthe Area Search screen, type the area name in the criteria field or use Find Now to display all areas
that have been defined.

6 Highlight the Area and click OK. To add multiple Areas, hold the control key down while you make your
selections.

7 Click OK to display the Areas that have been selected.

Modify Area Access

1 Now, add this Cardholder to any Cardholder Category that is already defined in the system. You can assign
a Cardholder to any number of Cardholder Categories.

a) Click Add Categories. Select a category from the list and click OK. Add any number of categories you
want. Click Remove Categories to delete any selected categories.

b) Select File > Categories > Add to Category allows the user to add a cardholder record to a
cardholder category list.

c) Select File > Categories > Select a Category to delete a cardholder from a category

Area Access

1 The Area Access Permission window prompts you for Timezone and Access Expiration. To select
a different Time zone, use the browse button. To change the date, use the drop down arrow to access the
calendar. The up and down arrows will modify the time field.

2 Click the Advanced button to display all Area States and Door Types.

Note: If the Area Set(s) you selected is using an Area Access template, the template values will be
automatically assigned to the cardholder. The template is defined and assigned during the Area Set definition
section in the System Manager.

3 To assign a time zone and the access expiration time, on the Area Access Permissions window, choose
the Area Access Time zone. Select access expiration date and time. Click the down arrow near the date field
to display the calendar. Adjust the time using the up and down arrows.

4 If you want to block the access, select the check box near the Access Blocked field.

5 Click OK.
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Portrait Capture

Next step is capturing the portrait of the cardholder. Select Capture to display the Cardholder Image window.
Under the Source field, your choices are From File, From TWAIN Device or From FlashbusMV. Select
Capture on the Cardholder Image screen; the photograph is displayed. Tool bar icons offer Crop Image or Show
Crop Rubber band options. The rubber band is used to display a red dotted line. Drag the rubber band to the
crop position of your choice then select the Crop Image icon. Save, Cancel, Edit and Refresh are not available
at this point because the image is stored in memory. Look under the Tools menu for image and cropping choices.

a) Capture Image - Click this button to capture the image using the default chosen in the System Manager
Settings module. The choices are File, Twain Device or Flash Bus.

b) Crop Image - Opens the Portrait Enhancement Utility. Before selecting this option, verify that your Crop
Rubber band is placed on the image where you want to crop the photograph.

c) Cropping Rectangle - Displays the Crop Rubber band on the image. Drag and resize the rectangle
into the position that you want the image to be cropped.

d) Portrait Image Enhancer - This feature is enabled in the System Manager Settings module under the
SMS Image Settings tab. When a portrait is cropped, the user is presented with a selection of 15 pictures.
Using the Decrease and Increase buttons on the bottom, left of the screen will modify the pictures to make
them lighter or darker. Click on the picture of your choice. The window closes and you are returned to the
New Cardholder wizard Cardholder Image screen. If you are satisfied with the image select the Save
icon.

e) Save your changes and close the Cardholder Image window. The cardholder portrait is displayed on
the New Cardholder Wizard.

Signature Capture

Next, you can capture the signature of the cardholder. Click Capture. The Source choices are File, TWAIN Device
or SMS. If you select the option SMS, you need to have a signature pad connected to the COM Port of your PC. If
you select the option From File, the Signature folder is displayed by default. Select the file and click Open. The
signature is displayed on the Cardholder signature screen. Refer to the previous section in this manual for the tool
bar options. Save your changes and close the window. click Next on the New Cardholder Wizard.

Navigating Linked Access

Cardholder Definition also provides new functionality to jump directly to Access Manager in the appropriate location
for editing linked access.

1 Select the Area Access tab in the grid view

2 Select an Area Access record

3 Right-click on an access record with linked access:

4 The context sensitive menu will display with several options including 2 pertaining to the linked access:
A Goto Access Link P.0O.V. - Cardholder: CategoryName
A Goto Access Link P.O.V. - Area Set: AreaSetName
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Each option will launch Access Manager opened to the appropriate linked access source
(either the Category or Area Set which caused the linked access to be granted to the selected Cardholder)

# Cardholder Definition -
File Edit Search View Tools Preferences Help
'\ 28 @ New Cardholder ¥, Delete Current Cardholder

#HHH LB BER

Last Mame First Mame Initial Notes

|Black ‘J o ‘

Activation Date Expiration Date Cardholder 10

[ 5/ 82014 ~|  [1zmiunes = [m %]

™ Access Blocked Controlled Antipassback Enabled I~ Special Access Privileges

o Lockdown Passthiu DISABLED
Image Capture Date (UTC) Signature Capture Date (UTC)

|n/a J |na‘a = ‘n/a J |nfa =

UDFCrossReferenceTest

Driline, Crecdortials | Ofine Craertials | Retied Credentols Area #coess | Dffine Lack Acosss | Catenories | E-Mai Addresses (Pl
# Add Area ocess X Delele Area Access | € FA6E | ) | &
- Area Description © Area Access Timezone Blocked Activation Expiration Tweaked a}
| |Front Enterance /
R i [ o r |
Rear Enterance - e o s | W |
Export Data...
Export and Open Data... v
a >
Select All Ctrl+A
3 Area Access Fecords Deselect All

Ge To Access Link P.O.V. - Cardholder: Joe Black
Go To Access Link P.O.V. - AreaSet: All Enterancees

Credential Definition

Adding credentials is the final step in the cardholder insert wizard. Cardholders may be assigned more than one
active credential including one blank badge (a credential without an encoded ID or a stamped ID). SMS supports
both active online credentials and offline credentials (offline credentials are used for the offline locks). The offline
device does not communicate directly with the host controller. The manual programming of the device shall occur
at the reader location.

The system allows you to define same online and offline credentials for cardholders.

Note: Vanderbilt Enroliment Reader allows you to enroll both online and offline credentials. This device has
Magstripe, proximity, and iButton read heads and can be connected to a PC running the SMS software via a serial
port or via a serial->USB adapter that is included with the hardware.

Setting up Vanderbilt Enrollment Reader

The credential data is retrieved using either Enroliment Reader or Offline Enrollment Reader. This enrollment reader
is connected to a PC running the SMS software via a serial port or via an included serial->USB adapter. To use the
USB Port Adapter, you must first install the driver software on your computer. Once the driver has successfully
installed, you will need to restart your computer. This device has Magstripe, Proximity, and iButton read heads.

Connecting the hardware and determining the COM Port

1 Connect the USB Adapter to the USB Port of your computer.

2 Go to My Computer. Right click on My Computer , select Manage. This opens the  Computer
Management screen.
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3 On the Computer Management screen, select Device Manager>Ports (COM and LPT)>Serial on USB
Port (COM #) . It shows the specific COM Port that is used to connect the Enrollment reader.

L Computer Management g@

g Eile  fction  Wiew  wWindow  Help - & J
- BEEE 2 A =28
|@ Computer Management (Local) +]-i= Floppy disk controllers -~
- ﬂ Swstem Tools -+ Hurnan Inkerface Devices |
+- (]| Event Wiewer + IDE ATAJATAPI controllers
+] Shared Folders +] % Infrared devices
¥ % Local Users and Groups +-4 Keyboards
¥ Performance Logs and Alerts +- ) Mice and other pointing devices
g Device Manager + L Maoders
- & Storage + § Manitars
+] Removable Storage —|- B8 Metwork adapters
Disk. Defragmenter B8 AGH Yirtual Mebwork Adapter
Disk. Management B8 Intel(R) PROY1000 MT Mobile Connection
+ @& Services and Applications & Intel(R) PROWireless Z200BG Metwork Connection
+- [ PCMCIA adapters
= Ports [COM &LPT)
(;,i Commiunications Park (COML)
. Prinker Part (LPT1)
Serial On USE
+ ﬂ Processors
+-+_» SW Driver
+- @), Sound, video and game controllers N
3 | (2 + j System devices w

Setting up the Enrollment Reader in SMS

1 Open System Settings program. Choose the tab, Online Credential Options and Pin Calculator

2 Under the Enrollment Reader Settings

3 Now select the COM Port that is used to connect the Enrollment Reader. This Com Port must be the same

, select Enable Enrollment Reader

that you have determined in the previous step.
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4 In order to add credentials, the system needs to know the format of the credential. Click the browse button
near the Card Formats Used in the System field. It opensthe Card Formats Used in the System window.
Choose the card formats that you will be using.

’ System Settings - Lal_lﬁ’
File Help
Area States and Door Types I Badge Printing l Advanced Search I Campus Locks I
General l Cardholder Images I Signatures i Online Credentials I Offline Credentials I

Cardholder Definition online credential options

Enroliment Reader Settings: -
[ Enable Enrollment Reader
* Enroliment Reader

| -]

Credential Issuance Settings:

™ Retire Active Credentials on Insert of New Credential Record
[~ Enter Encoded ID and Stamped ID Later
[~ Auto Generate Stamped ID

C—

[T Credential Insert Partial Sutamation Mode (Hold Down Shift Key

v While inserting a new credential record default to the last used badge layout

Magstripe Credentials Input Method Card Formats Used in the System

IEncoded 1D Only L] |34-I:-it; Locknetic 16 digit (7 digits Site Coc _I

PIN Calculator Setting: Use Encrypted: [

« 0K X Cancel I

Active Online Credentials

Note: Online credential functionality is available only in SMS Enterprise systems.

Active online credentials are used for the readers that communicate directly with the host controller. Follow these
steps to define the online credentials.

Add credentials

1 Select the tab Active Online Credentials. Select Add Credential to open the Credential Definition
screen.
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Note: One credential per cardholder can be added without entering a stamped ID or an encoded ID. Check

the option AEnter the Stamped | D and the Encoded | D Lat
badge (a badge without a stamped ID or encoded ID) the Credential Definition window will not allow the user

to create another blank badge.

iz Credential Definition - Kate Benjamin

File Wiew Badge Help

Credential Technology

‘Magnet\c Shipe J
Encoded ID lzzue Code

23434 [1 2]
Stamped 1D Keypad ID

2245 B Jo A

Badge Lapout
‘< Click ta Expand>

[~ Enter the Stamped |D and Encoded [D Latsr

@JJ E Save and Elnsal Save and New | X Close |

a) Credential Technology - Click on the expand button to select the badge technology used for this
credential. Magnetic Stripe, Barium Ferrite, Proximity, iButton and PIN Only are available options.

P,

b) Stamped IDisthepre-pr i nt ed number | ocated on tehe back of the c

c) Encoded ID - Encoded ID is a unique numeric value that is required to add a credential to a cardholder
record. For instance, a proximity card has a chip programmed with the number. A magnetic stripe card
will have the number embedded in the stripe. The maximum value you can enter is 4294967295 for online
credentials.

d) Issue Code counts the number of badges issued to an individual cardholder. The original credential will
have Issue Code zero (0).

e) Badge Layout -This is a required field. Badge Layout displays the list of layouts that have been created
in the Badge Creation module.

Note: Privileges to select, view or print badges will be based on the operator's security group permissions
set in the System Security Module. When permission to a badge layout equals none, selecting, viewing or
printing that layout will be unavailable.

f)  Once you fillin the required fields, select Save and Close. Click Save and New to add another badge.
The information will display in the grid window. Once you are done with adding badges click Finish.

Active Credential Options

There are eight options available under the Active Credentials sub-menu. Selecting from the Active Badge sub-
menu links to badge fields and opens the Active Credential tab.

1 Select File>Active Credentials. The following are the menu options.
a) Add Credential - Opens the Credential Definition window.

b) Retire Credential - Highlight a badge then select this option to remove it from the Active Online
Credential tab and write it to the Retired Credential tab.
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c) Encode Magstripe - If the Magtek or JOMS magstripe encoder is connected this button will encode a
magstripe credential with the provided information. The Preferences section is used to define which Track
will be encoded. See below for more details.

d) Reset Anti pass back State-Ret urns the cardhol der6s anti pass back

e) Select Credential Layout - Opens the Credential Layout Description window that allows the
user to select a different layout.

fy  Print Credential - Allows user to send the highlighted credential to either the default credential printer
or a print queue.

g) Calculate Keypad Pin - Uses the Encoded ID of the highlighted badge to calculate a PIN number.
Standard or SMS PIN Encryption is defined in the System Settings module.

h) Edit Badge - Click on this option to edit badge technology and badge layout. Stamped ID, Encoded 1D
and Issue Codes are displayed as Read Only fields.

Offline Credentials

SMS supports offline readers which do not communicate with the host controller directly. So it is necessary to do
manual programming at the reader location. The user can create necessary downloadable files and upload to a
pocket PC. The data is transferred to a PDA by connecting to the serial communication port of the PC. The
programming of doors is accomplished by connecting a CIP (Computer Interface PAK cable) from the laptop/PDA
to the iButton ports of the lock. The system will not allow the users to assign different card technologies (Magstripe,
Proximity) on the same lock. For example, if a Magstripe credential is already assigned to a lock, the system will not
allow the user to assign a proximity card to the same lock and vice versa.

CM lock credential filition

Follow these steps to define CM Lock Credentials for cardholders. The first step in defining CM lock credentials is
setting up the Proximity and Magstripe card formats used in the system. This is set up in the System Settings
program. Custom card formats can be defined using the Card Format Editor application. If the card format is
unknown, the user can enter that card either by raw data or via an enrollment reader (Enrollment Reader or Offline
Enrollment Reader). The system saves the credential without deriving the Encoded ID, and this credential can be
used only on offline locks. It will not function on online locks.

The card formats can be selected using System Settings>Offline Credential Settings>Card Formats
Used in the System option.

Please refer to Card Format Editor section for further information on defining custom card formats.

There are four (4) credential technologies available for creating CM Lock Credentials. They are:

A Magnetic Stripe

A Proximity
A PIN Only
A iButton

Magnetic stripe and Proxty credential definition

Once you have set up the card formats in the system, you can start adding the credentials. If you have defined a
card format without a site code, you cannot manually enter the Encoded ID.

1 Select the Offline Credential tab. To define a new offline credential, select Add CM Lock Credential.
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Note: This field will be visible only if the user has at least read only rights to the System Manager security

item ABadgeso and has at |l east read on linythe grerifntheses i on's

conditions are not met, this field and the corresponding main menu options (File>Offline Credentials) will not
be available. Due to this the File>Offline Credential option is unavailable, even to users with the correct rights,
until the user selects the Offline Credential tab.

2 The CM Lock Credential Definition window opens.

CI CH Lock Credential Definition

File Help
Credential Technalogy
PIN Only J
PIN
23435678 Auto Retrieve
\ 2 | 2] | i
Offline Function
‘Normal J
| =
@ & 5ave and Closal Save and New | X Close |

Fill in the following fields:

a) Credential Technology - Select the type of credential technology. You can auto-retrieve the credential
technology using a Enrollment Reader or an Offline Enroliment Reader.

Note: Credential Technology field cannot be changed when you are editing a Credential Definition. The
credential must be retired and a new one should be created to change this field. This field must be entered
before saving the record.

A Encoded ID, Raw Data, PIN, or iButton - This field changes depending on the credential technology
you have selected in the previous step. If the Credential Technology you have selected is Magnetic Stripe,
Proximity or iButton, this field will be Encoded ID and Raw Data. You can specify the input method in the
System Settings>Offline Credential Settings>Magstripe CM Credential Input method.
Regardless of the input method selected here, both Encoded ID and Raw Data fields are visible on this
window. If you select the Input method as Encoded ID only, you cannot enter the raw data manually,
but you can retrieve the data using an enrollment reader.

tagztnpe CM Credentals Input Method

|Encoded ID Oy |
Erented (D bk
Raw Data Only
Encoded ID or Raw Data

3 If the input method is not selected in System Settings, both Encoded ID and Raw Data fields are available for
selection.

A Encoded ID- For this method, you enter a small number, ten digits or less, that is written on the card,
usually on the back side of the card. When the Encoded ID method is used, the raw data is automatically

generated using the Encoded I D and the Site Code

Encoded ID printed on the back. So this method can be used for those cards.
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Encoded ID can be entered manually or via a Enrollment Reader  or an Offline Enroliment Reader

If the system cannot recognize the card format of a card, the Encoded ID must be automatically retrieved
(or the user must manually enter the raw data on the card). The system cannot construct the raw data
without knowing the Encoded ID (Setting up Vanderbilt Enrollment Reader (on page 282)).

If the raw data does not match the selected card formats, the system still saves the data, but Encoded
ID will not be derived. The cards without Encoded ID cannot be used on online locks, but these cards will
still function on offline locks.

4 If you have defined a card format without a site code, you cannot manually enter the Encoded ID. In this case,
you must enter the raw data or use the auto retrieve method. The reason is that when the system tries to
construct the raw data from the Encoded ID and site code and if there is no site code, the raw data will be
incomplete. If the site code is incorrect, the raw data will also be incorrect and the credential will not get access
to any locks. If you want to create a credential for a card that has a different site code than the one defined in
System Settings for that format, you must enter the raw data or use the auto retrieve method. That is because
the system uses the site code extracted from the raw data instead of the one defined in System Settings for
those methods.

Note: The site code defined in System Settings is only used when using the encoded ID input method.

A Raw Data - Raw data can be entered manually or via an enrollment reader. You must enter all the data
from the Magstripe track. The same rules for securing Encoded ID is applied for Raw Data field. If you
have Read/Write permissions to Encoded ID field, you can edit Raw Data too.

The following are the rules for entering raw data for different credentials:

a) Magstripe - Characters between 0-9 and a few symbols (<, >, =) are valid. The value should be minimum
one (1) character | ong and can contain a maximum of f ol
cardw/7-d site codeo has the raw data written on the front

While using the raw data method, you must enter the exact number of characters on the card. If you have
the fiLocknetic 16d ddigtid sc onheggd cchefdi wéd& i n the System Set
(16) digits or you will get an error message.

ifiThe Magsritpe Credenti al does not match any of the Ma

When you create a Magstripe credential (by using raw data or auto retrieve method) for the first time
without a site code, you will be prompted to save the site code for that format If you click No, then this
message will be displayed the next time you create a Magstripe credential and you will still not be able
to use the Encoded ID input method.
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b) Proximity - For a proximity card, characters between 0-7 are valid and the value must be sixteen (16)
characters long.

c) iButton - For iButton credentials, you can use characters between 0-9 and a-f. The value must be sixteen
(16) characters long.

5 Auto Retrieve - This button is used when you are using the offline enrollment reader to extract the data
from a card. Click the Auto Retrieve button to automatically retrieve the Encoded ID, PIN or iButton ID by
attaching an enrollment reader to the computer through a serial port. When the user touches the button or
swipes a card at the reader, the system generates the value automatically. The card format and credential
technology also can be retrieved using this method. When the manual entry method is used, the user enters
the raw data on the card and the system converts it to Encoded ID. When the auto retrieve method is used
the complete data on the card is stored in the system.
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Note: The Auto-Retrieve button is not applicable to Enroliment Readers. If you are using Enrollment Reader,
the data will be retrieved when you just swipe the credential or show the credential at the reader. In order for
the Enroliment Reader to function properly, you need to set the COM Port and Card Format correctly in
System Settings (Setting up Vanderbilt Enroliment Reader (on page 282)).

6 Once a credential has been created, you can see Encoded ID and Raw Data on the Cardholder Definitions
main screen.

A Creating iButton CM Credentials

7 iButton - The raw data that you enter in this field must be sixteen (16) digits in length and can only have
hexadecimal characters (0-9, a-f). You can enter the raw data or automatically retrieve it using Enrollment
Reader or Offline Enrollment Reader. For iButton credentials, Encoded ID cannot be entered manually. The
system will not be able to derive the raw data without having information like site code and family code.

A Creating PIN Only CM Credenti  als

8 PIN - This field is for PIN Only credential types. It must be numeric value between X and 8 digits. X = a setting
in System Settings under Offline Credential Settings called Minimum PIN Length. The minimum number of
digits that the system allows is three (3). The smaller the minimum length, the smaller the amount of PIN
number the system can have.

The system supports both 12 button and 6 button keypads. Also, it is highly recommended to use the Auto
Retrieve option to generate the PIN, and not to use birth dates or other restricted or easy to guess sources.
The system uses the Minimum PIN Length specified in the System Settings while generating the PINs.

A COM Settings

1 The COM Port must be configured in System Settings under the Offline Credential Settings tab called
Offline Enrollment Reader COM Port. If the COM Port is not configured correctly, the feature will time out after
a set amount of seconds.

2 The time-out period can be set under System Settings> Offline Credential Settings >Offline
Enrollment Reader Time-out. The default is 5 seconds, but you can change this value to have enough
time to swipe the credential. The time-out starts as soon as the button is clicked.

3 If this feature is used only for proximity cards, the setting in System Settings>Offline Credential
Settings>Proximity Card Format must be selected. If this field is set incorrectly, an error will occur and
the system cannot retrieve the Encoded ID from the badge.

Note: This is a required field.

a) Stamped ID - This field is enabled only for card credential types; it is the number actually printed on the
badge.

Generating Stamped ID Or Encoded ID Automatically

The encoded ID and Stamped ID fields can be generated automatically by enabling a setting in System
Settings > Offline Credential Settings>Stamped ID Modifier. Enter a value in this field which functions as
the modifier of the stamped ID or encoded ID. It works by taking the Encoded ID and subtracting the
Stamped ID Modifier to get the Stamped ID and vice versa.

If the above option is enabled, when the Encoded ID is entered by the user, the Stamped ID will
automatically be generated using the above calculation. If the Stamped ID is entered by the user, the
Encoded ID will be automatically generated.

Note: This field must be between 0 and 2,147,483,647. If the Stamped ID modifier makes this field greater
than 2,147,483,647, the field will just be 0 then.

b) Keypad ID -This field is only enabled for Card and iButton types. The Generate Keypad ID button
can be used to automatically generate the Keypad ID.
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Note: Keypad ID also can be generated. It follows the same input rules as the PIN Encoded ID above. Keypad
ID value zero means there is no keypad ID. A cardholder can have two credentials with same Encoded IDs
as long as the Keypad IDs are different.

c) Offline Function - Click on the expand button to select a function the offline credential will perform when
the cardholder presents the credential at the door.

Note: This is a required field.

These are the offline functions available.

Normal - Normal opens a door for a specified time. The time span is defined by the Relock Delay set in
the Offline Lock Definition.

Toggle - Toggle opens a door and leaves it open until it is closed again by a toggle credential. It toggles
a door between locked and unlocked.

Freeze-Freeze disables the keypad/credential reader. Only
the door. Use a credenti al with AFreezeo function to r
not lock a door, for example when the door was toggled open.

One Time Use - One Time Use opens the door only once with the Normal function. After the door
relocked the credential does not work anymore on this door. It can still work on other doors, until after it
was used on these doors once.

Pass Through - Pass Through is a credential function that allows Users to pass through doors that are
in secured lockout mode. It does not matter if this mode was set by a door Holiday, or by a Freeze
credential used when the door was secured. A Pass Through credential will open the door for the
specified relock time.

Dogged - Dogged has only a special function on electronic dogging bars. On these exit bars it keeps
the push pad pushed in and the door unlocked. Dogged works as Normal function on all other devices.

Supervised-Supervised credentials follow the fAtwo person r
used within five seconds to open the door. The door stays open until the Relock Delay ends.

Prohibit Access (with Alarm) - Prohibit Access (with Alarm) is a credential function that will not allow
the credential to open a door, but it will register when the User of this credential tries to do so. It always
generates an Audit Event, and additionally sounds the Alarm when the door is equipped with a horn.

CT Aux - This credential function operates only the Auxiliary relay of CT Controllers, but not the Main
relay. The time span the relay is activated is specified by the Relock Delay.

CT Main and Aux - This credential function operates both the Auxiliary relay and main relay of
Controllers. The time span the relays are activated is specified by the relock delay.

d) Badge Layout - Select a layout for the badge. This is the layout the badge uses when previewed or
printed.

Note: This field is enabled only for card technologies. This is not a required field. This dialog follows
cardholder field security permissions. If the user does not have at least read only rights to a field, it will not be
visible. The user must have read/write permissions to all required fields in order to save a record.

Automatically create CM lock credential

SMS allows the users to automatically create a corresponding offline credential when a new online credential is
created.

Follow these instructions to generate an offline credential.

1 Open System Settings program. Enable Offline Credential Settings>Automatically create an
offline credential when an online credential is created checkbox.
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Note: Only users with administrator rights to System Settings will be able to modify this field because it is a
global setting throughout the system.

2 Create a new online credential with an Encoded ID. Keypad ID is optional. This feature will not work with
credentials created with no Encoded ID. Save the record.

3 The application then verifies that the same cardholder does not already have an offline credential with the
same Encoded ID and Keypad ID. If the user already has an offline badge that meets these criteria, then the
process stops there. The system does not generate any error message.

If the cardholder does not already have an offline credential with same encoded ID and Keypad ID and, an
error occurs during the process, the user will be notified of this error with a message dialog. The offline
credentials grid will be refreshed and the new credential will be visible.

Note: If Issue Code is in use by the online credential then it must be supported by the offline credential. If it
is not, then an offline credential will not be created and the user will be notified via an error message.

Editing CM lock credentials

If you want to modify the offline credentials you have created, double click on the record to open it. Make the
necessary modifications and select Save and Close.

The system allows users to edit encoded ID and raw data for iButton, PIN, Proximity and Magstripe credentials.
Also, when applicable, the system allows users to edit both keypad ID and issue code. Offline access is linked to a
credential, not a cardholder. When an offline credential is retired, all offline access records are deleted. By being
able to edit the raw data, encoded ID, keypad ID and the issue code the user can now replace a credential without
reprogramming access entirely.

JZCM Lock Credential Definition
ile Help

-

l

(¢ EncodedID ¢ RawData
Auto Retrieve
Stamped ID Keypad ID

e8607 (2] |3456 (%] |

Offline Function

’Normal

Badge Layout
[Layout

_@J I l x Close l

blf_ELL

Exporting data
1 To export the offline credential data to a directory in your hard drive, select the record, and right click on it.

2 Select the option Export Data or Export and Open Data.

3 Choose the directory where you want to export the data.
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4  Choose the correct format you want to save the data. Available formats:.xml,.html,.txt,.csv (comma separated

value).

5 Give a file name. Click Save.
Deleting Offline Lock Access

Vanderbilt recommends using Access Manager for all access management.

Some access management functions may continue to performed via the Cardholder Definition application as in
previous versions of SMS. However, the Access Manager application consolidates all these functions, adds new

access management functionality and provides a more rich access management environment.

Offline Lock

access may now be granted in the same manner as Online Lock access: include the Offline Lock in an Area
(with or without Online Locks) and grant access for the Cardholder or Category to the Area (or Area Set).

Access management functions in the Cardholder Definition application may be removed in future versions of

SMS.

Note: This option applies only to the CM Lock credentials. Campus lock access privileges are defined using the

Campus Lock Access Definition  dialogue.

The next step is defining the access privileges for the offline credentials you created. Follow these instructions to

define offline lock access for credentials.

) Cardholder Definition

- N

Eile Edit Search Yiew Tools Preferences Help
*\ 22 % NewCarchalder | % Delete Cument Cardholder

£ B BEE

First Name

#

Last Mame
|Wh|le

Iritial
‘Bruce ‘

Mates

Activation Date
[ 3naszms

Cardholder ID
E3

Expiralion Date
[ 3/21/2099

E| E

I Controlled Antipassback Enabled
Lockdown Passth DISABLED

Signature Capture Date (UTC)

=
[ Access Blocked [ Special Access Privileges

Image Capture Date (UTC)

5 M Lock -~ 1000 Credentials
1= CT 5000 Lock
Prosnity

[n/a =] s = [n/a ] s -
Online Credentials | Offiine Credertials | Retired Credentials | Area dccess Offfine Lock Access I Categories | E-Mail Addresses |
o * Add Access by Areaor Set 4 Add Access by Lack and Credential o
E ::;L;gg :D°D°De§;:ijzl | Lock Name Credential Function Timezone | Encoded ID | Keypad ID [Blocked
H | Prozimity| L A0-200 5000 Credentials)  Normal Always 222 1} O

1 Offline Lock Access Record

Fortrait

Signature

1 Select the tab Offline Lock Access > Add Offline Lock Access or select File > Offline Lock

Access > Add Offline Lock Access.
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2 Click the + (insert) sign on the upper part of the Define Offline Access for... window.

il Defining Offline Lock Access for: 26 - White, Bruce = =
Eile Help

Offline Credentials
Select the offine credentials for which the offline lock access will be added.

+ —-—

Credential ID | Stamped |D | Encoded 1D | Keppad D | Offline Function | B.adge Layout | Credential Tech... |
27 0 222 0 Mormal Test Layaut Praimity

£ >

Offline Lock Access for the Selected Credential
Chooze the offline locks for which the selected credential will receive access. Each offine lock added to this list must have a timezone, an
activation date, and an expiration date selected. Only offine locks that have at least one timezone and support the selected offline
credential will be selectable.

+ - E
Device [D | Description | Timezone |Area | Card | iButton | PIN | Reloc... | Magst... |
E75 Ltiliyt Clozet Weekly Access Bam - BPM Utility Claze...  True Falze True True Falze

@ & Save and Closel [EE Save and New | X Close

1 affline credential(z] 1 offline lock[z]

3 Select the credentials that require access to a specific area. The Insert button (+) opens the search window
all owing users to select any of the current cardhol der
credentials to the list. But the offline access cannot be given to more than one credential at a time. The user
has to select one credential from the list and then define the offline lock access. The system allows users to
create multiple access records for a selected credential.

Note: The selected credentials displays in bold characters.

4 Once the credential has been selected, the user can use the bottom pane to select the locks to add access.
The insert button in the bottom pane brings up the Offline Lock Access Definition dialog. Click the insert
button to select locks. The system allows the user to select multiple locks for one credential. While selecting
the locks, the locks that do not have the selected timezone attached to it display in red and that lock will not
be added to the list.

The system does not allow you to mix Magstripe and Proximity credential technologies on the same lock. If
a lock supports only Magstripe credentials, you cannot add a Proximity credential to that lock. For more
information about this refer to System Manager > Hardware Definitions > CM Lock Definition
section.

5 Select the + (insert) sign to add the locks. As mentioned above, only locks that have the selected time zone
will be available for selection. At least 1 lock must be selected before saving. The user can add the same
locks to the same credentials as long as the time zone is different.

6 Next click the expand button and select a time zone. This is a required field. Lock that do not have the selected
timezone attached to it display in red.

7 Now select the activation and expiration dates by using the down arrow located near the corresponding fields.

8 Select the Save and Close to save the record.
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Note: Offline locks have access record storage limitations. Make sure to verify the limit for the specific lock
model before assigning access.

9 Click the Delete button in the bottom pane to remove the selected locks from the list view for the selected
credential. The edit button in the bottom pane brings up the Offline Lock Access Definition dialog in edit
mode with the current access record.

Campus Lock Credential Definition

Unlike CM Locks, Campus Locks are assigned by generating credential data which is encoded on Magstripe card.
Access assignments are therefore tied to the Magstripe card and the system requires the Magstripe card to be
presented for encoding.

Follow these steps to assign a Campus Lock Credential to a cardholder.

Details

1 Select the Offline Credential tab. Now choose, Add Campus Lock Credential button. Inthe Campus
Lock Credential Definition window, the Details tab displays the following fields.

a)

b)

c)

2 Campus Lock Credential Definition

File Badge Help
Details | CaVs Replacement Credential Temp Credential Room Change | Void Credential

Activation Expiration

| 7/ 572007 ~| | 7/ 572008 |
Offline Function User Type

|Norma| _J |Maintenance J
PIN Requirement PIN

[lwaps | [e078 4
Gender Badge Layout

IMale _l ILayou! _I
Stamped ID ADA Relock Delay (Seconds)

2345 %] |2 1]

Last Encode Date
7/5/2007 5:14:45 AM

@_’ Encode | & Save and Close | 2 Save and New l X Close I

Activation - Select a date that the credential will start providing access to the selected locks.

Expiration - Click the drop down arrow to select the expiration date for the credential. The cardholder's
access rights expire on this date. This must be at least one day greater than the activation date. The time
the access expires can be changed in the Campus Lock Definition window in System Manager.

Offline Function - Offline function specifies the behavior of the Campus Lock Credential. Generally, the
selection in Function is the only place to specify Campus Credential behavior, but there is one exception.
Campus Locks can be configured to allow Campus
open or close when swiping the card twice. Click on the expand button to see the list with all functions.
Select the desired function by clicking on the function name in the list. The list closes and the new selection
appears in the text field of function.

Credent
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d)

e)

User Type - Select a user type this credential is part of. All the enabled user types will be shown in the
list. Select the desired user type by clicking on the label in the list. The list closes and the new selection
appears in the text field of User Type.

PIN Requirement - PIN Requirement specifies whether a PIN is also required while presenting a card
to gain access. The mandatory use of a PIN can be enforced for all times, can be required during a
Timezone that is assigned to a User Type, or can be never used. Accordingly, the available options in PIN

Requirementar e A As Defined by Ti meZoneo, fAAlwayso, and

and select the desired option by clicking on the specific entry. The list closes and the new selection
appears in the text field of PIN Requirement.

Note: When setting up Timezones that require PIN use, make sure that this Timezone includes all times
during which a user type is supposed to have access to that lock. In order for users to be allowed to access
a campus lock without mandatory PIN entry during some times, and with mandatory PIN entry during other
times, multiple Timezones need to be set up in Timezone Definitions.

Example: Al | Users with user type AAdministrationo
without entering a PIN. During the time spans 6 AM to 8 AM and 6 PM to 8 PM a PIN entry is mandatory.
Bet ween 8 PM and 6 AM any wuser with user type AAdmi
requires three TimeZones to be set up.

f)

9)

h)

PIN - The Pin value can be automatically generated (a random number) by enabling the option Automatic
PIN Length in System Settings>Campus Lock Settings section. You can also enter this value manually.
The credential will use this value after it is swiped at a campus lock. This is required field if the PIN
Requirement is set to Always or As Defined by lock timezone. If the PIN Requirement is set to Never, this
value need not be entered.

Gender - Campus locks can be set to allow access rights for male or female users only, or to conduct no

ar

AiNeve

e

ni

al |l

str

checkongender . Click on to see the |list with the options

Gender to fiMaleo all ows access rights to | ocks

t hat

ar

all ows access rights tool ocksiAt hat amea Ot heo onkEé haws
access.

that are set to AOthero or do not check gender
entry. After the selection is completed the list closes and the new selection appears in the text field of
Gender.

All means this credential can access all locks no matter what gender access is checked.

Male means this credential can only access locks that have male access only or that do not check gender
access.

Female means this credential can only access locks that have female access only or that do not check
gender access.

Other means this credential can only access locks that have Other access only or that do not check
gender access.

Badge Layout - Select a badge layout of the credential. Click on the expand button to see all the defined
badge layouts. Select a layout and the list closes. The selected layout will be displayed in the Badge
Layout field.

Stamped ID - Enter the ID number printed on the badge. This allows the user to distinguish between
different credential just by looking at the credential. This must be between zero (0) and 2,147,483,646.

ADA Relock Delay - Anindividual ADA Relock Delay can be assigned to each Campus Lock Credential.
The ADA Relock Delay of a credential always overrides the standard Relock Delay time configured for a
lock. It further enables the ADA Relock Delay function of a Campus Lock. When both Campus Lock
Credential and Campus Lock have an ADA Relock Delay specified, the longer delay time of both will apply,
even when it is shorter than the standard Relock Delay of the lock. Enter the delay time in seconds into
the text field of ADA Relock Delay (Sec.) or use to increase or decrease the delay time. The default entry
is A0O and the maxi mum amount is 255 seconds.
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k) Last Encode Date i This displays the last time the credential was encoded. This is a read only field.

Card Access Values

Next the user needs to select the access plan that this credential will have access. The CAV (Card Access Values)
tab is used to setup the card access value keys for the credential. Access to a particular building, floor or room is
given by associating its value to a key. A credential is allowed to have a maximum of five normal keys and one key
that will expire on a set date. Multiple keys may be needed for the credential to have access to all the doors. The
left part of the tab shows the five (5) keys. Captions that are bold mean that a key is currently defined for that key.
When a key is selected, the right part of the tab shows the access plan and the values that the key is currently using.

The new access right assignment will not take effect unless the credential is encoded

The Card Access Value (CAV) section is tied to Operator permissions:

A An operator with Administrative permissions is needed to modify the selected CAV
A An operator with at least Read permissions is needed to view the selected CAV
A An operator with no permission will not be able to view the CAV

To select CAVs follow the steps be

low.

1 Select the CAVs (Card Access Values) tab.

2 To assign a key, first select a key and select an access plan that is already defined in the system. To assign

a key, you need to have at least one access plan defined.

4& Campus Lock Credential Definition

File Badge Help
Details Cav's

X ¢
Key 1
Key 2
Kew 3
Kew 4
Kew b

Replacement Credential

Access Plan

Temp Credential Foom Change | “oid Credential

|Plan &

Buildings

|Bet
Floar 1

J [~ wildard

|F|oomA

& Save and Close | [ Save and New | x Close |

J I wildeard

+

3 When aplanis selected, the system displays all the properties and values associated with that particular plan.
The controls that you see on this screen depend heavily upon the access plan properties and values defined
using the Access Plan Definition program. This means that the names shown may be different for each
access plan. The property values can be selected by clicking on the expand button next to each property.
When you click on the button, the corresponding property values are displayed. The user then must select a
value for each property or select the Wild card checkbox which makes it a wildcard. All properties must
completely be entered or the key will be invalid and the credential cannot be saved. The delete button above

the keys will clear the selected key.
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Note: At least one key must be defined to save the credential. Each key can have a separate access plan if
wanted.

Any change to a Campus lock credential is only submitted to the database after the credential tied to the currently
opened credential record is encoded with updated information. Clicking Encode will first initialize the Card Encoder
connected to the PC. A message text appears in red font above the button bar of Campus Lock Credential Definition
dialogue. Once the initialization is completed the card encoder is set to write mode and is ready to encode the
Campus lock credential. Insert a card into the card encoder when the read/write light of the encoder turns on. A
message indicates that the card is successfully encoded.

Replacement Credential

SMS provides a functionality to limit the damage resulting from a lost Campus lock credential. This tab will only
display after the credential has been encoded once and the credential is being edited. It allows the operator to
replace a lost credential. The Encode Replacement Card button will increment the issue code by one and then
encode the new card. The new issue code will only be saved if the encoding process is successful. The new card
must be swiped once to disable the lost one. This issue code cannot be manually changed. This system just uses
the next value. The first time a card is encoded, the issue code is zero.

il Campus Lock Credential Definition

File Badge Help

Details Chvs Replacement Credential Temp Credential Fioom Change ‘Woid Credential

Replacement Credential Stamped 1D

E 21
lssue Code [Automatically Set By System)
[0 21

Encode Replacement Credential |

@ | | | X Cloze |

Also the user needs to enter the Stamped ID for the replacement card that is printed on the new card. This replaces
the old stamped ID that is in the database.
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Temporary Credential

This tab will only display after the credential has been encoded once and the credential is being edited. This allows
the operator to issue a temporary card to a cardholder. If the card is completely lost, the Replacement Credential
option should be used instead. The maximum expiration date can be set using the System Settings application. The
default is seven days. This means that the longest this card can last is seven days from the current day. The
activation must be the current day or above and must be one day below the expiration date. The Encode

Temporary Credential button encodes the temporary credential using the dates selected.

& Campus Lock Credential Definition

File Badge Help

D etails Cavz Replacemant Credential Temp Credential
Activation E xpiration
| fir 6/2007 | | 7 se2007 |

Encode Temporary Credential |

Fioarn Change

Yoid Credential

x Claze

Room Change
Room Change tab is available when the following conditions are met:

1 The credential was encoded at least once,

and

2 There is at least one campus lock defined to which the user does not have currently access to,

and

3 There is at least one CAV on the credential with no wildcards defined (CAV with a wildcard is not displayed

on the AChange Room fromod | ist).
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The Room C hange tab is a simple interface of the expire key feature. While using the Room Change feature,
instead of the user selecting an existing key, and converting it to an Expire Key, the user selects the lock they
want to expire on a specific date and then can give access to a new lock. The user need to then select the
expiration date for the room change.

:| Campus Lock Credential Definition

File Badae Help
Detail: | CaVs Feplacement Credential Temp Credential Raoom Changs | Yoid Credential

Change Room Fram

flock1 |

Ta Room

[lock2 |

Room Change Expiration D ate
| 7/ 62007 |

Apply Room Change |

@ Encode | | | x Cloge |

4 Change Room From lists all the Campus locks that are currently assigned to the selected credential. Click
on the expand button next to the Change Room From field to see a list of all locks that the cardholder has
access to and select the one to change by clicking on the specific entry in the list. The list closes and the new
selection appears in the Change Room From filed.

5 Click To Room to give the cardholder access to a new room. Assigning a new lock for a Room Change
functions the same way as assigning an additional lock with the exception that only one lock can be created.
The Change Room To selection window lists only those locks the user currently does not have access.

6 The Room Change Expiration Date option allows the user to select the expiration for the room change.
The minimum date is one day after the current date and the maximum date is one year after the current date.
A Room change is typically used to allow a person to move things from one room to the other. In order to
prevent this person from keeping access rights to the previous room the Room change expires at a specific
date. From that date on access rights to the previous room are dropped and only access rights to the new
room are in place. Select the expiration date in Room Change Expiration Date. The default date is always one
day after today.
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7 Once you choose the rooms to change and set the access expiration date to the old room, click on the Apply
Room Change button. The system now displays the information about the temporary access the cardholder
has to his/her previous room and the access expiration date. Click on Remove Access to Room  button to
delete the cardholder's access rights to the previous room.

i Campus Lock Credential Definition

File EBadge Help
Detailz: | Cavs Replacement Credential Temp Credential Room Change | Yoid Credential

Change Room From

|<Elick to Expand: J

Tao Room
|<Click to Expand> J

Fioom Change Expiration D ate
| 7/ 72007 |

| Apply Room Change i

Last Room Change

Room with Temporary Access Expiration D1ate

Femove Access to Room |

@ Encode | & 5ave and Close | [ Save and Hew | XK Close |

Once all the fields are filled in, the user must use the Encode button for the changes to take effect. This
saves the record with the room change and then encodes the new credential. The user must present the
same card that matches the information in the database.
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Void credential

Voiding a credential is an easy way to block a person from accessing the doors that he/she has access. A void
credential is created by encoding a card using the information of the credential you want to invalidate. When a void
credential is created, the issue code for the credential automatically increments, making the old card invalid. Once
a void credential is created, the user must swipe it at all the readers the card had access or reprogram all the locks.
When a credential is invalidated, the card is added to the void list.

y
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1 Encode Void Credential - Put a card into the encoder to create a void credential. Encoding a credential
will retire a credential. Once a card is encoded the user can swipe this card on every lock that the person has

access. By doing that personds access rights are invali

2 Display an HTML Report of All the Locks for which the Credential has Access - This option
displays a report of all the locks the credential has access. The report will be in HTML format and will launch
in the users default browser.

3 Insert the card in the encoder and click the Encode button. The Retire Credential dialogue is shown. You
need to select the status of the credential from the drop down menu and click Retire Credential. Now the
credential is void and added to the Retired Credential list on the main window of the Cardholder Definition.



302SMS Software Mandadrsion 7.0.0

Encode Magstripe

The Encode Magstripe button allows the user to encode a magstripe credential on Track 2 or Track 3 with the
information that has been entered into SMS.

Note: This feature will only work with the Magtek or JOMS encoders.

Requirements

The following requirements must be met in order for the Encode Magstripe button to function:

A The magstripe data format must be defined in the Badge Creation Utility
A The magstripe data format must be defined in the System Settings application

A The magstripe data format for Encoded ID, Site Code and Issue Code must be the same across all
applications

See the Badge Creation and System Settings sections for details on defining the formats of magstripe cards.

To Encode a Magstripe Credential:
1 Add the credential to the system (see the Credential Definition section for details).
2 Connect the Magtek or JOMS encoder to the PC.
3 Click on Preferences>Magstripe Credential Encoding.
a) Select Track 2 or Track 3 to encode.
4 Insert the magstripe credential into the encoder.

5 Click on the Encode Magstripe button.

Note: In order to encode an online credential, there must be a badge layout with magstripe encoding defined
for the appropriate fields on the appropriate track.

6  The card will be encoded. Repeat the steps above for each magstripe card that needs to be encoded.

Automatically generating Credentials

The Cardholder Definition program allows the user to create badges automatically. This feature saves your time
because if badge automation feature is enabled in the System Settings, whenever you click Add Credential or
captures a cardholder image the system generates badges automatically. The user has to create a user-defined
field and link it (using UDF LINK program) with the badge technology and the badge layout they will be using in the
automatically created badges.

This badge automation functionality works in two different modes.

1 Credential Insert Partial Automation Mode - In partial automation mode, an online credential is created
when the user clicks the Add Credential button.

2 Credential Insert Full Automation Mode - In full automation mode, an online credential is created only
when the cardholder image is taken.
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Credential Insert Partial Automation Mode

The following criteria must be met to insert an online credential automatically.

A There should not be an existing blank credential (a blank credential is one without encoded id and stamped
id) for the cardholder.

A Valid UDF Cross References must be created for the badge technology and badge layout.

Note: If there is no valid UDF Cross Reference, a dialogue pops up asking you to select the badge layout and badge
technology.

A The user must have at least read only permissions to the cardholder record.

A The user must have at least read/write permissions for badging.

A The option Credential Insert Partial Automation Mode must be selected in the System Settings.
A The option Enter Encoded ID and the Stamped ID Later must be selected in the System Settings

Follow these steps to insert a blank credential:

1 Design badge layout and annotations necessary for creating badges.

2 Create a user-defined string field that can be duplicated using the UDF Editor. For example create a string
field called fiBadge Technology Linko.

3 Using the UDF Cross Reference program, link the field you created with a badge layout and a badge
technology. In order to do this first, the Badge Layout Mapping must be defined. Assign a logical field value.
For this example, "Layout” is typed in the Field Value field. Whenever this value is entered in the relative field
in Cardholder Definition, the program will automatically create a badge using the badge layout you have
specified here.

2l Badge Layout Mapping Definition @

File Search Help

Field Value
I Layout

Badge Layout

ILayoul ___]
& Save and Clossl 2 Save and New I X Close l

4 Next define the badge technology mapping.

7 Badge Technology Mapping Definition X

File Search Help

Field Value
| Layout

Badge Technology

IBarium Ferrite _I
& Save and Clossl 2 Save and New I X Close l

5 Select the user-defined field that you want to use for badge technology mapping. This field is located at the
bottom of the UDF Cross Reference window. (You can use the same user defined field that you used for
badge layout mapping.)

6 Inthe System Settings>Online Credential Options and Pin Calculator, select the following options.
A Enter Encoded ID and Stamped ID Later
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A Badge Insert Partial Automation Mode
7 Click OK. If Cardholder Definition program is already open, close the program and open it again.

8 Add a new cardholder. In the user defined field that was linked to badge automation, type the same column
value that was entered in the Badge Layout Mapping Definition (of UDF Cross Reference). For example, enter
"Layout o. This is the value that was useatigetagoutandr exampl
technology. So whenever you enter the field value of the user-defined field, and click Add Badge button the
system will automatically generate a blank badge.

Note: You have to make sure that the UDF you have created is linked properly using the UDF Cross
Reference program. Otherwise a dialogue pops up asking you to select the badge layout and badge
technology.

9 Click Add Credential. An online credential is automatically inserted.

Credential Insert Full Automation Mode

When Badge I nsert Ful I Aut omati on Mode is on, badges are
photograph is taken for the first time.

The following criteria must be met to insert a blank badge in the Full Automation Mode.

1 There must not already be a blank badge (a blank badge is one without Encoded ID and Stamped ID) for the
cardholder.

Valid UDF Links must be predefined for Badge Technology and Badge Layout.

The user must have at least read only permissions on the cardholder.

The user must have at least read/write permissions for badging.

The option Enter Encoded ID and the Stamped ID later must be turned on in the System Settings.

The option Credential Insert Full Automation Mode must be turned on in the System Settings.

~N o o A~ W N

The Image Date field must be blank.

Now follow steps 1 to 5 in the Badge Insert Partial Automation Section.

Once you have created the user-defined field and linked it with a particular badge technology and badge layout, you
can start adding cardholders.

Fill in the required fields. While filling in the user defined field that you used for linking with the badge technology
and badge layout, make sure that you are using the same field value that you used for linking.

Note: The field value in Cardholder Definition must be the same as the column value that was entered in the
UDF Cross Reference module.

If the system is set to Badge Insert Full Automation mode, a blank badge is created when the user captures
the photograph of the cardholder for the first time.
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Editing Online Credential Information
You can edit an existing credential by double clicking on the badge fields on the main window of Cardholder

Definition program. You can change credential technology, badge layout and issue code. If the badge is a blank one
you will be able to edit all the fields.

.’j Credential Definition - Kate Benjamin

.’j Credential Definition - Kate Banjamin

Fle Badge Help Fie Badge Help
Credential Technology Credential Technology
[Magrstic Siipel | [Magretic Stips |
Encoded D Issus Code Encoded D Issus Code
[23434 [1 ] B [1 %]
Stamped ID Keypad ID Stamped ID Keypad ID
|34 4o 5 0 4o 5
Badge Layout Badge Layout
[<Click to Expands> [<Click to Expand:

@JJ ‘ X Cios= ‘ @JJ [ Save and Class Sarve and New ‘ X Clos= ‘

Existing Credential Definition Blank credential definition

Retire Credentials

The Retire Credentials button allows the user to retire active credentials whenever they like. This option is
particularly useful if a credential is lost or stolen. In such a situation, the operator can issue a new credential to the
cardholder and retire his/her old credential. This feature helps the users ensure security.

1 Select Active Online Credentials or Offline Credentials tab, highlight the credential that you want to
retire. Click the Retire Credential button on the tool bar. You can also retire a credential by selecting File
> Active Credential/Offline Credential > Retire Credential option. The credential no longer has any
access control privileges. (The Encoded ID from this badge may be reused immediately.) The credential is
automatically removed from the Active Credentials tab and can be found under the Retired Credentials
tab. In the System Settings pr ogram under Badge Options anRetiin Calcu
Active Badgeso opti on. I f you have checked this option, eac!l
cardholder, a window pops up to select the active badges to retire.

Retire Credential [ |

Credential Retrement Status
= Deleted

[ Credential Returned to Stock

| o Fetie the Credenial | % Cancel

Note: Please note that the lock has to be programmed for any change to take place.

a) Credential Retirement Status - From the drop-down menu, select the appropriate status of the
credential. The following options are available.

A Cardholder Deleted
A Lost
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A Stolen

A Destroyed
A Suspended
A Terminated
A

and it does not have to be added to the void list.

Credential Returned to Stock - Select this option to indicate that the credential is returned to stock

Note: Void list applies only to Campus lock credentials.

The user can wipe the information on the card and re use it without invalidating the access on that card on

every lock.

You can also edit the credentials that are already retired from the Cardholder Definition main window. Select
the cardholder record and select the tan Retired Credential tab. Double click on the credential record and
the Retire Credential window is open. Update the status and click OK. Cancel aborts the changes you

made.

2 Select Reactivate Credential option to reactivate a retired credential.

Massive Access Control Modification

The Cardholder Definition program provides functionality to mass modify Access Control fields of cardholder records
(modifying more than one cardholder at a time). The fields you can mass modify are Access Blocked, Activation and

Expiration Dates and Controlled Antipassback.

Follow these steps to Mass Modify Access Control fields for more than one cardholder at a time.

1 Select Tools > Modify Access Control for Cardholders. The following window is displayed.

= Modify Access Control for, Cardholders

Select the Cardholder Records You Wish to Modify
Add the cardhalder records pou wish o madify. At least one cardhalder must be selected before continuing.

Lazt Mame First Mame Initial Activation Date E xpiration D ate Cardhalder 1D

Motes

&dd Cardhalders

@ Cancel

Pleaze select at least one cardholder to continue.
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2 Select the cardholder records by clicking Add Cardholders. You can use the Search and Advance Search
features for adding cardholders. Once you have added the required cardholder records you want to modify,
click Next. The Select Fields window will open.

= Modify Access Control for, Cardholders

Select the Fields ¥ou Wish to Modify
Select the fields you wish to update. At least one field must be selected. The activation and expiration dates must be the curent or a
future date.
CRrafioiter Fisis io Mo LI Ssits lo Mo
Field 1 5
Check to |No Change |
Update Field
Field 2
r r |No Change j
Activation Field 2
L | J |N0 Change ﬂ
Expiration Field 4
L | J |N0 Change ﬂ
r — Field 5
|N0 Change j -
@ Cancel < Back |
Flease select at least one field and change its walue to continue.

3 Choose which access control fields you want to modify.

A

A

Access Blocked - Check the box to enable this field (This sets its value to true.). If you want to block
access for the selected cardholders click the box next to the field.

Activation Date - Enable this field by clicking the check box. You can modify the activation date by
entering the date manually or click on the drop down arrow to use the calendar. Make sure that the date
you enter is a valid date. (It must be the current date or a future date.)

Expiration Date - It works the same way as the activation date. Enable the field and select a valid date.

Controlled Antipassback - Place a check mark in the box next to Controlled Antipassback, if you
want to enable this functionality.

4  Choose which UDF fields (if any) you want to modify. Up to 5 UDF fields may be selected.

a)
b)
c)

In the Field 1 option use the drop down box to select which UDF to modify.
Make changes to the selected field.

Repeat steps a and b for Fields 2 through 5 (if desired), selecting each UDF to be modified. A UDF field
cannot be selected more than once.

5 Click the Next button to continue. A summary of the modifications you made is displayed. To change any
value, click Back to return to the previous step.

6 When you are satisfied with the modifications, click the Finish button to complete the process.

Add a new Cardholder (Method 2)

1 An alternate way to add a cardholder is to fill in the fields on the main window. If you have specified any user
defined field as Required in the UDF Editor, then a value must be entered in that UDF field as well.
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2 Click Save on the tool bar once you have populated the fields in the top section. After the Save button is
clicked, the tabs in the lower section of the window become active.

3 Enter information for badge, lock access, area access, category and e-mail. Capture an image or signature
using the tool bar icons or by accessing them from the View menu bar.

Duplicate Cardholder Information

This function is designed to help you to avoid typing repetitive data for new cardholders. It is useful when you must
enter multiple cardholder records that will have the same Area Access and category privileges. It will also replicate
user- defined fields that are marked for duplication in the UDF Editor module. The default data will appear in the
tabs after the required fields are entered. Badge, image and signature information is entered individually for each
cardholder record.

Note: In the System Settings application, under the General tab, there is an option for Duplication Policy
in the Cardholder Defintion Settings section. When an Operator is duplicating a cardholder, this option
determines how the Security Permission level of the Operator will effect what Area Access, Cardholder Category
and UDF records from the cardholder will be duplicated. See that section for details on the Duplication Policy option.

1 To use the Duplicate Cardholder option, first display an existing cardholder record with the same area
access and cardholder information or enter a new record with area access and category information that you
want to be copied. Now click on the Duplicate Cardholder tool bar icon or select it from the File menu.

2 Enter the cardholder information in the top section of the screen and click the Save icon. Area Access and
Category information appears.

Note: If area access or category set information is blocked from duplication due to the Duplication Policy
setting (See System Settings for details) a warning will appear informing the Operator.

3 Clickthe Active Online Credentials tab or Offline Credentials and choose Add Online Credentials
(or Offline) to display the Credential Definition window. Here you must enter an Encoded ID, Badge
Technology and Badge Layout. The Stamped Number and Issue Code are optional fields.

4 Next you can capture images and signatures. For pictures, choose the Capture Image icon on the main
screen tool bar or chose Image from the View menu. The Cardholder Image window is now displayed. Choose
your Capture Source then select the Capture button on the bottom left corner. Your cropping options become
active on the tool bar and in the Tool menu bar option. When you are satisfied with the image click OK.

To open the Cardholder Signature window, select the Capture Signature icon on the tool bar or choose
Signature from the View menu. This feature works exactly like the Capture Image screen.

Adding email addresses

Car dh ol -mhal mdilresses can be stored in the system. The user can either insert new E-mail addresses or
associate the cardholder information with the existing addresses that are stored in the system using E-mail Address
Editor application. This option is also equipped with a search feature that allows you to find records easily.

1 To add a new e-mail address, select the E-mail Addresses option from the lower pane of the window and
choose the + (plus) icon.

2 Onthe Insert E-mail Addresses window, type in the E-mail address. You can add as many records you
want.

Click OK. The records are shown in the Address section of the main screen.

4 You can also select the existing e-mail addresses and associate with a cardholder information. Select
Associate Existing E-mail.



Chapter 6 Cardholder Definition 309

5 On the Search window, enter the text in the Search Criteria field and click Find Now. Just clicking the Find
Now button displays all the records defined in the system. Select the appropriate records and click OK.

Deleting email addresses

1 If you want to remove an e-mail address from a cardholder record, open the cardholder record and select the
E-mail Address tab located in the lower section of the window.

2 Select the e-mail address you want to delete and select the delete icon from the tool bar.

3 A confirmation message is displayed. Choose Yes to continue.

Note: If the e-mail address you are trying to delete is attached to a report (used in the Report Scheduler
program) you cannot delete the record. A warning message is displayed preventing you from deleting the
record.

Modifying and Deleting Cardholders or Cardholder Information

Cardholder data can be modified and deleted directly from the main screen and by using menu or tool bars.
Locate and display the cardholder by using the Search feature. You may type over information in any fields
in the top section of the window then use the tabs and the tab tool bars to change badge, area access and
category information.

The grids of tabs cannot be modified. The quickest way to modify a field is to click on the record and use the
picture icons. To edit a Date field use the drop down arrow to display the calendar or type the change directly
in the field. Hi ghlight the year field and right
field displays the current date.

To delete information on a cardholder, highlight the field within one of the tabs and select the appropriate
delete icon from the tab tool bar. To delete a cardholder from the database, search and display the cardholder
then chose the Delete Cardholder icon.

Delete Cardholders

The following are the conditions for deleting cardholders.

1 The user must have read/write permissions or greater to the cardholder (through category permissions)

2 The user must have read/write permissions or greater to Cardholder Definitions (through launcher
permissions)

3 The user must have read/write permissions or greater to Cardholder ID (through cardholder permissions).

Deleting a single cardholder record

1 Using the Cardholder Search wizard, select the cardholder record that you want to remove from the database.

2 With the record displayed on the main screen, select Edit>Delete Current Cardholder or choose the tool
bar icon. A confirmation message is displayed. Click Yes to delete the cardholder.

click

y
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Multiple cardholder deletions

In the Cardholder Search wizard, choose the records to be removed from the database. This feature is separate
from the Delete Cardholder icon that resides on the tool bar.

While deleting multiple cardholders at the same time, any attempt that fails will be added to a list view and when the
deletion is complete, a dialog pops up with a list of cardholders who were not deleted and showing the cause of the
error.

1 Select Edit>Delete Multiple Cardholders or select the tool bar icon. The Cardholder Search window will
display. Use your control (Ctrl) key to make multiple selections. Click OK. A confirmation message is displayed
to verify the number of cardholders to be deleted. Click OK.

Exporting Cardholder Portraits

This feature provides an Export Wizard that sends cardholder images to a separate file. These files can reside on
the local drive or can send across the network to and saved on a different computer. This is useful when you want
to store image copies on a different server or when a picture needs to be attached to an E-mail message. It is

recommended that the file that you want to export reside outside of the SMS software.

1 Select File>Export Cardholder Portraits . The Export Wizard permits you to copy portraits to a new file
located outside of SMS. The Add Cardholder button links to the Cardholder Search Wizard. Highlight your
selections and click OK.

Export Portraits Wizard E‘

Cardholders Selected for Portrait Export

Last Mame ‘ First Name | Initial ‘ Activation Date | Expiration Date ‘ Cardt
Benjamin Kate 202712007 1243172193 3

) |

Add Cardholder | Femave Cardhalder |

|~
£%

Cancel | Mest >

2 Alist displays when a portrait is not be exported. The wizard displays the cardholders selected for export.
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3 The next step is to select the path, file naming convention and file name separator.

a) Directory for Export - Type the full path or use the Browse button to select your folder location.

b) File Naming - The Export folder contains the JPG images of your cardholders. Select a good naming
convention under the File Name section. When choosing a combination of fields, you can determine the
order by using the Field Up and Field Down buttons.

c) Separator - This is used in conjunction with file names that use several fields.

Example: When using a period, the file name format in the folder will be Last.First.jpg such as
Doe.John.jp. A forward slash, back slash or star symbol is not permitted as a Separator. An error
message displays if one of these characters are entered.

d) Replacement Character - Click on the down arrow to select a character that replaces any invalid
characters in the file name.

4 Click Next . A summary of the export is shown in the next window. Click Finish to start the export process.

Printing Dossier Reports

A Dossier is a type of Badge Layout that has been identified as such in the Badge Creation module. A Search
window allows the user to select from a list and send the report to be printed.

Dossier Reports can be sent to queues just like badges. While printing the reports select the optioni Send Dossi er

Reports to Printer Queue. 0

Note: The system will default to the option set in the System Settings program. In the System Settings if you have
set the option as fASend Dossier to Default ofiani nter o

If you have set a default dossier queue in the System Settings the system will default to that dossier queue
automatically.

Print Portrait Export Report: This report is created and printed when the user selects the date of the file export.

t
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