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Process of moving ACTpro from one server
to another

This document describes the steps of moving ACTpro software from one server to another.
The document provides guidance based upon the two different database types.
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1. Move ACT server with SQL CompactDB

To move ACTpro server from one PC to another, several steps must be carried out.

1.1. Step 1 - Database backup

The first step to migrate from one server to another is to create a database backup on the old
server.

To do this, start ACT ServerClient application and go to “Backups” tab.

In this dialog click “Manual Backup” button to create a backup of the current database.

Save the backup file on a USB stick or network drive, as it will need to be restored later on, on
a new server.

> \/ANDERBILT NG TEnierprise server

|} Live System | Backup options
: has DataSource=C\ProgramDa Control Technologl\ACT Enterprise\Database SQLC ot
' T \ACTEnterprise sdf;Max Daf 18 eS|
_—
| Automatic Backups On? x View Backups
| : Daily Auto Backup Time: 02:00 | v
Backup Rolls Over Days: T ‘ v

View Backups

f Custom Backup Folder “

| Manual Backups and Restores
=

f Manual Backup
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1.2. Step 2 - ACTpro software installation on a new server

Install ACTpro software on a new server, using available or new serial key.
The existing serial key can be found on the old server in ACT ServerClient application, in
“‘Register Software” section.

Register Software |

Register ACT Enterprise

—_ A

Serial Key
]

Efj Register Software

After software installation check in ACT ServerClient application that ACT server is up and
running, and database has been opened:

Live System

yn\ Live System

Windows Service: ActEnterpriseHost Server Up
| Service State: Running I Database Database has been opened

Server Launched: 29 April 2021 10:49:12 Service Port: 8000

= Stop Start @ Restart Reconnect
R [>)

Diagnostics

Server IP: 192.168.112.14 Setup for clients: \\TRAINERPO\ACTPublish\SetupClients.exe

. TRAINERPC -
Machine Name: Verbose Tracing
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1.3. Step 3 - Restore database backup on a new server

With the ACTpro software installation complete, start ACT ServerClient application and
go to “Backups” tab.

In this dialog, click “Restore” button and select the backup file that should be restored.
If the process is successful there will be a “Restored OK” message as shown below.

Backup options

DataSource=C:\ProgramData\Access Control Technology\ACT Enterprise\Database
\ACTEnterprise.sdf;Max Database Size=2048

&= Backups
Automatic Backups On?
Daily Auto Backup Time: 02:00 ‘ v

7

Backup Rolls Over Days: ‘ v

Custom Backup Folder

Manual Backups and Restores

After the database restore check your ACTpro controllers are online and communicating.
The controllers must be deactivated on the old server or the server must be offline, so that the
ACT controllers communicate to the new server only.

Live System |

[_1 . Main Controller Time Event Location Details
E@ Live System L ) =
l Haupteingang| (£] 12.05-2021 08:24:21 Device Online Main Controller
. Serverraum YK 12-05-2021 082315 Device Offline Main Controller
@110 module 1 - 3 L?,I 12-05-2021 08:20:51 Device Online Main Controller

12-05-2021 08:07:55  Device Offline Main Controller

12-05-2021 08:07:52  Server Started

11-05-2021 11:36:01  Device Offline Main Controller

11-05-2021 11:35:58  Server Started

11-05-2021 07:19:44  Device Offline Main Controller

10-05-2021 14:37:10  Time Changed Main Controller Operator
10-05-2021 12:44:24  Access Granted Haupteingang Bat Man
10-05-2021 12:44:20  Time Changed Main Controller Operator
10-05-2021 11:44:44  Access Granted Haupteingang Bat Man
10-05-2021 11:44:40  Access Granted Haupteingang Bat Man
10-05-2021 11:44:36  Time Changed Main Controller Operator
10-05-2021 11:42:53  Door Normalised Haupteingang

10-05-2021 11:42:53  Door Disarmed Haupteingang

10-05-2021 11:40:32  Command failed due to timed action Haupteingang ~ System Armed
10-05-2021 11:37:28  Time Changed Main Controller Operator
10-05-2021 11:35:31  Command failed due to timed action Haupteingang  System Armed
10-05-2021 11:35:11  Reader Tamper Active Haupteingang Haupteingang_OSDP
10-05-2021 11:35:11  Device Online Main Controller

] St ) L ) ) S S
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To complete the process the ACTpro controllers need to be synchronised with the system data in
ACTpro Software.

This can be done through either the ACT Manage or ACT Install applications.

>Tools>System Synchronise

Simply select the controllers that you would like to synchronise and wait for the process to
complete.

t System Synchronise

|
|
i ‘{; Validation Wizard
|
|

1.4. Step 4 — Register the serial key on a new server

The last step is to register the serial key on the new server.

Open ACT ServerClient application and navigate to “Register Software” tab, clicking on the
“‘Register” button.

There are several possibilities to register the serial key:
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Registered Add Key...

True
Delete Key

ACT Enterprise Installation - Registration X

Register ACT Enterprise

L eeees——

Please select how you would like to get Registration Key:

(O Automatically over the Internet
QO Over the phone

O Via email

(O have a Registration Key already

Next
(e

For registration via e-mail or phone, please contact our Technical Support team.

For this the information about the serial key and Hardware-ID of your new server is required.
The Hardware-ID of the server can be found in ACTServerClient application, under the
“‘Register Software” tab.

Efj Register Software

Key Type: Master Serial Key - Pro

Feature(s): ACT Enterprise Server; Milestone; Multi T¢
Status: Unregistered, expires on Thursday, June !
Reg. Key:

Max. Clients:  Unlimited

Max. Doors: Unlimited

Max. WLocks: ©
Max. Bio Rdrs 1
Max. BT Cred. 5

Hardware 1D:
| ;;

=>» The migration from one server to another one is now complete.
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2. Move ACT server with SQL Express/Standard DB

2.1. Step 1 - Database backup

The first step to migrate from one server to another one is to create a database backup on the
old server.

Firstly, the ACT Enterprise Service should be stopped in ACT ServerClient application. This
prevents DB corruption with events being written whilst you are trying to backup.

As SQL Express/Standard is in use the backup cannot be done via ACT ServerClient
application like in chapter 1.1. Here the database backup should be done via separate
Microsoft SQL Management Studio application.

Login to SQL Management Studio with the relevant user. This could be a specific account, or
your domain account, depending on your level of permissions.

Once logged in, expand the hierarchy out so you can see the Database, then select the
database that you wish to backup — in this example the database is called “LoginTest”.
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Lxxc-‘ Microsoft SQL Server Management Studio
File Edit View Debug Tools Window Help
" | o - - |J"'|J:§‘|ﬂew[luery R [l = '|E|

Object Explorer
Connect~ ¥ ¥ (I

= @ GWEDSE6W10 (SOL Server 14.0,1000 - SECWCE0219)
= Databases
Systemn Databases

Database Snapshots
W ACT3

W ACTENT201901077613
E ascod

W Latestimport

- w [T

ﬁ MNewDEB (Single User)
Security
Server Objects
Replication

PolyBase
Management
{#] XEwvent Profiler

Now right click on the relevant database, go to Tasks>Back Up... and a new dialogue box will
appear.

TCC-2021-023_Moving-Enterprise-Server_320 01_EN



SUPPORT INFORMATION

L.‘,; Microsoft 5QL Server Management Studio
Eile Edit View Debug Tools Window  Help
E |ﬁ3' - & ﬂ“l@ﬂeu\r&uery R [ | ! - '|E|

Object Explorer

Connect~ ¥ ¥ ¢
= @ GWEDSEW10 (SOL Server 14.0.1000 - SEC\CE0219)
= Databaszes
Systern Databases
Database Snapshots
W ACT3
W ACTENT201901077613
W ascod
@ Latestimport
=
&3 NewDB Mew Database...
Security Mew Query
Server Obje
Replication PR —
PolyBase Tasks Detach...
Manageme e
KEvent Prof

Script Database as

Policies Take Offline
Facets Bring Online

Start PowerShell Enable

Reports Encrypt Columns...

Rename Classify Data...

Delete Vulnerability Assessment

Refresh Shrink

Propertles Back Up...

Restore

Generate Scripts...

Extract Data-tier Application...

Deploy Database to Microsoft Azure SOL Database...
Export Data-tier Application...

Upgrade Data-tier Application...

Import Flat File...
Import Data...
Export Data...

Providing the correct database was selected, the database selection should be the correct
one. The backup type should be “Full” to copy everything.

The destination can either be left as default, or can be specified as an external location, such
as an USB stick or a network drive.

Click “OK* to do the backup (*.bak file).
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[f] Back Up Database - LoginTest

Yy I soet ~ @teo
& Media Options
# Backup Options Source
Database: Login Test v
Recoveny model: FULL
Backup type: Full ~
[ Copy-only backup
Backup component:
(® Database
(O Files and filegroups:
Destination
Back up to: Diisk w
Con . C:\Program Files'\Microsoft SQL Server\MSSQL13.M55QLSERVERYMSS0 L \Backup*LoginTest bak Add
Server:
GWEDSEW10 Bemove
Connection:
SECM\CED219 Contents
ﬁ View connection properties
Progress
Ready
Cancel

2.2. Step 2 - SQL Express/Standard and ACTpro software installation

Install SQL Express/Standard on a new ACT server.

Then install ACTpro software using available or new serial key.

Existing serial key can be found on the old server in ACT ServerClient application, under
“Register Software” tab.

During installation, select “SQL Database (advanced)” option as SQL database is preinstalled.
In the next steps the SQL server name database should be selected or entered, and a new
database should be created.
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Select Database

L esee—

Please enter the name of your SQL Server or click on the dropdown icon to display all available SQL Servers,
I haven't found the SQL Server | am looking for.

Please check your firewall and SQL Server configuration.

Open SQL Server Configuration Manager and enable Named Pipes and TCP/IP in SQL Server Network Configuration
and SQL Native Client Configuration.

Check if firewall allows access to TCP port 1433 (default) for SQL Server.

Server ACTPRO\SQLEXPRESS -4 @

\ < |
Please select or create database

Database | ACTDB oK L Create

il |
ACTDB, Version 80, 11/05/2021 4:21:26 PM
0 Controller(s), 0 Door(s), 0 I/0 module(s), 0 User(s), O LogEvents

User Authentication
@ Windows Default

Creation of database succeeded!

After ACTpro software installation the ACT service is running but the Server will be “Down”.
The ACT Service logon account will need to be amended to one with a Windows/Domain
Account that has permissions to the SQL database.

After this change the ACT service must be restarted!

Live System |

(a)

Live System

Windows Service: ActEnterpriseHost

Database

Service State: Running Cannot see the status of the database

Service Port: 8000

Ef Reconnect

Server Launched:

(S Start |f Restart
- »

e ACT Enterprise Service Properties (Local Computer) *
i S ST pute General LogOn  Recovery Dependencies
General LogOn  Recovery Dependencies Log on as;
| Log on as: () Local System accourt
Allow service to interact with desktop

| (@ Local System account
{ [[] Allow service to interact with desktop (®) This accourt: |-\T35t | Browse...
1 (O This account: Browse.. Fassword: |""" |

By Confirm password;  |eeesee |

Default Service Logon Service Logon with SQL permissions

TCC-2021-023_Moving-Enterprise-Server_320 01_EN



SUPPORT INFORMATION

2.3. Step 3 — Restore database backup on a new server

First the ACT service should be stopped.

Live System ‘
ﬁ Live System Service
Windows Service: ActEnterpriseHost
Service State: Stopped

Server Launched:

[ Stop ] Start Restart

Login to SQL Management Studio with the relevant user on the new server.

This could be a specific account, or your domain account, depending on your level of
permissions.

Once logged in, expand the hierarchy out so you can see the Database, then select the
database where you wish to restore the database backup from old server — in this example the
database is called “ACTDB”.

That is the database that was created during ACT software installation (see chapter 2.2)

I_Q Microsoft 50L Server Management Studio
File Edit View Tools Window Help
SO 02 | B NewQuey B §

| | Execute

Ohbject Explorer > 01X

Connect~ ¥ *¥ (S

= @ ACTPROVSOLEXPRESS (SOL Server 15.0
= Databases

Systermn Databases
Database Snapshots
¥

Security

Server Objects

Replication

B BB

PolyBase

&3]

Management
XEvent Profiler

B ®
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Now right click on the relevant database, go to Tasks>Restore>Database... and a new
dialogue box will appear.

,_:Q Microsoft 5OL Server Management Studio
File Edit View Tools Window Help

- |’n°f3' - & |J"'|J:§'|Neruery J:E‘l-n:mxﬁ‘.m| [l | - '|@| '|p
| | b Execute | | | | | " <
Object Explorer >+ 0 x
Connect~ ¥ ¥ ¢

= W@ ACTPROVSOLEXPRESS (SOL Server 15.0
= Databases

System Databases
Database Snapshots
]
Security MNew Database...
Server Obj Mew Query
Replicatio Script Databaseas  »
PolyBase
Managemj Tasks 4 Detach...
Bl XeventPra b ficies v Tke Offline
Facets EBring Online
Start PowerShell Enable

Azure Data Studic » .

e ' Data Discovery and Classification 3

Rename Vulnerability Assessment 3

Delete Shrink v

Refresh Back Up...

Properties

P Restore I 4 Database...
Generate Scripts... Files and Filegroups...
X T Transaction Log...

Extract Data-tier Application...

Deploy Database to Microsoft Azure SOL Database...
Export Data-tier Application...
Upgrade Data-tier Application...

Import Flat File...
Import Data...
Export Data...
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In Options tab tick the checkbox “Overwrite the existing database (WITH REPLACE)”.
If this option is not selected, the database cannot be restored.

Lx: Restore Database - ACTDB

|§:3| Mo backupset selected to be restored.

Select a page
K& General

Restore options
Overwrite the existing database (WITH HEPL@
[] Preserve the replication ssttings (WITH KEEP_REPLICATION)
[] Restrict access to the restored database (WITH RESTRICTED_USER)

Script ) Help

Recovery state: RESTORE WITH RECOVERY

Standby file: C:\Program Files'Microsoft SQL Server\M55SQL15 SQLEXPRESSWMSSQLNE

Leave the database ready to use by rolling back uncommitted transactions. Additional transaction logs cannot be restored.

Tail-Log backup

Backup file:
Server connections

[] Close existing connections to destination database

Prompt
[] Prompt before restoring each backup
Connection —~ Th - - -
(e e Full-Text Upgrade server property controls whether full+ext indexes are imported, rebuilt, or reset for the restored
¢ ACTPROVSQLEXPRESS 1) database.
[ACTPRONTest)

View connection properties

Progress

@ Daone

OK Cancel Help
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In General tab in “Source” select the dababase backup file that should be restored.

In “Destination” select the database where the database backup should be restored to.
In this example it is ACTDB database.

Click “OK” to proceed with database restore.

% Restore Database - ACTDB — [m} *
@ Ready
Select a page LT Script - | @) Help
F# General
K Files (S ™y
J Options ource
() Database:
@® Device: [CA\LoginTest bak |
| Database: LoginTest "
{* Destination ¥
Database: [ACTDE] » |
| Restoreto: [The last backup taken (17 May 2021 10:23:00) | Timeline...
Restore plan
4 Backup sets to restore: Ny
lame Component  Type  Server Database  Position  First |
Login Test-Full Database Backup  Database Full ACTPROVSQOLEXPRESS  LoginTest 1 3800
\, vy
Connection
¢¥ ACTPROVSGLEXPRESS
[ACTPRO"Test]
Miew connection properties
Progress
< >
@ Done
Verify Backup Media
Cancel Help

If the database restore was successful there will be a message:

Destination

Database: ACTDB

Restore to: The last backup taken (17 May 2021 10:23.00)
Restore plan

Backup sets to restore:

Restore M ficrosoft SQL Server M t Studi x [ Dete
u ICroso EMNVer ar‘lagemer‘l udio RO\SQLEXPRESS I_Ugl

o Database 'ACTDE restored successfully,
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Now the ACT service can be started.

Open the ACT ServerClient application, in “Live System” tab click on “Start” to start the ACT
service.

ACTEnterprise Server

v \JANDERBILT NCTEnterprise server

Windows Service: ActEnterpriseHost Server Down English
Service State: Stopped Database Cannot see the status of the database
Server Launched: Service Port: 8000

Stop |¢% Start I Restart El& Reconnect

Diagnostics

Open ACT Install and ACT Manage application and check if the restored data is available and
correct (hardware, users, etc.).

Controller 1 Time Event Location Details
[ Main Entry B 17-05-2021 15:13:54  Exit Granted Main Entry Bat Man
l Office B 17-05-2021 15:13:48  Access Granted Main Entry Bat Man
k| 17-05-2021 14:12:47 Device Online Controller 1
(§] 17-05-2021 14:12:47  Server Started
B 17-05-2021 11:17:09  Unrecognized Card ~ Main Entry Card: 2471023
&] 17-05-2021 10:17:01 Downloaded Ok Controller 1
d| 17-05-2021 10:16:34  Device Online Controller 1
@ 17-05-2021 10:16:23  Device Offline Controller 1
& 17-05-2021 10:16:15  General Error Controller 1 Controller 1
z 17-05-2021 10:16:13 Device Online Controller 1
(i) 17-05-2021 10:08:03 Server Started

After database restore, check your ACTpro controllers are online and communicating.

Note - The controllers must be deactivated on the old server or the server must be
offline, so that the ACT controllers communicate to the new server only.
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To complete the process, the ACTpro controllers need to be synchronised with the system
data in ACTpro software.

This can be done through either the ACT Manage or ACT Install applications.
>Tools>System Synchronise

Simply select the controllers that you would like to synchronise and wait for the process to
complete.

Live System ‘

{ & System Synchronise i

V’; Validation Wizard

Y

2.4. Step 4 — Register the serial key on a new server

The last step is to register the serial number on a new server PC.
For this see chapter 1.4.

= The migration from one server to another one is now complete.
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2.5 Adjust settings on client PCs

As part of the ACTpro server migration procedure, the server name or IP address may have
changed, therefore the adjustment in settings of every client PC must be carried out.

Start ACT Install or ACT Manage and click to Enterprise Server Settings > Adjust the host
name / IP address > Test connection to the server.

\VANDERBILT ACT install

Change Password

ﬂ ACTEnterprise Install

\VANDERBILT

‘ Enterprise Server Settings

Host Name or IP:  actpro

Port: 8000
Test Connection =
Server Version: 2.16.0.3 23 March 2021 14:33:00
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If you have any questions, please contact our Technical Competence Centre.

Contact details can be found on our website.

\VVANDERBILT

Vanderbilt International GmbH

vanderbiltindustries.com
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