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1 Overview

The SPC system (panels and peripherals) is used to secure premises; SPC Connect provides a means to
access SPC panels anytime and anywhere. You can view and control multiple sites: set or unset a
system, open doors, control outputs and check the status of each installation. If IP cameras are installed,
you can connect to the cameras to view the latest frame of footage.

This guide explains how to:

1.

2
3.
4

Create an installer account with SPC Connect.
Create/join a company in SPC Connect.
Register SPC panels with a company.

Manage SPC panels through SPC Connect: grouping related panels using panel groups, granting
installers rights to manage panels in a panel group, applying firmware updates remotely, and so on.

The information in this guide is applicable for SPC panels running firmware version 3.6.6 and later.

See also:

SPC 4xxx/5xxx/6xxx Installation & Configuration Manual for more information on SPC panels

1.1 Best practices

While using SPC Connect:

Each SPC Connect user should have their own SPC Connect account and unique password: do not
share accounts or passwords with family members or colleagues.

Ensure that your SPC Connect password is secure: do not divulge it to anyone.
Do not store your SPC Connect password on publicly accessible web browsers.

Use a secure email address when registering with SPC Connect: your email account can be used to
reset/change your SPC Connect password.

Enable Event Notification for your account at https://www.spcconnect.com to receive notification
of specific panel events via email.
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2 About SPC Connect

Using SPC Connect you can:

Set up and manage SPC Connect accounts

Register SPC panels

Group related SPC panels and assign management of panel groups to particular installers
Remotely connect to SPC panels

View the status of an SPC panel

Remotely manage SPC panels, for example, to apply firmware upgrades or perform time syncs
Control the devices connected to an SPC panel via panel outputs

Access event logs for an SPC panel

View the footage from cameras connected to an SPC panel

Configure email notifications for panel events (using the web interface only)

This section describes:

2.1 An overview of company organisation ... ...
2.2 Companies in SPC Connect . ...
2.2.1 SPC engineers and SPC Connectinstallers ... ...
2.2.2 Panel grOUPS . ...
2.3 SPC panels il
2.3.1Panel enrolment modes .. 10
2.3.1.1 Configuring panel user/engineer credentials for SPC panel access from SPC Connect ... .. 10
2.3.2 SPC panel encryplion KeYsS ... il 11
2.3.3 Panel communication status ....... ... ... .. 12
2.4 SPC roles and panel access ... ... ... 12
24 1SPC PANEIUSEIS . ... 12
2.4.2 SPC Connect system USers .. il 13
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8 About SPC Connect

2.1 An overview of company organisation

This sectionillustrates the relationship between companies, installers, panel groups and SPC panels in
SPC Connect. This illustration considers just one possible use case for SPC Connect: the logical
organisation of panel groups, panels and installers may be different for your situation.

The diagram below illustrates the company structure for Installation Company ABC who manage panels
for a business with branches in Ireland (IE) and France (FR).

Installation Company ABC

Panel Group 1 (IE) Panel Group 2 (FR) Panel Group 3 (EU)

e Panel 1 (Dublin) e Panel 4 (Paris) Panel 1 (Dublin)

e Panel 2 (Cork) e Panel 5 (Lyon) Panel 2 (Cork)

e Panel 3 (Galway) e Panel 6 (Marseille) Panel 3 (Galway)
Panel 4 (Paris)
Panel 5 (Lyon)
Panel 6 (Marseille)

e |Installer 2 e |Installer 3 e |Installer4

Installer 1 (Company Manager)

There are 6 offices across the 2 European countries, with a panel in each office. Panel groups have been
created so that:

« All panels in Ireland can be managed through Panel Group 1.
« All panels in France can be managed through Panel Group 2.
« All panels in Europe (Ireland and France) can be managed through Panel Group 3.

« Installer 2 can only manage panels in Panel Group 1 (Ireland); Installer 3 can only manage panels in
Panel Group 2 (France); Installer 4 can manage panels in Panel Group 3 (both Ireland and France).

« The Company Manager can manage all panels and all installers registered to ABC, without being
assigned to any panel group.

2.2 Companies in SPC Connect

A company is a grouping of installers and panels. The panels registered to a company are managed by the
installers in that company.

Every installer who registers with SPC Connect must join or create a company in SPC Connect. While
each company may have many installers, an installer account can only be associated with one company.

Onfirstlog in, an installer is prompted to create or join a company in SPC Connect. If the installer creates
a company, the installer is automatically made the Company Manager for that company. The Company
Manager can monitor and manage all panels registered to that company. Subsequent installers should be
assigned specific panel groups to manage by the Company Manager. If required, the Company Manager
role can be assigned to additional installers (see The Installers page on page 29).

Panels should be manually or automatically registered with the company. See Panel enrolment modes on
page 10 for more information. During registration, panels should be assigned to one or more panel groups in

1-200218
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About SPC Connect 9

SPC Connect. Any installer assigned to a panel group can monitor and manage the panels in that
group. See Panel groups below for more information.

A panel can be registered to a company and to one or more system user (Standard User/Panel
Manager) accounts. A system user has access to fewer panel management functions than an installer.

2.2.1 SPC engineers and SPC Connect installers

Often, SPC engineers are also SPC Connect installers, but for clarity this documentation makes a
distinction between the two roles:

« Engineers carry out the physical installation of SPC panels at installation sites, and configure
these panels through the keypad or the panel web interface.

« Installers use SPC Connect to remotely manage panels across multiple sites/installations on
behalf of a panel management company.

The specific functions available to an installer depend on their assigned profile (see The Installer
Profiles page on page 30). Installer functions include the ability to create and manage a company in
SPC Connect, to create and manage installer profiles, to create and manage panel groups, and to
monitor and manage the panels in panel groups.

Installers should be added to one or more panel groups to monitor and manage the panels in those
groups. See Panel groups below for more information.

i

By default, an installer can only monitor and manage the panels/panel groups to which that installer
is assigned. If appropriate, you can assign an installer profile that grants an installer access to all
panels registered to a company (Manage All panels in Company). See The Installer Profile
Details page on page 31 and The Installers page on page 29).

2.2.2 Panel groups

Panel groups are used to specify a collection of related panels registered/enrolled to a company in SPC
Connect. For example:

« A panel group could specify all managed panels for a specific organization across distributed
geographic locations: Dublin, London and New York.

« A panel group could specify managed panels for multiple organizations in the same geographic
location, such as an office block or business park.

An SPC panel can be in no group, one group or multiple groups.

By default, if a panel is not in a group, it can only be accessed by an installer with the Manage All
panels in Company right in their installer profile. The Company Manager profile always includes this
right.

If a panel is in a group, it can be accessed by an installer with the Manage All panels in Company
right, or by any installers assigned to that group. An installer who has been assigned to a panel group
can monitor and manage all of the panels in that group, dependent upon the rights in their assigned
installer profile. See The Panel Groups page on page 41 for more information.

Installers can apply operations across all panels in a group at once from SPC Connect, simplifying the
task of maintenance. For example, an installer could run the Configuration Manager for all panels in a
panel group at once.

2.3 SPC panels

An SPC panel is a hybrid controller that communicates with intruder devices. SPC panels can be
monitored and managed remotely using SPC Connect.

SPC panels registered to a company in SPC Connect can be managed by that company (see
Companies in SPC Connect on the previous page). A panel that is registered to a company should be

© Vanderbilt 2017 SPC Connect Installer Guide
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10 About SPC Connect

added to one or more panel groups within that company: installers assigned to a panel group can monitor
and manage the panels in that group (see Panel groups on the previous page).

2.3.1 Panel enrolment modes

There are two ways to add a panel to a company: manual registration, or automatic enrolment. Manual
registration allows an SPC panel to be registered to a company through SPC Connect; auto enrolment
allows a panel to be enrolled with/registered to a company from the panel.

To manually register a panel to a company:

1. The panel must be installed and configured with an ATS that connects to SPC Connect. See SPC
4xxx/5xxx/6xxx Installation & Configuration Manual for more information.

2. Aninstaller must enter the SPC Connect ATS registration ID from the panel and valid panel
user/engineer credentials on the Register a Panel to a Company page.

See The Register a Panel to a Company page on page 35 for more information.
To automatically enroll a panel to a company:
1. Aninstaller must enable automatic registration on the Company Settings page.
See The Company Settings page on page 28 for more information.

2. Aninstaller must specify the panel user/engineer credentials that will be used for auto enrolment on
the Company Settings page.

See Configuring panel user/engineer credentials for SPC panel access from SPC Connect below for
more information.

3. (Optional) An installer can enable auto enrolment in a panel group on the Panel Group Settings
page.
See The Panel Group Settings page on page 42 for more information.

4. Anengineer (logged on to the panel in full engineer mode) must create panel user/engineer accounts
with credentials that match those set on the Company Settings page.

5. An engineer (logged on to the panel in full engineer mode) must edit the panel Installation Details in
the ATS to enter the company ID.

6. (Optional) An engineer (logged on to the panel in full engineer mode) can enter the auto enrol ID for
up to five panel groups to auto enrol the panel to those panel groups in SPC Connect.

See the SPC 4xxx/5xxx/6xxx Installation & Configuration Manual for more information on panel
configuration.

2.3.1.1 Configuring panel user/engineer credentials for SPC panel access from SPC Connect

Panel user/engineer credentials can be specified in SPC Connect to enable auto enrolment and panel
access for maintenance. See the following topics for more information on pages where panel user/engineer
credentials can be specified: The Company Settings page on page 28, The Register a Panel to a Company
page on page 35, The Change Panel Connection Details page on page 38.

In the case of auto enrolment/panel registration, valid panel user credentials, valid panel engineer
credentials, or both may be required depending on panel configuration and company policy.

Where auto enrolment is allowed, an installer should specify the panel user/engineer credentials that will
be used during auto enrolment on the Company Settings page in SPC Connect (see The Company
Settings page on page 28), then an engineer should create matching user/engineer accounts on the panel
during installation/configuration. See SPC 4xxx/5xxx/6xxx Installation & Configuration Manual for more
information on panel configuration.

The following table describes the SPC Connect configuration required depending on how the panel is
configured.

1-200218
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About SPC Connect 11

L If the grant access mode is changed on the SPC panel, you must update configuration settings in
l SPC Connect to reflect these changes.

Panel Configuration / Company

. SPC Connect Configuration
Policy

1. Enable auto-enrolment on the Company Settings screen.

2. Disable Auto Grant Access under Panel Connection

Engineer or manufacturer access does Information (User) on the Company Settings screen.

not need to be granted by a panel user." .
Do not enter panel user credentials.

Enter panel engineer credentials.

Engineer or manufacturer access must be

granted by a panel user 1. Enable Auto Grant Access under Panel Connection

Information (User) on the Company Settings screen.
Your company policy means that it is

necessary for SPC Connect to
automatically grant access.

2. Enterthe panel user and panel engineer credentials that will be
used to grant panel access.

1. Disable Auto Grant Access under Panel Connection
Information (User) on the Company Settings screen.

Enter the engineer credentials that will be used to auto enrol the

Engineer or manufacturer access must be panel

granted manually by a panel user.
Note: A panel user must grant engineer/manufacturer access on the
panel when required. The panel user profile must include the
Engineer/Manufacturer right.

1 This configuration also applies if an SPC panel is operating in Unrestricted mode and Allow Engineer and Allow
Manufacturer are both un-checked under System Options.

2.3.2 SPC panel encryption keys

An encryption key is used to secure communications between an SPC panel and SPC Connect. A
default encryption key is set on every SPC panel when it is installed or reset. SPC Connect knows this
default encryption key and uses it to make an initial connection to the panel. The panel and SPC
Connect then negotiate a new encryption key to secure all further communications.

Occasionally, it may be necessary to reset the encryption key to re-establish communication between
a panel and SPC Connect. For example:

« If apanelis deleted from SPC Connect (using the Delete Panel option on the Panels screen,
see The Panels page on page 34) and added again, SPC Connect attempts to use the default
encryption key to communicate with the panel. Since the ATP on the panel was not deleted, it
continues to use the negotiated key from its previous registration. Because the panel and SPC
Connect are using different encryption keys, communication fails. In this case, the encryption
key must be reset on the panel since SPC Connect is already using the default key.

Note that if a panel is removed from a company (using the Remove Panel option on the Panels
screen, see The Panels page on page 34) and added again, the ATP remains in place and the
encryption does not need to be reset on the panel orin SPC Connect.

« Ifan ATP is edited on the panel, the encryption key may changed/lost (depending on the types of
changes made). In this case, the encryption key in SPC Connect will not match the one on the
panel, and both sides must be reset to the default encryption key to reestablish communication.

1-200218
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12 About SPC Connect

« If you are unsure of the connection encryption status, reset the encryption key in SPC Connect first,
then reset the encryption key on the panel.

After resetting an encryption key, you may need to wait up to 60s for the connection to be
renegotiated.

L)

To reset the encryption key on the panel:
1. Log into the panel embedded web page as a user with Engineer Programming rights.
2. Goto Communications > FlexC > FlexC ATS.
3. Click Edi beside the relevant ATS in the Configured ATS table.
4

Click Edif #] beside the relevant ATP in the Event Sequence Table table on the ATS

Configuration screen.
5. Click Advanced ATP Settings on the ATP Configuration screen.
6. Click Reset Encryption onthe ATP Configuration - Advanced Settings screen.
To reset the encryption key in SPC Connect:

1. Click Reset Encryption Key on the Panel Settings screen. See Reset the encryption key for a
panel on page 24 for more information.

2.3.3 Panel communication status

ATP (alarm transmission path) categories are defined by international standards and define how often a
panel should poll a server to confirm its status, and how many retry attempts should be made if the server
cannot be reached. The ATP category for a particular SPC panel connected to SPC Connect is configured
on the panel itself, and SPC Connect reads the ATP category information for the panel when it is
registered.

The Panels screen in SPC Connect shows the panel status and the time the panel last polled
successfully. It also shows the panel status with respect to its ATP category. Possible panel statuses are:

« Initializing — the connection between the panel and SPC Connect is restarting

o OK—the panel successfully polled SPC Connect within the defined limits for the ATP category of
the panel

« Fault —the panel did not successfully poll SPC Connect within the defined limits for the ATP
category of the panel

See SPC 4xxx/5xxx/6xxx Installation & Configuration Manual for more information on configuring the ATP
category for a panel.

2.4 SPC roles and panel access

This section describes the following roles an individual might have when accessing/managing
SPC panels, and what individuals with each role can do:

o SPC panel users below

o SPC Connect system users on the facing page

2.4.1 SPC panel users

Every individual accessing a site protected by an SPC panel should have a user account defined on
that panel. This account is used to specify the following for the user:

o |ID, username and PIN

« Preferred language

1-200218
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About SPC Connect 13

« Any start/end date limits on system access

« One or more profiles that determine which areas the user can access, and what the user can do
in those areas (for example, can the user set/unset the system, connect to the system through a
web browser, manage other users, view logs or perform bell tests)

Credentials for a panel user account with Web Access enabled are required to connect to a panel
through SPC Connect.

2.4.2 SPC Connect system users

When you register for an account in SPC Connect, you must register as either a system useror an
installer. This guide describes installer functionality. See SPC Connect System User Guide for
information on system user functionality.

System users are SPC Connect users who want to access a small number of domestic/work-based
panels through SPC Connect. System users can access basic panel functions and reports.

A system user can be granted either Standard User or Panel Manager access to each panel registered
to their account. The first system user to register a panel is automatically granted Panel Manager
access for that panel; all system users that subsequently register the same panel are granted Standard
User access for that panel. Standard Users on a panel can request Panel Manager access to that
panel. One user can have different levels of access on different panels.

Depending on policy, system users may be automatically granted access to panels, or may require
approval from a Panel Manager.

A user with Standard User access to a panel can:

« Add panels to SPC Connect (automatic authorization) or request authorization to add a panel
(manual authorization).

« Request Panel Manager access for a panel (web only).
« Access their registered panels to monitor and manage them.
« Remove panels from their SPC Connect account.
A user with Panel Manager access to a panel can do everything a Standard User can do, plus:

« Inmanual authorization mode, Panel Managers receive authorization requests from Standard
Users to access a panel.

« In manual authorization mode, Panel Managers authorise users with Standard User access to
register a panel.

« Panel Managers receive requests from Standard Users for promotion to Panel Manager access.
« Panel Managers can promote Standard Users to have Panel Manager access.

« Panel Managers can demote their own Panel Manager access to Standard User access provided
at least one other user has Panel Manager access on the panel.

« Panel Managers can remove access to a panel for Standard Users (but not for Panel Managers).

« Panel Managers can remove a panel from their List of Panels table if there is at least one other
Panel Manager for the panel, or if there are no Standard Users on the panel.

0l Users with Panel Access

Email Events

SPC Connect Usemame Panel Usemame User Type Authorization State Authorize Remove Access ‘Enabled

Approved - @ No

Approved s e No

1-200218

© Vanderbilt 2017 SPC Connect Installer Guide 13.03.2017






3 Getting started

To start using SPC Connect, you must:

1.

Create an account with SPC Connect.
See Create an installer account on page 17.
Register a new company, or join an existing company.

See Create a company on page 17 or Join a company on page 18 for more information.

To set up access to a panel through SPC Connect, you must:

1.

Identify the ATS registration ID from the panel.

See Find the ATS Registration ID of a panel using the panel keypad on page 19 or Findthe ATS
Registration ID of a panel using the panel embedded web page on page 19 for more information.

Create a panel user and assign them a profile with web access.

See Create a panel user with web access using the panel keypad on page 19 or Create a panel user
with web access using the panel embedded web page on page 20 for more information.

Log on to SPC Connect and register the panel with your company.
See Register a panel to a company on page 22 for more information.

(Optional) Depending on your company needs, you may also want to create one or more panel
groups, and assign panels and installers to that panel group.

See Create a panel group on page 21, Manage which panels are in a panel group on page 21 and
Manage which installers are in a panel group on page 22 for more information.

|-

If a customer wants to register their panel, you must provide the ATS registration ID from the panel
and the username and password of the panel user with web access. See Find the ATS Registration
ID of a panel using the panel keypad on page 19 or Find the ATS Registration ID of a panel using the
panel embedded web page on page 19 for more information.

© Vanderbilt 2017
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4 Registering with SPC Connect

This section describes how to set up your SPC Connect account.
You should:
« Register as an installer (see Create an installer account below).

« Create a company (see Create a company below) or join an existing company (see Join a company
on the next page).

4.1 Create an installer account

1. Gotothe SPC Connect web interface (https://www.spcconnect.com).
Click Register as Installer to create an installer account.

3. Enteryour details.

« Your email address must be unique in SPC Connect: if you have already
created an account, you cannot create a second account using the same

[ email address.

l « An activation email is sent to the email address provided. If you have multiple
email addresses, please take note of which address you enter, and ensure
that you have access to that account to activate your SPC Connect account.

Click Register Account.

Check the inbox of the email address provided during registration for an activation email. If you do
not see an email, check your spam folder.

6. Click thelink in the activation email to activate your account.
The system sends a second email to confirm that your account has been successfully activated.

Log in using your registered username and password. You are prompted to either create a new
company or join an existing company.

4.2 Create a company

1. Loginto SPC Connect.

If you have not joined a company already, the Join a Company page is displayed: from here, you
can join an existing company or create a new one. For information on joining an existing company,
see Join a company on the next page.

2. Tocreate a new company, click Create a Company on the Join a Company page.
The Create a Company page is displayed.

3. Entera Company Name and a Company Password. A unique Company ID is generated
automatically.

company. For security reasons, you should not use a password that you already

E You will provide the company password to all installers registering with your
l use for any other account or system.

4. Click Create a Company.

Your SPC Connect company account is created and the Company Settings page is displayed.

1-200218
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18 Registering with SPC Connect

Other installers can now join your company by providing the company ID and password on the Join
a Company page.

4.3 Join a company
1. Loginto SPC Connect.

If you have not joined a company already, the Join a Company page is displayed: from here, you
can join an existing company or create a new one. For information on creating a new company, see
Create a company on the previous page.

2. Enterthe Company ID and Company Password.
An installer with Company Manager rights in the company can provide these details.
3. Click Join a Company.

If the entered details are validated successfully, your installer account is added to the SPC Connect
company account.

1-200218
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5 SPC panel configuration

SPC Connect is enabled by default on all newly installed panels. If your panel settings have been modified
and SPC Connect is not currently enabled, see SPC 4xxx/5xxx/6xxx Installation & Configuration Manual
for information on how to enable it through the panel keypad or panel embedded web page.

This section describes the follow panel configuration settings/information required to support
communications with SPC Connect:

5.1 Find the ATS Registration ID of a panel using the panel keypad ... ... ... ................ 19
5.2 Find the ATS Registration ID of a panel using the panel embedded web page ............. 19
5.3 Create a panel user with web access using the panel keypad ... ... ... . ... 19
5.4 Create a panel user with web access using the panel embedded web page _................ 20

5.1 Find the ATS Registration ID of a panel using the panel keypad

In Engineer Programming mode, go to SPC CONNECT > REGISTRATION ID.

Note the ID, and provide this information to the system user to enable them to register the panel with SPC
Connect.

See SPC 4xxx/5xxx/6xxx Installation & Configuration Manual for more information on Engineer
Programming mode and using functions on the panel keypad.

5.2 Find the ATS Registration ID of a panel using the panel embedded
web page

1. Loginto the panel embedded web page as a user with Engineer Programming rights.
2. Goto Communications > FlexC > FlexC ATS.

3. Note the SPC Connect ATS Registration ID shown in the Configured ATS table.

5.3 Create a panel user with web access using the panel keypad

1. Scrollto USERS > ADD.

2. Select a user ID from the available IDs on the system and press SELECT.

3. Press ENTER to accept the default user name or enter a customised user name and press ENTER.
4

. Scroll to the preferred user profile type and press ENTER to select.

& The selected profile must have web access to be able to register this panel with
l SPC Connect using this user account.

5. Press ENTER to accept the default user PIN generated by the system, or enter a new user PIN and
press ENTER.

The keypad confirms that the new user has been created

© Vanderbilt 2017
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20 SPC panel configuration

5.4 Create a panel user with web access using the panel embedded
web page

1. Select Users > Users > Add User.
2. Click Add.

3. Aunique User ID is shown. When creating a new user, you can change the automatically generated
value to any unused ID in the supported range. See the SPC 4xxx/5xxx/6xxx Installation &
Configuration Manual guide for information on the supported range for IDs on your panel. The user
ID cannot be changed after the user is saved.

4. Enter a unique User Name (maximum 16 characters and case sensitive).
Enter a User PIN for a new user, or click the Generate PIN button to automatically generate a PIN.

Select the appropriate User Profiles for this user.

L The selected profile must have web access to be able to register this panel with
1 SPC Connect using this user account.

7. Click Save.
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6 Managing panels in SPC Connect

This section describes how to perform the following panel management tasks:

6.1 Create a panel group .. il 21
6.2 Manage which panels arein apanel group ... .. ...l 21
6.3 Manage which installers areinapanel group ... ... ... ... 22
6.4 Register a panel to acompany ... .. .. 22
6.5 Edit panel keywords .. 23
6.6 Search for panels .. il 23
6.7 Edit panel connection details ... ... .. 24
6.8 Upgrade panel firmware .. 24
6.9 Reset the encryption key forapanel ... .. 24
6.10 Remove a panel . 25

6.1 Create a panel group

1.

Click Panel Groups in the site navigation.
The Panel Groups page is displayed.

Click Add Panel Group.

The Panel Group Settings page is displayed.
Enter a Panel Group Name.

4. (Optional) Enter any Notes about the panel group. These notes appear on the Panel Groups page

and may help to identify the group (see The Panel Groups page on page 41).
(Optional) To enable auto enrolment of a panel in this panel group:
a. Select the Auto Enrol Enable check box.
b. Enteraunique Auto Enrol ID for the panel group.
The Company ID field is automatically populated with the company ID of the current company.

The auto enrol ID can be entered on the panel embedded web page by an engineer to automatically
enrol the panel with this company. See Panel enrolment modes on page 10 for more information on
auto enrolment.

Edit the list of panels in the group as required. See Manage which panels are in a panel group
below for more information.

Edit the list of installers assigned to the group as required. See Manage which installers are in a
panel group on the next page for more information.

Click Save.

6.2 Manage which panels are in a panel group

1.

2.

Click Panel Groups in the site navigation.
The Panel Groups page is displayed.

Click Add/Remove Panels g beside the panel group for which you want to add/remove panels.
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The Select Panels for Panel Group page is displayed.

3. Select the check box for each panel you want to include in the group, and de-select the check box
for each panel you want to exclude.

4. Click Save.

6.3 Manage which installers are in a panel group

1. Click Panel Groups in the site navigation.
The Panel Groups page is displayed.
2. Click Edit beside the panel group for which you want to add/remove installers.

The Panel Group Settings page is displayed.
3. Click Add/Remove Installers.
The Select Installers for Panel Group page is displayed.

4. Select the check box for each installer you want to include in the group, and de-select the check box
for each installer you want to exclude.

5. Click Save.

6.4 Register a panel to a company

This procedure describes how an installer can register a panel to their company through SPC Connect.

H

An ATS to SPC Connect must be configured on the panel before the panel can be registered to a
company.

1. Loginto SPC Connect (https://www.spcconnect.com).
2. Click Panels in the site navigation.

The Panels page displays. See The Panels page on page 34 for more information.
3. Onthe Panels page, click Register Panel with Company.

The Register a Panel to a Company page displays. See The Register a Panel to a Company page
on page 35 for more information.

4. (Optional) Enter a Panel Name and the Panel Address. These are used to identify the panel on
the Panels screen.

5. Enter the Panel Registration ID, for example, 123S-456T-789Y-SS56 (dashes are optional). See
Find the ATS Registration ID of a panel using the panel keypad on page 19 or Find the ATS
Registration ID of a panel using the panel embedded web page on page 19 for information on finding
the ATS registration ID from a panel.

6. Under Panel Connection Information (User):

a. Enterthe username and corresponding password for a user with web access rights on the
panel. If these details are supplied, SPC Connect authenticates that this is a valid user on the
panel.

b. Select the Auto Grant Engineer Access check box to automatically grant engineer access on
the SPC panel when required using the user credentials supplied.

See Configuring panel user/engineer credentials for SPC panel access from SPC Connect on
page 10 for more information.
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7. Under Panel Connection Information (Engineer):

a. Enter the username and corresponding password for an engineer user on the panel. SPC
Connect authenticates that this is a valid user on the panel.

b. (Optional) Select the Auto Enter Full Engineer Mode check box to automatically enter
full engineer mode on the SPC panel when required using the engineer credentials supplied.
The panel must be in full engineer mode for the engineer to perform certain administrative
functions.

See Configuring panel user/engineer credentials for SPC panel access from SPC Connect on
page 10 for more information.

8. Click Register a Panel to a Company. If all the details are validated without error, the panel
appears on the Panels page (see The Panels page on page 34).

6.5 Edit panel keywords

When there are many panels on a system, it can be difficult to find a specific panel or panels that are of
interest. SPC Connect provides custom search fields and a Find feature (see Search for panels below)
to help find specific panels in a list. For example, you could edit panel settings to add keywords that
specify panel model number, geographic location of the panel, or the organization to which a panel
belongs.

1. Loginto SPC Connect (https://www.spcconnect.com).

2. Click Panels in the site navigation.
The Panels page displays.

3. Onthe Panels page, click Edit|.#|beside the panel for which you want to edit keywords.
The Panel Settings page displays. See The Panel Settings page on page 37 for more
information.

4. Click Edit beside Custom Search Fields for a panel to open a page where you can specify up
to four keywords to display under Custom Search Fields for this panel in the Panels list on the
Panels page.

5. Click Save.

6.6 Search for panels

Use the Findfeature on the Panels page to search for panels whose entries on the Panels page include
specific text.

1. Enter the text of interest in the Find field.
2. Click Find.

The list of panels is updated to show only those panels with matching text in any of the columns.

To search for more than one string value, combine them in the Find textbox:

« Tomatch any one of a set of strings, use acomma (,) or pipe (}) character between the search
strings (with no spaces). For example, if you search for aaaa, bbbb any row that contains
either aaaa or bbbb will be displayed in the list.

[

« Tosearch for a complete match of all the string values in your search, use a plus (+) character
or a space between your text strings. For example, if you search for aaaa+bbbb any row that
contains both aaaa and bbbb will be displayed in the list.
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6.7 Edit panel connection details

Log into SPC Connect (https://www.spcconnect.com).

. Click Panels in the site navigation.

The Panels page displays. See The Panels page on page 34 for more information.

. Onthe Panels page, click Edit beside the panel for which you want to edit connection details.

The Panel Settings page displays. See The Panel Settings page on page 37 for more information.

. Click Change Panel Connection Details to open a page where you can change details of the

account(s) to use to connect to the panel. See The Change Panel Connection Details page on
page 38 for more information.

. Click Save.

6.8 Upgrade panel firmware

Loginto SPC Connect (https://www.spcconnect.com).

. Click Panel Groups in the site navigation.

The Panel Groups page displays. See The Panel Groups page on page 41 for more information.

. Click Operations@ for a panel group on the Panel Groups page.

The Panel Group Operations page displays. See The Panel Group Operations page on page 45 for
more information.

. Click Firmware Upgrade in the site navigation on the Panel Group Operations page.

The Firmware Upgrade — Panel Group page displays. See The Firmware Upgrade (Panel Group)
page on page 48 for more information.

. Select the firmware version to which to upgrade panels from the SPC Panel Firmware drop-down

list.

. Select the check box for each panel to upgrade in the list of panels.
. Click Upgrade Selected Panels to New Firmware.

. (Optional) Click Show Firmware Upgrade Progress to open a page that displays the upgrade

progress for all panels in the group.

6.9 Reset the encryption key for a panel

Loginto SPC Connect (https://www.spcconnect.com).

. Click Panels in the site navigation.

The Panels page displays. See The Panels page on page 34 for more information.

. Onthe Panels page, click Edit beside the panel for which you want to reset the panel encryption

key.

The Panel Settings page displays. See The Panel Settings page on page 37 for more information.

. Click Reset Encryption Key to tell SPC Connect to use the default encryption key to establish a

communications channel with this panel. See SPC panel encryption keys on page 11.
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6.10 Remove a panel

Before removing a panel, make a note of the Panel Registration ID in case you need to re-add it.

When you remove a panel, the panel is only removed from your list of panels: the panel connection
E. to SPC Connect still exists, but you no longer have access to it. A panel can be fully removed from
l SPC Connect using the Delete Panel option on the Panels screen. You cannot delete a panel
after removing it from the list of panels to which you have access: if you remove a panel you
intended to delete, you must add it again before you can delete it from SPC Connect. See The
Panels page on page 34 for more information.

1. Onthe Panels tab, locate the panel you want to remove in the List of Panels table.
2. Inthe List of Panels table, click Remove | ii| beside the panel.

. . 1-200218
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7 SPC Connect web pages reference

This section describes the following SPC Connect web pages:

7.1 The Join @a Company Page ... .. .. 28
7.2 The Create a Company Page ... ... ... .. 28
7.3 The Company Settings Page ... ... . 28
7.4 The Installers page ... ... . L 29
7.5 The Installer Profiles page ... 30
7.6 The Installer Profile Details page ... ... .l 31
7.6.1 Company OperatioNS .. 31
7.6.2Installer ACHIONS . ... e 32
7.7 The System Users Company Panels page ... ... ... ... . 32
7.8 The Audit Trail page ... ... .. 33
7.9 The Panels Page .. .. ..o 34
7.10 The Register a Panel to a Company page ... ... ... .. . 35
711 The Import Panels page ... ... L 36
7.12 The Panel Settings Page .. ... ..o L 37
713 The Panel Connect Page . ... 37
7.14 The Change Panel Connection Details page ........ ... ... oo....... 38
7.15 The Panel Operations page ... ... ..l 39
7.16 The SPC Configuration Manager (Panel) page ... ... ... ... . ... 39
7.17 The SPC Configuration Manager Details (Panel) page ... ... .. . ... 40
7.18 The Time Sync (Panel) page ... ... .. 40
7.19 The Remote Maintenance (Panel) page ... 40
7.20 The Panel Groups Page ... ... .. 4
7.21 The Panel Group Settings page . ... ..l 42
7.22 The Panel Group Feature Settings page ... ... ... 43
7.23 The Panel Group Operations page ... .. ... 45
7.24 The SPC Configuration Manager (Panel Group)page .......... ..., 45
7.25 The FlexC Status (Panel Group) Page ... .. ... 46
7.26 The Time Sync (Panel Group) page ... 47
7.27 The Firmware Upgrade (Panel Group) page ........ ... 48
7.28 The Remote Maintenance (Panel Group) page ... i .. 48
7.29 The View Status (Panel Group) Page ... .. ..o 49
7.30 The View Events (Panel Group) page ... 50
7.31 The Account page . il 51
7.32 The Account Settings pPage ...l 52
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7.1 The Join a Company page

An installer can only be associated with one company. You cannot join a company if you have already
created a company: you are automatically made Company Manager of any company you create.

[i]

The Join a Company page is displayed when an installer user who has not already joined a company logs
in to SPC Connect.

The Join a Company page shows the following:

Company ID Enter the company ID.

Company Password Enter the company password.

To join a company and gain access to administration functions for the panels registered to that company,
enter the company ID and password provided to you by the company manager, then click Join a
Company.

7.2 The Create a Company page

Aninstaller can only be associated with one company. You cannot create a company if you have
already joined a company.

H

To display the Create a Company page, click Create a Company on the Join a Company page (see
The Join a Company page above).

The Create a Company page shows the following:

Company Name
Company ID

Company Password

Enter your company name. The name must be unique on SPC Connect.
Displays an automatically generated unique identifier for your new company.

Enter a company password.

To create a company account in SPC Connect, enter company details and click Create a Company.

Provide the company ID and password to any other installers who want to join your company account on
SPC Connect. See The Join a Company page above for more information.

7.3 The Company Settings page

To display the Company Settings page, click Company > Settings in the site navigation.

The Company Settings page shows the following:

Company Details

Company Name Displays the company name. This value is editable.

Displays the company ID. This unique value is generated by SPC Connect and is not

Company ID editable.
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Company Password

Auto Enrol Panels

Auto Enrol Enable

Username of a User
on the SPC Panel

PIN or Password of
the User

Auto Grant
Engineer Access

Auto Update the
User's PIN on the
SPC Panel

User PIN

Username of the
Engineer on the
SPC Panel

PIN or Password of
the Engineer

Auto Enter Full
Engineer Mode

Installer Registration

Default Installer
Profile

Click Change Company Password to open a page where you can enter and confirm a
new company password.

The company ID and company password must be provided to installers to enter when
registering panels to the company through SPC Connect.

Select this option to enable auto enrolment in SPC Connect from SPC panels.

When auto enrolment is enabled, an engineer can enter the company ID when configuring
a panel to automatically register that panel with this company. See Panel enrolment
modes on page 10 for more information on auto enrolment.

Panel Connection Information (User)

Enter panel user credentials that can be used to automatically authenticate as a panel user
and grant engineer access if required. See Panel enrolment modes on page 10 for more
information.

This panel user credentials must match those for a user on the SPC panel. See SPC
4xxx/5xxx/6xxx Installation & Configuration Manual for more information.

Note: The panel information/features a system user can view/access through SPC
Connect are determined by the permissions of the panel user account used to connect to
the panel.

Select this option to use the supplied panel user credentials to automatically grant
engineer access when needed. For more information, see Configuring panel user/engineer
credentials for SPC panel access from SPC Connect on page 10.

Select this option to automatically update the user's PIN after a panel has been
successfully auto enroled. This prevents unauthorised access to the panel after auto
enrolment by updating this user's PIN on the panel to a new value.

When this option is selected, a User PIN field appears: enter a specific PIN to which to
update the user PIN following auto enrolment, or enter 0 to update to a random PIN. The
user will not know their new PIN unless a known value is entered and you provide that
information to the user.

Panel Connection Information (Engineer)

Enter panel engineer credentials that can be used to automatically authenticate as a panel
engineer when required.

Select this option to automatically enter full engineer mode on the SPC panel when
required. The panel engineer credentials entered above are used. An engineer must be in
full engineer mode to perform certain administrative functions.

Select the default installer profile to assign to installers that join the company. See The
Join a Company page on the previous page and The Installer Profiles page on the next
page for more information.

7.4 The Installers page

To display the Installers page, click Company > Installers in the site navigation.
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The Installers page shows a list of installers in the company, and the following details for each installer:

Installer Name

SPC Connect
Username

Panel Groups

Installer Profile

Select Installer
Profile

Remove

Installer

Displays the installer name.
Displays the installer username on SPC Connect.

Displays the panel groups to which the installer is assigned. See Panel groups on page 9 for
more information.

Displays the profile currently assigned to the installer.

Select a profile for an installer using this drop-down menu, then click Save to update the
installer account with the new profile.

Notes:

« Aninstaller must have an installer profile with rights to edit installer profiles to change this
value (see The Installer Profiles page below).

« A Company Manager cannot change their own profile unless at least one other installer has
the Company Manager profile.
Click to remove an installer from the company. The installer account remains on SPC Connect
and the installer can create/join another company.

Note: A Company Manager can only remove their own account from the company if at least
one other installer has the Company Manager profile.

7.5 The Installer Profiles page

To display the Installer Profiles page, click Company > Installer Profiles in the site navigation.

The Installer Profile Details page shows a list of the installer profiles configured in SPC Connect for the
current company, and the following details for each profile:

ID

Installer Profile
Name

No. Users

View / Edit

21/ []

Remove

Add Installer
Profile

Displays the automatically assigned profile ID.
Displays the name of the profile.

Displays the number of installers with this profile assigned.

Click to view/edit the profile details on the Installer Profile Details page (see The Installer
Profile Details page on the facing page).

Note: You cannot edit the three default installer profiles.

Click to remove the installer profile.

Note: You cannot remove the three default installer profiles. You cannot remove a profile that is
currently assigned to an installer.

Click to add a new installer profile on the Installer Profile Details page (see The Installer
Profile Details page on the facing page).

The three default installer profiles in SPC Connect are:

« Deactivated Installer — This profile grants access to no company operations and no installer actions.

» Standard Installer — This profile grants access to a limited number company operations and all

installer actions.

« Company Manager — This profile grants access to all company operations and all installer actions.
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See The Installers page on page 29 for information on how to assign an installer profile to an installer.

7.6 The Installer Profile Details page

To display the Installer Profile Details page, click View|.2|or Edit|+|for an existing profile, or click
Add Installer Profile, on the Installer Profiles page (see The Installer Profiles page on the previous
page).

You can add or edit an installer profile on the Installer Profile Details page.

The Installer Profile Details page shows the following:

Installer
Profile
ID

Installer
Profile
name

Installer
Rights

Displays the unique ID and the name of the installer profile.

The profile ID cannot be edited. The profile name can only be edited for user-created profiles; default
profile names are system-defined.

Select/de-select specific rights to enable/disable them for installers with this profile. Rights are
grouped into Company Operations and Installer Actions. See Company operations below and
Installer Actions on the next page for more information.

Installer rights can only be edited for user-created profiles; default profile rights are system-defined.

To update an installer profile, make changes and click Save.
To create a new installer profile based on the current profile, click Replicate.

See The Installer Profiles page on the previous page for information on the default installer profiles in
SPC Connect.

7.6.1 Company operations

Use the Company Operations area to configure access to the following functions through an installer
profile:

« Edit Company Settings —an installer with this profile will be able to edit company settings (see
The Company Settings page on page 28)

« Manage All panels in Company —an installer with this profile will be able to manage all panels in
the company without being assigned to one or more panel groups (see The Panels page on
page 34)

« Manage Panels assigned to Installer in Panel Groups — an installer with this profile will only be
able to manage panels assigned to the panel group(s) to which the installer is assigned (see The
Panel Groups page on page 41)

« Register panels in Company — an installer with this profile will be able to register panels to the
company (see Register a panel to a company on page 22)

« Delete panels from Company — an installer with this profile will be able to delete panels from the
company (see Remove a panel on page 25)

« Edit panel groups in Company — an installer with this profile will be able to create and edit panel
groups in the company (see The Panel Groups page on page 41 and The Panel Group Settings
page on page 42)

« Edit settings of features of a panel group — an installer with this profile will be able to access the
panel group feature settings page for a panel group (see The Panel Groups page on page 41 and
The Panel Group Feature Settings page on page 43)

« Panel Group Operations — an installer with this profile will be able to configure/perform panel
group operations (see The Panel Group Operations page on page 45)
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Edit Installers in Company — an installer with this profile will be able to edit/delete installers in the
company (see The Installers page on page 29)

Edit Installer Profiles in Company — an installer with this profile will be able to add/edit/delete
installer profiles in the company (see The Installer Profiles page on page 30 and The Installer Profile
Details page on the previous page)

Manage end-users using panels of company — an installer with this profile will be able to manage
system users on panels registered to the company (see The System Users Company Panels page
below)

View Company Audit Trail —an installer with this profile will be able to view the company audit trail
(see The Audit Trail page on the facing page)

7.6.2 Installer Actions

Use the Installer Actions area to configure access to the following functions through an installer profile:

Request Config Backup — an installer with this profile will be able to backup panel config files (see
The SPC Configuration Manager (Panel Group) page on page 45 and The SPC Configuration
Manager Details (Panel) page on page 40)

Config Restore —an installer with this profile will be able to restore panel config files (see The
SPC Configuration Manager (Panel) page on page 39)

View FlexC Status — an installer with this profile will be able to view panel FlexC status information
(see The FlexC Status (Panel Group) page on page 46)

Firmware Upgrade — an installer with this profile will be able to upgrade panel firmware (see The
Firmware Upgrade (Panel Group) page on page 48)

Request (and Delete) Remote Maintenance Reports — an installer with this profile will be able to
manage remote maintenance reports for panels (see The Remote Maintenance (Panel Group) page
on page 48 and The Remote Maintenance (Panel) page on page 40)

Time Sync — an installer with this profile will be able to perform a panel time sync (see The Time
Sync (Panel Group) page on page 47 and The Time Sync (Panel) page on page 40)

View the System Log of an SPC Panel — an installer with this profile will be able to view the system
log for an SPC panel (see The Panel Connect page on page 37)

View the Event Log of an SPC Panel — an installer with this profile will be able to view the event log
foran SPC panel (see The Panel Connect page on page 37)

Reset Encryption Key of an SPC Panel — an installer with this profile will be able to reset the
encryption key for an SPC panel (see Reset the encryption key for a panel on page 24)

Control SPC Alarm System — an installer with this profile will be able to see live data on the Panel
Connect page (see The Panel Connect page on page 37)

Connect to an SPC Panel Webpage — an installer with this profile will be able to connect to an
SPC panel from the Panel Connect page SPC Connect (see The Panel Connect page on page 37)

i

If either of the Control SPC Alarm System or Connect to an SPC Panel Webpage installer

actions is enabled, the Connect @ option appears on the Panels page (see The Panels page on
page 34); if both options are disabled, the option does not appear.

7.7 The System Users Company Panels page

To display the System Users Company Panels page, click Company > System Users in the site
navigation.

The System Users Company Panels page shows a list of the system users with access to panels
registered in SPC Connect for the current company.
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The list includes the following details for each profile:

Name Displays the name of the system user.
Username Displays the username of the system user.

Displays allist of the types of access the user has fo each panel: Panel Manager or Standard
User Type User. See SPC Connect system users on page 13 for more information about the different
user roles.

Authorization Displays alist of the authorization status for the user on each panel: Approved, Waiting For

Status Standard User Approval or Waiting For Panel Manager Approval.
Panel Displays a list of the panels to which the system user has access.
Panel . . . . .
. . Displays a list of the ATS registration IDs for each panel to which the system user has
Registration
access.
ID
Displays alist of the SPT (supervised premises transceiver) account codes for each panel.
Account The account code is configured on the panel — see SPC 4xxx/5xxx/6xxx Installation &
Code Configuration Manual. This code uniquely defines the panel to the RCT (receiving centre

transceiver).
Promote Click to promote a Standard User on the panel to a Panel Manager.

Remove
Access Click to remove panel access for this system user. Access to all panels is removed at once.

7.8 The Audit Trail page

To display the Audit Trail page, click Company > Audit Trail in the site navigation.

By default:
. « Only installers with the Company Manager profile can see the audit trail, but access can be
| l granted to other installers by creating an installer profile with audit trail access and assigning
that profile to those installers.
« Audit information is kept for 30 days, but this can be modified per installation.

The Audit Trail page shows the following information for company-related events:
Audit Date The date and time of the event
Username The name of the installer who performed the action.

. The audit group name, and the action name in brackets. For Login actions, the client IP
Group Action Lo

address is displayed.
Description The audit description.
For Username The name of the user the action was taken against, where applicable.
Panel The registration ID of the panel the action was taken against, where applicable
Registration ID 9 P 9 ’ PP '
I"I:asrt:(laler Profile The name of the installer profile the action was taken against, where applicable.
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Panel Group
Name

The name of the panel group the action was taken against, where applicable.

Tofilter the list for specific events, enter/select criteria at the top of the page then click Find.

7.9 The Panels page

To display the Panels page, click Panels in the site navigation.

The Panels page shows the following:

List of Panels

List of Panels
— operations

List of Panels
— ATP Status
Information

Register
Panel with
Company

Displays a list of the panels accessible to the current user through SPC Connect.

Displays the following information for each panel:

The following operations are displayed for each panel if the ATP Status switch is toggled off:

The following information is displayed for every ATP configured for each panel if the ATP Status
switch is toggled on:

Click to open a page where you can enter panel details to register a panel with your company.
See The Register a Panel to a Company page on the facing page for more information.

Name
Address
Registration ID

Account code — Displays the SPT (supervised premises transceiver) account code for the
panel configured on the panel —see SPC 4xxx/5xxx/6xxx Installation & Configuration
Manual. This code uniquely defines the panel to the RCT (receiving centre transceiver).

Custom search fields — Displays custom keywords an installer specified for the panel on the
Panel Settings page. See The Panel Settings page on page 37 for more information.

Online status — Displays the panel communication status and the last time the panel
successfully polled SPC Connect. See Panel communication status on page 12 for more
information.

Panel groups — Displays the panel group(s) in which this panel is enroled. See Panel groups
on page 9 for more information.

Edit panel | #]— Click to open the Panel Settings page for this panel. See The Panel
Settings page on page 37 for more information.

Connect to panel |:| — Click to open the Panel Connect page for this panel. See The Panel
Connect page on page 37 for more information.

Operations @ — Click to access the operations enabled for this panel. This icon appears for

installers only, and a specific installer can only access operations allowed by their installer
profile. Operations are enabled and configured on the Panel Group Feature Settings page.
SeeThe Panel Group Feature Settings page on page 43 for more information.

Remove panel | @|— Click to remove this panel from your account. The panel remains

connected to SPC Connect. A panel can be fully removed from SPC Connect using the
Delete Panel option on this screen.

ATP Name
Interface
Status
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Export Panels

Import Panels

Reset
Encryption
Key

Delete Panel

The Export Panels option appears if there are 5 or more panels registered to the user. Click to
export panel details in XML format.

The Import Panels option opens a page where an Installer can select an XML file containing
panel details to import, and supply panel user/engineer credentials to register the panel to their
company. See The Import Panels page on the next page for more information.

Enter a Panel Registration ID and click Reset Encryption Key to reset the encryption key for
the panel that is not already registered with a user or company. See SPC panel encryption keys
on page 11 for more information.

See The Panel Settings page on page 37 for more information on resetting the encryption key for
a panel that is registered with your company on the Panel Settings page.

Installers see this option to enter a Panel Registration ID and click Delete Panel to delete a
panel from SPC Connect. This deletes the connection between the panel and SPC Connect
completely. An installer can only delete a panel that is currently registered to the same company
as the installer.

7.10 The Register a Panel to a Company page

To display the Register a Panel to a Company page, click Register Panel With Company on the
Panels page (see The Panels page on the previous page).

The Register a Panel to a Company page enables registering a panel with the current company. It
shows the following:

Panel Name

Panel
Address

Panel
Registration
ID

Username
of a User on
the

SPC Panel

PIN or
Password of
the User

Auto Grant
Engineer
Access

Panel Connection Information (User)

Enter details of the panel to register: name, address and registration ID. See Findthe ATS
Registration ID of a panel using the panel keypad on page 19 or Find the ATS Registration ID of
a panel using the panel embedded web page on page 19 for information on how to find the
panel's registration ID.

Enter panel user credentials that can be used to automatically authenticate as a panel user and
grant engineer access if required. See Panel enrolment modes on page 10 for more information.

This panel user credentials must match those for a user on the SPC panel. See SPC
4xxx/5xxx/6xxx Installation & Configuration Manual for more information.

Note: The panel information/features a system user can view/access through SPC Connect are
determined by the permissions of the panel user account used to connect to the panel.

Select this option to use the supplied panel user credentials to automatically grant engineer
access when needed. For more information, see Configuring panel user/engineer credentials for
SPC panel access from SPC Connect on page 10.
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of a

the

PIN or

the
Engineer

Full
Engineer
Mode

Panel Connection Information (Engineer)

Username

Engineer on

SPC Panel Enter panel engineer credentials that can be used to authenticate as a panel engineer when

Password of

Auto Enter  Select this option to automatically enter full engineer mode on the SPC panel when required.

required.

The panel engineer credentials entered above are used. The panel must be in full engineer mode
for the engineer to perform certain administrative functions. See SPC 4xxx/5xxx/6xxx
Installation & Configuration Manual for more information on full engineer mode.

Enter panel details then click Register a Panel to a Company: if all the details are validated without
error, the panel appears on the Panels page (see The Panels page on page 34).

7.11 The Import Panels page

The panel export/import function enables installers who registered as system users with SPC Connect
pre-v2 to move their panels under the management of a company account. See The Panels page on
page 34 for information on the Export function.

To display the Import Panels page, click Import Panels on the Panels page (see The Panels page on
page 34).

On the Import Panels page, click Browse... to open a window where you can browse to and select an
XML file with details of panels to import, then click Import Panels to import details from the file.

The results area shows the following details for each panel successfully imported:

ID/
Account
Code

Username

Password

Panel Name Displays the panel name read from the XML file.

Displays the ATS registration ID from the panel and the account code. These details are read from the

Registration y\1 file.

The account code is the SPT (supervised premises transceiver) account code for the panel
configured on the panel — see SPC 4xxx/5xxx/6xxx Installation & Configuration Manual. This code
uniquely defines the panel to the RCT (receiving centre transceiver).

Displays the panel user username and password (as asterisks) if the details were read from the

(Panel User) XML file.

If the panel user username and password were not read from the XML file, you must enter a valid

(Panel User) username and password before you can register the panel.

Auto Grant  Select this option to use the supplied panel user credentials to automatically grant engineer access

Engineer when needed. For more information, see Configuring panel user/engineer credentials for SPC panel
Access access from SPC Connect on page 10.
Username Displays the panel engineer username and password (as asterisks) if the details were read from the
(Engineer) XML file.
Password If the panel engineer username and password were not read from the XML file, you must enter a valid
(Engineer) username and password before you can register the panel.
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Auto Enter
Full
Engineer
Mode

Register
Company
with
Company

Select this option if the panel engineer credentials provided should be used to automatically enter full
engineer mode on the panel. An engineer must be in full engineer mode to perform certain
administrative functions.

Click to register the panel.

7.12 The Panel Settings page

To display the Panel Settings page, click Edit|+#| beside a panel on the Panels page (see The Panels

page on page 34).

The Panel Settings page shows:

Panel
Settings

Panel

Details

Connection

Displays the following panel information:

Click Change Panel Connection Details to open a page where you can change details of the
account(s) to use to connect to the panel. See The Change Panel Connection Details page on
the next page for more information.

Click Reset Encryption Key to tell SPC Connect to use the default encryption key to establish
a communications channel with this panel. See SPC panel encryption keys on page 11.

Panel Name (editable)

Panel Address (editable)

Panel Registration ID (not editable)
Account (not editable)

Installation Name (not editable)

Custom Search Fields (Click Edit to open a page where you can specify up to 4 keywords
to display under Custom Search Fields for this panel in the Panels list on the Panels
page. Keywords make it easier to identify specific panels, and could, for example, include
information about panel model number, geographic location of the panel, or the organization
to which the panel belongs.)

7.13 The Panel Connect page

To display the Panel Connect page, click Connect |:| for a panel on the Panels page (see The

Panels page on page 34), or click the Panel Connect option in the site navigation on the Panel
Settings page (see The Panel Settings page above) or any of the Panel Operations screens (see The
Panel Operations page on page 39) when you have already connected to the panel.

(i

When connecting to a panel, SPC Connect preferentially uses panel user credentials if supplied on
the Panel Connection Details page. In this case, the information shown on this page is
dependent on the rights of that user on the SPC panel. If user credentials are not available, panel
engineer credentials are used instead.
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The Panel Connect displays information on the following tabs:

Displays summary information about the system: alerts, warnings, information, areas, inhibits and
System isolates. See other tabs for more detailed information.

Summary Cjick Connect To Panel Web Page to connect to the embedded web page on the panel. See SPC
4xxx/5xxx/6xxx Installation & Configuration Manual for more information.

Alarms Displays information about alarm events on site if there are active alarms.
Events Displays a sortable list of panel events.

Displays a sortable list of panel log entries (events related to FlexC). You can limit the number of log

Log entries displayed by Max Events and by Date Limit.

7.14 The Change Panel Connection Details page

To display the Change Panel Connection Details page, click Change Panel Connection Details
under Panel Connection Details on the Panel Settings page (see The Panel Settings page on the
previous page).

The Change Panel Connection Details page enables you to edit the panel user/engineer credentials
used to access the panel.

Enter the following details then click Change Panel Username/Password at the bottom of the page: if all
the details are validated without error, the panel appears on the Panels page:

Enter new Panel Connection Information

Username of a  Enter panel user credentials that can be used to automatically authenticate as a panel user and

User on the grant engineer access if required. See Panel enrolment modes on page 10 for more information.
SPC Panel This panel user credentials must match those for a user on the SPC panel. See SPC

PIN or 4xxx/5xxx/6xxx Installation & Configuration Manual for more information.

Password of the Note: The panel information/features a system user can view/access through SPC Connect
User are determined by the permissions of the panel user account used to connect to the panel.
Auto Grant Select this option to use the supplied panel user credentials to automatically grant engineer
Engineer access when needed. For more information, see Configuring panel user/engineer credentials
Access for SPC panel access from SPC Connect on page 10.

Panel Connection Information (Engineer)

Username of a
Engineer on the

SPC Panel Enter panel engineer credentials that can be used to automatically authenticate as a panel
PIN or engineer when required.

Password of the
Engineer

Select this option to automatically enter full engineer mode on the SPC panel when required.
The panel engineer credentials entered above are used. An engineer must be in full engineer
mode to perform certain administrative functions.

Auto Enter Full
Engineer Mode

Panel Information

PIN Digits Displays the number of digits in PINs for this panel. This field is not editable.
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7.15 The Panel Operations page

To display the Panel Operations page for a panel, click Operations |§| for a panel on the Panels

page. The site navigation shows links to the operations configured for the panel group(s) to which the
panel belongs on the Panel Feature Settings page (see The Panel Group Feature Settings page on
page 43).

See the following topics for descriptions of each panel operation that can be enabled:
« The SPC Configuration Manager (Panel) page below
« The Time Sync (Panel) page on the next page

« The Remote Maintenance (Panel) page on the next page

7.16 The SPC Configuration Manager (Panel) page

To display the SPC Configuration Manager page for a panel, click Operations @ for a panel on the

Panels page, then click SPC Config Manager in the site navigation on the Panel Operations page
(see The Panel Operations page above).

The SPC Configuration Manager page displays a list of the configuration file backups for the SPC
panel. Click Backup E] to create a backup. Click Refresh at the bottom of the page to update the list.

For each backup, the following is shown:

Details

S.PC Config Displays the date and time on the server at the time the configuration file backup was
Timestamp

created.
(Server)
'?rn::e:t:lr':'nf;)g Displays the date and time on the SPC panel at the time the configuration file backup was
(SPC Panel) ~ °reated
Firmware Displays the firmware on the SPC panel at the time the configuration file backup was
Version created.
Config . : —_ . '
Validation Displays whether or not the configuration file was validated successfully. If the file was
Check corrupt, the result is Failed.

Installer Notes generated when the file is backed up, but can be edited on the SPC Configuration Manager

SPC Config Click Edit to open the SPC Configuration Manager Details page (see The

XML Compare

Delete SPC Click Delete to delete the configuration file backup.

Displays installer notes about the configuration file backup. Notes are automatically

Details page (see The SPC Configuration Manager Details (Panel) page on the next page).

SPC Configuration Manager Details (Panel) page on the next page).

Click Compare to view a side-by-side comparison of the current and previous
configuration file backups.

Config
Restc_>re Click Restoreﬂ to restore the configuration file to the SPC panel.
Config
See also:
« The SPC Configuration Manager (Panel Group) page on page 45
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7.17 The SPC Configuration Manager Details (Panel) page

To display the SPC Configuration Manager Details page for a panel, click SPC Config Details | #|fora

backup configuration file on the SPC Configuration Manager page (see The SPC Configuration Manager
(Panel) page on the previous page).

The SPC Configuration Manager Details page shows the following for an individual panel:
» ConfigID
« Panel Name
« Panel Registration ID
« Account Code
o SPC Config Timestamp (Server)
o SPC Config Timestamp (SPC Panel)
o SPC Config CRC
« SPC Config Size (Bytes)
o Request Type
« Validation Status

« Installer Notes — These notes are editable. Add any useful information about this backup file, for
example, a list of changed/added sites/panels, or a description of the change made before/after the
backup was created, for example, a firmware upgrade.

Click SPC Config File to save a copy of the configuration file to a location on your PC in CFG format.
CFGis an encrypted file format, and this file can be used to import panel configuration settings to a panel
orto SPC Pro.

Click Save SPC Config XML to save a copy of the configuration file to a location on your PC in
XML format. XML is a human-readable file format, and this file can be used to inspect panel configuration
settings.

7.18 The Time Sync (Panel) page

To display the Time Sync page for a panel, click Operations @ for a panel on the Panels page, then click

Time Sync in the site navigation on the Panel Operations page (see The Panel Operations page on the
previous page).

Click Request Time Sync @ to synchronise time between the server and the SPC panel.

The Time Sync page displays the following details for each synchronisation:
« Time Sync Timestamp (Server)
« Report Status — OK or Failed (for example, if user credentials were invalid)
« Request Type — Manual or Automatic

Click Refresh to update the list of synchronisation details.

7.19 The Remote Maintenance (Panel) page

To display the Remote Maintenance page for a panel, click Operations @ for a panel on the Panels

page, then click Remote Maintenance in the site navigation on the Panel Operations page (see The
Panel Operations page on the previous page).

Click Request Remote Maintenance Report| | to request a remote maintenance report from the SPC
panel.
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The Remote Maintenance page displays the following details for each report:

S.erver Displays the date and time on the server at the time the report was created.
Timestamp
Panel . . .
. Displays the date and time on the SPC panel at the time the report was created.
Timestamp
F|rm.ware Displays the firmware on the SPC panel at the time the report was created.
Version
Report Type Displays the report type — Manual (with the name of the requester) or Automatic.
Report Displays the report status — for example, Report OK, or Report Failure Authentication fail
Status (if user credentials were invalid).
Additional Displays a summary of key information from the report (the number of information messages
Information  and the number of isolates). Click View Report to see the full report.
Delete i
Click Delete| @ | to delete the report.
Report P
Click View to open the report in SPC Connect.
The report includes sections on:
« Panel Information
o System Summary
« Alerts, Faults and Bypass
« Controller Status (including Mains Status, PSU Status, Battery Status and other
information)
« X-BUS Status
View Report  , Area Information
« Zone Status
« Communications Status
« Modem Status (only appears if the panel has one or more modems)
« Ethemet Status (only appears if ethernet is connected)
« Modem Status (only appears if a modem is connected; one area appears for each modem
connected if there are multiple modems)
o SystemLog
« Access Log

Click Refresh to update the list of reports.

7.20 The Panel Groups page

To display the Panel Groups page, click Panel Groups in the site navigation.

The Panel Groups page shows a list of panel groups in the company, and the following details for each
panel group:

Panel Group

Name Displays the name of the panel group.
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Displays notes about the panel group. Notes are added on the Panel Group Settings page

Notes (see The Panel Group Settings page below).

Email Displays whether email notifications are configured for this panel group on the Panel Group
Notifications Feature Settings page (see The Panel Group Feature Settings page on the facing page).

No. Panels Displays the number of panels in the panel group.

No. : . .
Installers Displays the number of installers in the panel group.
Displays the Auto Enrol ID for the panel group. See The Panel Group Settings page below for
Auto Enrol . .
more information on auto enrol IDs.
Add / ) ) .
Remove Click to open a page where you can select panels registered to this company to add to/remove

Panels D from the panel group.

Panel Group Click to open the Panel Group Settings page for the panel group (see The Panel Group
Config Settings page below).

Feature Click to open the Panel Group Feature Settings page for the panel group (see The Panel
Settings Group Feature Settings page on the facing page).

Operations Click to open the Panel Group Operations page for the panel group (see The Panel Group
@ Operations page on page 45).

Remove Click to remove the panel group and confirm the removal when prompted.

Add Panel Click to open the Add Panel Group page where you can create a new panel group on the
Group Panel Group Settings page (see The Panel Group Settings page below).

7.21 The Panel Group Settings page

To display the Panel Group Settings page for a panel group, click Panel Group Config|+#|for a panel

group, or click Add Panel Group, on the Panel Groups page (see The Panel Groups page on the
previous page).

[ When adding a new panel group, only the Panel Group Settings and Auto Enrol Panels areas are
1 shown until you click Save, then the Panels and Installers areas appear.

The Panel Group Settings page shows the following:

Panel Group Displays the panel group name. This value is editable.
Name
Displays any notes on the panel group. These notes are editable and appear on the Panel
Notes .
Groups page (see The Panel Groups page on the previous page).
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Auto Enrol
Panels

Panels

Installers

To enable auto enrolment of a panel in this panel group:

1. Select the Auto Enrol Enable check box.

2. Enter aunique Auto Enrol ID for the panel group.
The Company ID field is automatically populated with the company ID of the current
company. See Panel enrolment modes on page 10 for more information on auto enrolment.
Displays a list of the panels in the current group.
Click Edit Panel | #| for a panel to edit panel details on the Panel Settings page (see The
Panel Settings page on page 37).
Click Remove Panel | | for a panel to remove the panel from the panel group.
Click Add/Remove Panels to open a page where you can select panels registered to this

company to add to/remove from the panel group. See Manage which panels are in a panel
group on page 21 for more information.

Note: You can quickly export and import lists of panel registration IDs in an XML format to
simplify panel management. To export a list of panel registration IDs from this page, select the
check box for each panels to export then click Export selected Panels. To import a list of
panel registration IDs, click Browse to open a window where you can select an xml file with
the list of panel registration IDs, then click Import Panels to Panel Group to import those
panels to the current panel group.

Displays a list of the installers in the current group.

Click Remove Installer | | for an installer to remove the installer from the panel group.

Click Add/Remove Installers to open a page where you can select installers in this company
to add to the panel group.

7.22 The Panel Group Feature Settings page

To display the Panel Group Feature Settings page, click Feature Settings || for a panel group on

the Panel Groups page (see The Panel Groups page on page 41).

The Panel Group Feature Settings page shows the following options:

Enable SPC
Config
Manager

Event Trigger

Auto Update
Mode

Auto Update
Start Time

SPC Config Manager

Select this check box to enable the backup and restore of SPC configuration files to/from the
SPC alarm system for panels in the current panel group. See The SPC Configuration Manager
(Panel Group) page on page 45 and The SPC Configuration Manager (Panel) page on page 39
for more information.

Select this check box to automatically trigger an SPC configuration file backup following a
Configuration Changed event. The Configuration Changed event must be enabled on the
panel. See SPC 4xxx/5xxx/6xxx Installation & Configuration Manual for more information.

Select Disabled or a frequency for automatic backups of the SPC alarm system configuration
file.

Select the time of day to perform automatic backups of the SPC alarm system configuration
file. This field is only displayed if Auto Update Mode is not Disabled.
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Remote Maintenance

Enable
Remote
Maintenance

Automatic
Remote
Maintenance
Mode

Number of
retries

Date of next
Report

Time of next
Report

FlexC Status

Enable FlexC
Status

Select this check box to enable requesting remote maintenance reports from the SPC alarm
system for panels in the current panel group. See The Remote Maintenance (Panel Group)
page on page 48 and The Remote Maintenance (Panel) page on page 40 for more information.

Select Disabled or a frequency for automatic remote maintenance report requests from the
SPC alarm system.

Select Do Not Retry or the number of retries to attempt if a remote maintenance report fails.

Note: If all retries fail, the failure and the reason for the report request failure are recorded in
the report history and the database. No server event is generated. Check the panel group
remote maintenance page (see The Remote Maintenance (Panel Group) page on page 48) to
see which panels failed, if any.

Click the date field to open a popup where you can select the date of the next remote
maintenance report.

Select the time of day of the next to request remote maintenance reports.

Select this check box to enable the retrieval of FlexC ATS (alarm transmission system) and
ATP (alarm transmission path) statuses for all panels in the panel group.

Date Time Synchronization

Select this check box to enable time sync operations for panels in the current panel group.

Elrl"r;zl:ync See The Time Sync (Panel Group) page on page 47 and The Time Sync (Panel) page on
page 40 for more information.
Time Zone Select the time zone of the current panel group.

Auto Update
Mode

Auto Update
Start Time

Select Disabled or a frequency for time sync operations for panels in the current panel group.

Select the time of day to perform automatic time sync operations for panels in the current
panel group. This field is only displayed if Auto Update Mode is not Disabled.

Firmware Upgrade

E.nable Select this check box to enable firmware upgrade operations for panels in the current panel
Firmware . . .
Upgrade group. See The Firmware Upgrade (Panel Group) page on page 48 for more information.
Backup the Select this check box to automatically backup the SPC panel configuration file before
SPC Panel y P P 9

Configuration

performing a firmware upgrade.

Live Status

Enable Live Select this check box to enable live status reports for panels in this group. See The View
Status Status (Panel Group) page on page 49 for more information.

Enable Select this check box to enable event reports for panels in this group. See The View Events
Events (Panel Group) page on page 50 for more information.
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Event Notification

Email Events Select this check box to enable email notifications for panels in the current panel group when

Enabled selected events occur.
Email Enter a semicolon-separated list of email addresses to which email notifications should be
Addresses sent.
Select the check box for each event for which email notifications should be sent. Events are
categorised into the following types: Intruder/Fire/Medical, System Monitoring, Door and
Email Event User.
Filter

Note: A notification is only sent if the event is also enabled for the event profile on the panel.
See SPC 4xxx/5xxx/6xxx Installation & Configuration Manual for more information.

Make the required configuration settings then click Save.
See also:

o The Panel Group Operations page below

7.23 The Panel Group Operations page

To display the Panel Group Operations page for a panel group, click Operations @ for a panel group

on the Panel Groups page. The site navigation on the Panel Group Operations page shows links to
the operations configured for the group on the Panel Group Feature Settings page (see The Panel
Group Feature Settings page on page 43).

See the following topics for descriptions of each panel group operation that can be enabled:
« The SPC Configuration Manager (Panel Group) page below
« The FlexC Status (Panel Group) page on the next page
o The Time Sync (Panel Group) page on page 47
« The Firmware Upgrade (Panel Group) page on page 48
« The Remote Maintenance (Panel Group) page on page 48
« The View Status (Panel Group) page on page 49
« The View Events (Panel Group) page on page 50

7.24 The SPC Configuration Manager (Panel Group) page

To display the SPC Configuration Manager page for a panel group, click Operations @ for a panel

group on the Panel Groups page (see The Panel Groups page on page 41), then click SPC Config
Manager in the site navigation on the Panel Group Operations page (see The Panel Group
Operations page above).

The SPC Configuration Manager (Panel Group) page shows a list of configuration backups for each
panel/backup in the current panel group. Click Backup E] to create a backup for each panel in the

group. Click Refresh at the bottom of the page to update the list.

For each backup, the following is shown:

Panel Details

Panel Name Displays the SPC panel name.

© Vanderbilt 2017 SPC Connect Installer Guide

1-200218
13.03.2017



46 SPC Connect web pagesreference

Displays the ATS registration ID from the panel and the account code.
Registration ) . . )
ID / Account 1heaccount code is the SPT (supervised premises transceiver) account code for the panel

Code configured on the panel —see SPC 4xxx/5xxx/6xxx Installation & Configuration Manual. This
code uniquely defines the panel to the RCT (receiving centre transceiver).

Displays the panel communication status. See Panel communication status on page 12 for

Online . .
more information.

Last SPC Configuration File for SPC Panel

SPC Config
Timestamp  Displays the date and time on the server at the time the configuration file backup was created.
(Server)

\I;:::iv(v:lre Displays the firmware on the SPC panel at the time the configuration file backup was created.
Config . i L . )

. Displays whether or not the configuration file was validated successfully. If the file was corrupt,
Validation . .
Check the result is Failed.

Displays installer notes about the configuration file backup. Notes are automatically generated
Notes when the file is backed up, but can be edited on the SPC Configuration Manager Details
screen (see The SPC Configuration Manager Details (Panel) page on page 40).

Config CIick to see the SPC Configuration Manager screen for the panel (see The
History SPC Configuration Manager (Panel) page on page 39).
See also:

o The SPC Configuration Manager (Panel) page on page 39
o The SPC Configuration Manager Details (Panel) page on page 40

7.25 The FlexC Status (Panel Group) page

To display the FlexC Status page for a panel group, click Operations @ for a panel group on the Panel

Groups page (see The Panel Groups page on page 41), then click FlexC Status in the site navigation on
the Panel Group Operations page (see The Panel Group Operations page on the previous page).

The FlexC Status page shows status information for communications between the ATS (alarm
transmission system)/ATP (alarm transmission path) for a selected ATS in the panel group and the CMS
(central monitoring station) or any other third party receiver.

Select the ATS ID of CMS Connection for which you want to view FlexC status information, then click
Get the Status of CMS ATS at the bottom of the page. The following information is shown for the
selected ATS:

FlexC ATS Status of SPC Panel to this Server
Panel Name Displays the SPC panel name.

Displays the ATS registration ID from the panel and the account code.

Registration ID /' The account code is the SPT (supervised premises transceiver) account code for the panel
Account Code  configured on the panel — see SPC 4xxx/5xxx/6xxx Installation & Configuration Manual. This
code uniquely defines the panel to the RCT (receiving centre transceiver).

Online Displays the ATS communication status.
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Panel Name

Registration ID

RCT Information

ATP Info

ATP Status

FlexC ATS Status of SPC Panel to Other Server (e.g. CMS Provider)

Displays the FlexC ATS name.
Displays the FlexC ATS registration ID.

Displays the id, URL or IP address, and TCP port configured for the FlexC RCT (receiving
centre transceiver) for every ATP on the ATS. See SPC 4xxx/5xxx/6xxx Installation &
Configuration Manual for information on how to configure these values for a panel.

Displays the ATP sequence number, communications interface and ATP category configured
for every ATP on the ATS.

The ATP status of the FlexC ATS: Not Started, In Progress, OK or Skipped (Not Ready)
for every ATP on the ATS.

A status of Skipped indicates a problem with the FlexC connection. Connect to the panel,
check the FlexC status (Status > FlexC) and the ATP log (Status > FlexC > ATP Log), and
check for system faults on the Status > System Alerts page.

Note: Logs are cleared whenever the ATS is reset, for example, by saving the ATS settings.

7.26 The Time Sync (Panel Group) page

To display the Time Sync page for a panel group, click Operations @ for a panel group on the Panel

Groups page (see The Panel Groups page on page 41), then click Time Sync in the site navigation on
the Panel Group Operations page (see The Panel Group Operations page on page 45).

\ If you will use this function, you must ensure that any given panel does not appear in more than
one panel group with different time zone settings to avoid conflicts.

Click Request Time Sync @ to synchronise time between the server and all the SPC panels in the

panel group.

The Time Sync page displays the following details for each panel/synchronisation:

Panel Details

Registration

Online

Panel Name Displays the SPC panel name.

Displays the panel registration ID and account code.

ID / Account Theaccount code is the SPT (supervised premises transceiver) account code for the panel
Code configured on the panel —see SPC 4xxx/5xxx/6xxx Installation & Configuration Manual. This
code uniquely defines the panel to the RCT (receiving centre transceiver).

Displays the panel communication status. See Panel communication status on page 12 for
more information.

Last Time Sync for SPC Panel

Time Sync

Timestamp  Displays the date and time the time sync was performed.

(Server)

Report Displays whether the time sync was successful. Possible values are OK or Failed (for
Status example, if user credentials were invalid).

Click Refresh to update the list of synchronisation details.
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7.27 The Firmware Upgrade (Panel Group) page

To display the Firmware Upgrade page for a panel group, click Operations @ for a panel group on the

Panel Groups page (see The Panel Groups page on page 41), then click Firmware Upgrade in the site
navigation on the Panel Group Operations page (see The Panel Group Operations page on page 45).

The Firmware Upgrade page shows the following:

SPC Panel Firmware Select the firmware version to which to upgrade selected panels.
Displays a list of panels in the panel group, with the following information for each
panel:
« Panel Name
« Registration ID

Select Panels to . Account Code

Upgrade
o Online (Last Communication)
« Last Firmware Upgrade Result
Select the check box for each panel that should receive the firmware upgrade, or click
Select All or De-Select All to select or de-select all panels in the group.
Upgrade Selected
Panels to New Click to apply the firmware upgrade to the selected panels.
Firmware

Show Firmware

Upgrade Progress Click to open a page that displays the firmware upgrade progress.

7.28 The Remote Maintenance (Panel Group) page

To display the Remote Maintenance page for a panel group, click Operations @ for a panel group on the

Panel Groups page (see The Panel Groups page on page 41), then click Remote Maintenance in the site
navigation on the Panel Group Operations page (see The Panel Group Operations page on page 45).

Click Request Remote Maintenance Report| ‘| to request a remote maintenance report from each SPC
panel in the panel group.

The Remote Maintenance page displays the following details for each report:

Panel Details
Panel Name Displays the SPC panel name.

Displays the panel registration ID and account code.
Registration
ID / Account Theaccount code is the SPT (supervised premises transceiver) account code for the panel

Code configured on the panel —see SPC 4xxx/5xxx/6xxx Installation & Configuration Manual. This code
uniquely defines the panel to the RCT (receiving centre transceiver).

Displays the panel communication status. See Panel communication status on page 12 for more

Online . .
information.

Latest Remote Maintenance Report for Panel

Server . . .
. Displays the date and time on the server at the time the report was created.
Timestamp
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P.anel Displays the date and time on the SPC panel at the time the report was created.
Timestamp
Report .
Status Displays the report status.
fp Displays a summary of key information from the report (the number of information messages and
Additional . . . . . .
. the number of isolates). Click View Report History to see the view the Remote Maintenance

Information .

page for that panel, from where you can view the full report.
Report Type Displays the report type — Manual (with the name of the requester) or Automatic.
View Report Click View to view the Remote Maintenance page for that panel. See The Remote
History Maintenance (Panel) page on page 40 for more information.

Click Refresh to update the list of reports.

7.29 The View Status (Panel Group) page

To display the View Status page for a panel group, click Operations @ for a panel group on the Panel
Groups page (see The Panel Groups page on page 41), then click View Status in the site navigation on

the Panel Group Operations page (see The Panel Group Operations page on page 45).

The View Status page shows status information for each panel in the panel group. Toggle on the Auto
Refresh switch at the top of the page to automatically refresh the list of panels and the panel status
information periodically, or click Refresh to refresh the list immediately.

Refreshing the list displays the latest status information available in SPC Connect; to display the latest
status information from the panel, click Resync for that panel instead.

The following information is shown for each panel:

Panel Name Displays the SPC panel name.

Installation  Displays the installation address entered for the panel on the Panel Settings page (see The

Address Panel Settings page on page 37).

Registration Displays the panel registration ID and account code.

ID/ The account code is the SPT (supervised premises transceiver) account code for the panel

Account configured on the panel —see SPC 4xxx/5xxx/6xxx Installation & Configuration Manual. This

Code code uniquely defines the panel to the RCT (receiving centre transceiver).

Custom . . o .

Search Displays custom keywords an installer specified for the panel on the Panel Settings page. See

Fields The Panel Settings page on page 37 for more information.

Online Displays the ATS communication status and the last time the panel successfully polled SPC
Connect.

Panel . o .

Status Displays the panel status. See the on-screen Legend for a description of each status icon.

Enr;g(];:eer Displays whether the panel is currently in engineer mode.

Engineer Displays whether engineer access to the panel is enabled. You must resync with the panel to

Access see the current engineer access status.
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Resync

Connect [ |

Resync All

Click to resynchronise the panel status on SPC Connect with the status on the panel itself.

Note: SPC Connect automatically resyncs with all panels approximately half an hour after a
server restart. Thereafter, SPC Connect monitors the event feed to update panel status
information: events of interest include setting events, and engineer log ins and logouts. If events
are not received from the panel, the status is not updated, and a manual resync is required to get
an accurate view of the panel status. In particular, there is no event for engineer access being
granted, so a manual resync is required to detect this.

Click to open the Panel Connect page for this panel. See The Panel Connect page on page 37
for more information.

Click to resynchronise the panel status on the server with the status on the panel for all panels.
See above for more information on the Resync function.

7.30 The View Events (Panel Group) page

To display the View Events page for a panel group, click Operations @ for a panel group on the Panel

Groups page (see The Panel Groups page on page 41), then click View Events in the site navigation on
the Panel Group Operations page (see The Panel Group Operations page on page 45).

The View Events page displays a sortable list of panel events. Toggle on the Auto Refresh switch at the
top of the page to automatically refresh the list of events periodically, or click Refresh to refresh the list
immediately.

The following information is shown for each event:

Panel Name

Registration
ID / Account
Code

Custom
Search
Fields

Event
Timestamp

Server
Timestamp

Event Seq
No

Event ID
SIA Code

Event
Description

Additional
Event
Information

Displays the SPC panel name.

Displays the panel registration ID and account code.

The account code is the SPT (supervised premises transceiver) account code for the panel
configured on the panel — see SPC 4xxx/5xxx/6xxx Installation & Configuration Manual. This code
uniquely defines the panel to the RCT (receiving centre transceiver).

Displays custom keywords an installer specified for the panel on the Panel Settings page. See
The Panel Settings page on page 37 for more information.

Displays the date and time on the SPC panel at the time the configuration file backup was created.

Displays the date and time on the server at the time the configuration file backup was created.

Displays the event sequence number from the panel; 0O if the event is server-generated.

Displays the unique event ID.

Displays the SIA (Security Industry Association) code for the event type.

Displays a description of the event.

Displays additional information about the event. For example, the area and the user involved in the
event.
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Connect |:| Click to open the Panel Connect page for this panel. See The Panel Connect page on page 37 for
more information.

You can colour-code the events in the list based on SIA codes to highlight events of particular interest.
To do this:

1. Click Edit Event Colouring.

An Events Colouring area displays at the top of the page.

2. Foreach pair of fields in the Events Colouring area:

a. Click the first field to open a popup from which you can select a colour.

In the second field, enter a comma-separated list of SIA codes.

3. Click Save.

7.31 The Account page

To display the Account page, click Account in the site navigation.

The Account page shows the following account information:

Login
Information

User .
Information .

Security
Question

Displays your SPC Connect username. The value cannot be edited.

Displays the following editable user information:

Displays the two security questions configured for your account. Answers are shown as strings
of asterisks.

Edit the answers to already-selected questions if required. To select alternative questions, use
the drop-down lists provided, then enter answers. If you add/change security answers, click
Save before proceeding.

First Name
Last Name
Other Names
Email
Address
Post Code

Phone Number

To change any of your editable information, edit the value in the form and click Save.

To change your password, click Change Password and follow the on-screen instructions.

To recover a forgotten password, go to the SPC Connect Login page, click Recover Password and
follow the on-screen instructions to have an email with a password reset link sent to your registered
email address.

To delete your account, click Delete Account.

« If you delete your account, all your account data is lost.

| [
l « If you create a new account with the same email address, you must re-register any panels to

which you have access.
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7.32 The Account Settings page

To display the Account Settings page, click Account Settings in the site navigation.

On the Account Settings page, you can configure the following options for your SPC Connect account:

Secure Select the check box to enable Secure Login. In this case, after you log in, a second login page is
Login presented and a temporary password is emailed to your email account. You must enter the temporary
Enable password into the second login page to complete logging in.

Select your preferred language. After you click Save, SPC Connect displays text in the selected

Language language.
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A

alarm receiving centre (ARC)
Continuously manned centre to which information concerming the status of one or more AS is reported.

alarm system (AS)
Electrical installation, which responds to the manual or automatic detection of the presence of a hazard. The
AS is not part of the ATS.

alarm transmission equipment (ATE)
Collective term to describe the SPT and RCT.

alarm transmission path (ATP)
Route an alarm message travels between an individual AS and its associated AE The ATP starts at the inter-
face between AS and SPT and ends at the interface between RCT and AE. For notification and surveillance
purposes the reverse direction may also be used.

alarm transmission system (ATS)
ATE and networks used to transfer information concerned with the state of one or more ASs at a supervised
premises to one or more AEs of one or more ARCs. An ATS may consist of more than one ATP.

analogue security protocols (ASP)
The analogue security protocols traditionally used for alarm transmission over the telephone network, e.g. SIA,
Contact ID.

annunciation equipment (AE)
Equipment located at an ARC which secures and displays the alarm status, or the changed alarm status of
ASs in response to the receipt of incoming alarms before sending a confirmation. The AE is not part of the

ATS.

C

company
A company can register and manage panels on behalf of customers. One company can have one or more
installers, and each installer can be assigned management rights for one or more panels or panel groups.

E

engineer
Engineers carry out the physical installation and configuration of SPC panels at installation sites.

|

installer
Installers are SPC Connect users who manage large numbers of panels across multiple sites/installations on
behalf of customers/clients.

P

panel
An SPC panel is a hybrid controller that communicates with intruder devices. SPC panels can be monitored
and managed remotely using SPC Connect.
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panel group
A company can group panels to simplify panel management. For example, a panel group might group all panels
in a specific geographic location, or all panels across the premises of one business.
Panel Manager
A system user with access to a panel who can manage which users have access to that panel, and who can
remove that panel from SPC Connect.
panel user
A user account on the SPC panel. A valid user account with web access is required to register a panel with
SPC Connect.
R
receiving centre transceiver (RCT)
ATE at the ARC including the interface to one or more AE(s) and the interface to one or more transmission net-
works and being part of one or more ATPs. In some systems this transceiver may be able to indicate changes
of the status of an AS and to store log-files. This may be needed to increase the ATS availability in case of AE
failure.
S
SPC panel
An SPC panel is a hybrid controller that communicates with intruder devices. SPC panels can be monitored
and managed remotely using SPC Connect.
Standard User
A system user with access to a panel, but who cannot access Panel Manager functions.
supervised premises transceiver (SPT)
ATE at the supervised premises including the interface to the AS and the interface to one or more transmission
networks and being part of one or more ATPs.
system user
System users are SPC Connect users who want to access a small number of domestic/work-based panels
through SPC Connect. System users can access basic panel functions and reports. System users can have
Panel Manager or Standard User access to each panel.
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