CNX28F4T24MP3

com net Hardened Managed Layer 3

28-Port PoE Ethernet Switch

Key Features

Virtual Stacking to allow
management via one IP
address

Fast Redundancy/Recovery
to [EEE standards to support
multiple rings

PoE with 720 W budget

PoE powered device alive
check and PoE scheduling

The comnet CNX28F4T24MP3 is an industrial grade, Managed
Ethernet Layer 3 Switch. It provides IEEE 802.3at PoE to twenty-four
10/100/1000BASE-T(X) ports. Four 100M/1G/2.5G/10G SFP+ ports
are also included. Up to 720 watts of PoE power is available for Advanced security features
distribution across all 24 TX ports. All SFP ports should utilize Comnet including 8021x // Device

SFPs for fiber, connector type and distance. Binding / ACL

Layer 3 features: Static
The CNX28F4T24MP3 supports Layer 3 routing protocols and Layer 2+ Routing, Dynamic Routing
full management software features. These management features (RIP v1/v2, OSPF v2v3)
provide PoE Control, Network Control, Management, Monitoring and Supports Voice and Private
a host of Security features. VLAN

Supports IPV6 new Internet
protocol version

IGMP v2 [ v3 Multicast
support

HTTPS/SSH protocol to
enhance network security

SNMP / LLDP support for
network discovery

Supports SNTP client
for accurate time
management

Redundant DC power inputs

Limited Lifetime Warranty
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Specifications

CONNECTORS

10/100/1000BASE-TX

24 x RJ-45 Ports with Auto MDI/MDIX and PSE

100M/1G/2.5G/10G

4 x SFP+ Ports

CONSOLE PORT

RJ45

POWER (DUAL INPUT)

Terminal Block: header/2-Way/Pitch 5mm

SWITCH PROPERTIES

SWITCHING LATENCY 7 uS
SWITCHING BANDWIDTH 128 GBPS
FORWARDING RATE 95.232MPPS
MAX. VLANS AVAILABLE 4000

IGMP MULTICAST GROUPS 1024

PORT RATE LIMITING

User Defined

MAC TABLE 32000 MAC addresses available
PRIORITY QUEUES 8 per port

PROCESSING Store-and-Forward

JUMBO FRAME Up to 9.6K Bytes

PROTECTION

POE POWER OUTPUT Per PSE Port: IEEE 802.30f/0t
NUMBER OF PSE PORT Ports 1-24

Ports 1-8: End Span, Mode A MDIX, 1/2(-), 3/6(+)
POE TYPE

Ports 9-24: End Span, Mode A, 1/2(+), 3/6(-)

MAX. POE BUDGET

720 W

FUNCTIONS

PD Alive Check, Classification, Scheduling

MANAGEMENT (PER PORT)

Enable/Disable, Priority, Power Level, Overloading Protection

SECURITY

Management System Username | Password Protection
User Privileges (up to 15 Levels)

Device Binding

FEATURES Enable/Disable Ports,
MAC based port security
Port-Based Network Access Control: 802.1x
VLAN (802.1Q): To segregate and secure network traffic
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Specifications (Continued)

SECURITY (CONTINUED)

SNMPv3 Encrypted Authentication and Access Security
HTTPS/SSH enhanced network security

IP-Based Bandwidth Management

Application-Based QoS Management

TOS/Diffserv

ACL (L2/L3/L4)

IP Source Guard

FEATURES

RADIUS (Authentication, Authorization, Accounting)
TACACS+

HTTP & SSL (Secure Web)

SSH v2.0 (Secured Telnet Session)

MAC/IP Filter
P DHCP (Server [ Client support)
REDUNDANCY RSTP (802.1w) / STP (802.1D) / MSTP (802.1s)
VLAN Tagging and GVRP Supported (802.1Q), Max VLANs 4000, Tagged based, Port Based, Q-in-Q,
SEGREGATION
Voice.
AGGREGATION LACP (802.3ad), Static Trunk (Max aggregation groups 14, Max 8 ports per group)
IGMP Snooping V1/2/3, (1024 IGMP groups)
IGMP Static Multicast Addresses (1024 addresses),
MULTICAST IPv6 MLD Snooping (1024 groups),
MLD Static Multicast Addresses (1024 addresses)
Querier [ Immediate leave support.
STORM CONTROL Broodcast/ Multicost/ Unknown Unicast protection
LOOP PROTECTION Single device loop guarding
STACKING SUPPORT Virtual

LAYER 3 FEATURES

OSPF & OSPFv2v3
PROTOCOL SUPPORT RIPv2
IPv4 & IPV6 Static Routing

POWER®

OPERATING VOLTAGE RANGE Redundant Dual Input 50-57 Vdc

Max 30 W Standalone

RObER L LA AT, IR 750 W with Max PD demand of 720 W

CURRENT PROTECTION Overload Current Protected
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Specifications (Continued)

MANAGEMENT

SNMP, CLI, Web based, Telnet (With Access management filtering)
Firmware upgrade via HTTP

Dual Firmware images

Configuration Download/Upload

SNMP (vi/v2c/v3)

RMON (1,2,3,&9 groups)

DHCP (Client/Relay/Option82/Snooping/Server)

TFTP (Trivial File Transfer Protocol)

NTP/LLDP

FEATURES

IPv6 Configuration

Cable Diagnostics

DIAGNOSTICS System Event/Error Log

Port mirroring

ELECTRICAL & MECHANICAL

INDICATING LEDS Power, POE, PSE, Link/ Act, Speed

ENCLOSURE 1-RU high, 19-inch rack-mountable

SIZE (LxWxH) 8.66 x 16.97 x 1.73in (22.0 x 44.0 x 4.4 cm)

NET WEIGHT 6.6 Ibs [ 3kg

SHIPPING WEIGHT 6.8 Ibs. [ 3.kg

MTBF >100,000 hours

OPERATING TEMP -40°Cto +75°C

STORAGE TEMP -40°Cto +85°C

OPERATING RELATIVE HUMIDITY 10% to 90% (non—condensing)

EMI FCC Part 15, CISPR (EN55022) Class A

EMs ENB1000-4-2 (ESD), EN61000-4-3 (RS) EN61000-4-4 (EFT), EN61000-4-5 (Surge), EN61000-4-6 (CS),
EN61000-4-8, EN61000-4-11

MECHANICAL SHOCK IEC60068-2-27

FREE FALL IEC60068-2-32

VIBRATION IEC60068-2-6
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ETHERNET STANDARDS SUPPORTED

IEEE 802.3 for 10Base-T

IEEE 802.3u for 100Base-TX and 100Base-FX

IEEE 802.3z for 1000Base-X

IEEE 802.3ab for 1000Base-T

IEEE 802.3at for PoE up to 30 watts per port

IEEE 802.3bt for POE up to 90 watts per port

IEEE 802.3az for Energy Efficient Ethernet

IEEE 802.3x for Flow control

IEEE 802.3ad for LACP

IEEE 802.1D for STP

IEEE 802.1p for COS

IEEE 802.1Q for VLAN Tagging

IEEE 802.1v for Protocol VLAN

IEEE 802.1w for RSTP

IEEE 802.1s for MSTP

IEEE 802.1x for Authentication

IEEE 802.1AB for LLDP

Ordering Information

PART NUMBER

CNX28F4T724MP3

DESCRIPTION

(24) 10/100/1000 BASE-T(X) + (4) 100M/1G/2.5G/10G w/ Power over Ethernet (PoE),

dual dc power input

INCLUDED ACCESSORIES

Rack-mount installation kit

OPTIONAL ACCESSORIES

User selection of comnet SFP (Extra charge, see SFP Modules data sheet for product numbers and

compatibility before ordering)
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