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Compatible UL Evaluated Equipment 

Vanderbilt Equipment 

Á VSRC-A / VRCNX-A 

Á VRINX 

Á VIONX-8 

Á VRI-1 / VRI-1S3 

Á VRI-2 / VRI-2S3 

Á VI-16IN / VI-16INS3 

Á VI-16O / VI-16OS3 

Legacy Vanderbilt Equipment 

Á VSRC / VRCNX-R 

Á SRCNX (Legacy) 

Á SRINX (Legacy) 

Á SIONX (Legacy) 

Á SIONX-24 (Legacy) 

Supported Proximity Cards 

Á Standard 26-bit Wiegand Format 

Á Vanderbilt 34-bit Wiegand Format 

Á HID Corporate 1000 35-bit 

Á HID Corporate 1000 48-bit 

Á HID/ProxIF 37-bit 

Á XceedID 40-bit  
 

Hardware Not UL Evaluated 

Á IP Addressable Module: SIPNX-100 (Legacy) 

Á Dial-up Modem: SMODNX (Legacy) 

Á VSRC-M / VRCNX-M 

The following devices should be incorporated into your system: 

Á Power supply input line transient protection complying with the Standard for Transient Voltage Surge 
Suppressors, UL 1449, with a maximum marked rating of 330 V. 

Á RS 485 communication line(s) must have signal line transient protection complying with the Standard for 
Protectors for Data Communications & Fire Alarm Circuits, UL 497B, with a standard marked rating of 50 V. 

Á The UL 294 requires that the VRCNX-R, VSRC, SRCNX-R (Legacy) and VRINX/SRINX (Legacy) enclosures 
have tamper switches that will activate an alarm or trouble signal. 

UL Listing Summary 
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Firmware Designations 

VRCNX-R / VSRC Firmware 

Á Firmware Upgrade (Flash) File = "image_rXXX_k1253_aYYYC.SriUpd" 

XXX = Vanderbilt Root File System version of the embedded Linux operating system. 

YYY = Firmware Version 

Á Controller Diagnostics Display = "SRI rootfs vX.XX" 

X.XX = Vanderbilt Root File System version of the embedded Linux operating system. 

Á CIM Firmware Display = "YYY" 

YYY = Firmware Version 

VRCNX-M / VSRC-M Firmware 

Á Firmware Upgrade (Flash) File = "image_rXXX_aYYYG_ep4502.SmsUpd" 

XXX = Vanderbilt Root File System version of the embedded Linux operating system. 

YYY = Firmware Version 

Á Controller Diagnostics Display = "SMS-M rootfs vX.XX" 

X.XX = Vanderbilt Root File System version of the embedded Linux operating system. 

Á CIM Firmware Display = "YYY" 

YYY = Firmware Version 

VRCNX-A / VSRC-A Firmware 

Á Firmware Upgrade (Flash) File = "image_rXXX_aYYYG_ap2.SmsUpd" 

XXX = Vanderbilt Root File System version of the embedded Linux operating system. 

YYY = Firmware Version 

Á Controller Diagnostics Display = "SMS-A rootfs vX.XX" 

X.XX = Vanderbilt Root File System version of the embedded Linux operating system. 

Á CIM Firmware Display = "YYY" 

YYY = Firmware Version 

SRCNX (Legacy) Firmware 

Á Firmware Upgrade (Flash) File = "rcnxXXX.u27" 

XXX = Firmware Version 

Á CIM Firmware Display = "XXX" 

XXX = Firmware Version 

SRINX (Legacy) 

Á Firmware Upgrade (Flash) File = "FSMSA_XX.HEX" 

XX = Firmware Version 
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VRINX 

Á Firmware Upgrade (Flash) File = "SRINX_G_VXXA-FL.s19" 

XX = Firmware Version 

VRI-1 

Á Firmware Upgrade (Flash) File = "vri1_appl_X_XX_XX.aax" 

X_XX_XX = X.XX.XX Firmware Version 

VRI-1S3 

Á Firmware Upgrade (Flash) File = "vri1s3_appl_X_XX_XX_enc.aax" 

X_XX_XX = X.XX.XX Firmware Version 

VRI-2 

Á Firmware Upgrade (Flash) File = "vri2_appl_X_XX_XX.aax" 

X_XX_XX = X.XX.XX Firmware Version 

VRI-2S3 

Á Firmware Upgrade (Flash) File = "vri2s3_appl_X_XX_XX_enc.aax" 

X_XX_XX = X.XX.XX Firmware Version 

VI-16IN 

Á Firmware Upgrade (Flash) File = "vi16in_appl_X_XX_XX.aax" 

X_XX_XX = X.XX.XX Firmware Version 

VI-16INS3 

Á Firmware Upgrade (Flash) File = "vi16ins3_appl_X_XX_XX_enc.aax" 

X_XX_XX = X.XX.XX Firmware Version 

VI-16O 

Á Firmware Upgrade (Flash) File = "vi16o_appl_X_XX_XX.aax" 

X_XX_XX = X.XX.XX Firmware Version 

VI-16OS3 

Á Firmware Upgrade (Flash) File = "vi16os3_appl_X_XX_XX_enc.aax" 

X_XX_XX = X.XX.XX Firmware Version 

VMRC-1 

Á Firmware Upgrade (Flash) File = "vmrc-1_X_XX_XX_XXXX.crc" 

X_XX_XX_XXXX = X.XX.XX.XXXX Firmware Version 

VMRC-2 

Á Firmware Upgrade (Flash) File = "vmrc-2_X_XX_XX_XXXX.crc" 

X_XX_XX_XXXX = X.XX.XX.XXXX Firmware Version 
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VMRC-1L 

Á Firmware Upgrade (Flash) File = "vmrc-1l_X_XX_XX_XXXX_fs_X_XX.crc" 

X_XX_XX_XXXX = X.XX.XX.XXXX Firmware Version 

fs_X_XX = File System Version 

VMRC-2L 

Á Firmware Upgrade (Flash) File = "vmrc-2l_X_XX_XX_XXXX_fs_X_XX.crc" 

X_XX_XX_XXXX = X.XX.XX.XXXX Firmware Version 

fs_X_XX = File System Version 

VMRC-4 

Á Firmware Upgrade (Flash) File = "vmrc-4_X_XX_XX_XXXX_fs_X_XX.crc" 

X_XX_XX_XXXX = X.XX.XX.XXXX Firmware Version 

fs_X_XX = File System Version 

Operation Testing and Maintenance 

Operation Testing 

Once the SMS system components are installed, log into the SMS system and set up a cardholder with a credential 
and access. Present that credential at read head to test. A green LED indicates system is working.  

Maintenance 

No regular maintenance is required; the SMS system components are self-supporting.  
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The Vanderbilt Security Management System (SMS) is manufactured with high quality control standards. This 

manual describes the installation and wiring procedures for the online Vanderbilt SMS hardware. 

Who should use this book 

This hardware manual provides guidelines for configuring and customizing Vanderbilt SMS based on your unique 
company needs. This guide is intended to be read by installation engineers and service personnel only. It is not 
intended for end users of the system. 

Symbols and conventions 

The following are the documentation conventions used in this manual. 

Note: A note provides information which should be considered by the user. 

Warning: Provides important information about procedures and events. If not considered by the user, it may 

cause damage to hardware or system data. 

Bold: Text in bold letters are used for window names, button names etc. 

Disclaimer: Disclaimers provide information that should be considered by the technician. 

Vanderbilt SMS Technical Support 

If you encounter any problems while installing or operating the Vanderbilt SMS, please contact our technical support 
team for assistance. 

U.S. Vanderbilt SMS Technical Support: Phone: 855-316-3900 

International Vanderbilt SMS Technical Support: Phone: 973-316-3900 

Vanderbilt SMS Technical Support: E-mail: techsupport@vanderbiltindustries.com  

Hours of Technical Support 

Our standard technical support hours are from 8:00 a.m to 6:00 p.m. Eastern Standard Time, Monday through 
Friday, excluding Vanderbilt Industries observed holidays. 

 

Preface 



VSMSHM12-15-21 -- 7.1.0   

 Before Installation 29 

This section provides information on what should be considered before installing Vanderbilt SMS hardware. 

Requirements 

Á Check to see that you have all the equipment necessary for the installation. Make sure you have all the 
necessary tools to properly install the equipment such as screwdrivers, wire cutters and digital meter, etc. 

Á All field wiring must comply with NFPA 70 (NEC) and local wiring codes. The use of unshielded or ungrounded 
cable will may cause problems. Make sure the correct wire type and gauges are being used for the proper 
wire lengths (refer to the Recommended Wire Chart). 

Á Mount all the enclosures in a secure and accessible location. 

Á It is optimal to mount all enclosures on fire rated plywood which is affixed to a solid wall covering i.e. sheetrock 
or bare cinder block. 

Á Ground all wires where necessary. 

Á A licensed electrician will need to supply 120VAC for the Vanderbilt SMS. 

Electrical wiring considerations 

Á All field wiring must comply with NFPA 70 (NEC) and local wiring codes. 

Á The use of unshielded or ungrounded cable will may cause problems. Ground shields must be grounded only 
at one end. If you connect the shields at both ends you will create a ground loop which will introduce more 
noise into the system. 

Á Before you install the system, verify that the correct power supplies are available. 

Á Remember to turn off all power before you connect any equipment. 

Á Always use the recommended wire type and gauge for all your connections (refer to Recommended Wire 
Chart). 

Warning: To reduce risk of fire, all fuses should be replaced with the same type and rating as the original 

supplied with the Vanderbilt products. 

Á All back-up batteries should be replaced with the same type and ratings as the original supplied with the 
Vanderbilt products. 

Á A licensed electrician will need to supply 120VAC where necessary. 

Before Installation 
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Before powering system 

Á Mount and connect all readers in accordance with manufactureôs specifications. 

Á Mount and connect all door contacts in accordance with manufactureôs specifications. 

Á Mount and connect all exit requests and annunciators in accordance with manufactureôs specifications. 

Á Mount and connect all peripheral equipment in accordance with manufactureôs specifications. 

Á Mount and connect all lock devices in accordance with manufactureôs specifications. 

Á Make all Vanderbilt controller channel connections for additional VRINXs, VIONX-8s and other SMS supported 
access control devices. 

For Legacy Devices 

Á Connect dial-up modem (SMODNX) and/or IP addressable module (SIPNX-100). 

Á Connect any memory expansion modules (SMEMNX-3 or SMEMNX-7) 

Á Make all SRCNX channel connections for additional SRCNX, VRINX/SRINX, VIONX-8, SIONX-24, and other 
SMS supported access control devices. 

Environmental conditions 

Á SMS hardware must be installed in a clean and a dust free environment. 

Á Ambient temperature - 32º F to 120º F (0º C to 49º C) 

Á Relative Humidity - 10% to 85% 

Á All head end equipment should be mounted in a secure area. 
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Recommended wire chart 

The chart below indicates recommended wire distances and wire gauges for your SMS hardware connections. 

Connection Maximum 
Distance (ft) 

Cable Recommendation 

SRCNX (Legacy) Reader Controller to  
PC/ CIM via RS-232 protocol 

50 22 AWG/3 Cond., Strd.,Shld 

SRCNX Reader Controller to Contact Inputs 2,000 22 AWG/2 Cond., Strd., Twst., Shld 

SRCNX Reader Controller Data connection 
to another SRCNX, VRINX, VIONX-8, 
SIONX-24, PIM-485, or Schlage VIP Locks 
via RS-485 protocol 

4,000  18 AWG/2 Cond., Strd., Twst., Shld 

VRCNX-R/M/A Reader Controller Data 
connection to a VRINX, VIONX-8, SIONX-
24, PIM-485, VRI-1, VRI-2, VI-16IN, VI-16O, 
Aperio AH-30 Hub or Schlage VIP Locks via 
RS-485 protocol 

4,000  18 AWG/2 Cond., Strd., Twst., Shld 

SRCNX Reader Controller Power 
connection to another SRCNX, VRINX, 
VIONX-8, SIONX-24 PIM-485, or Schlage 
VIP Locks.  (Over 500' should be powered 
locally) 

250 

500 

22 AWG/2 Cond., Strd., Shld 

18 AWG/2 Cond., Strd., Shld 

VRCNX-R/M/A Reader Controller Power 
connection to a VRINX, VIONX-8, SIONX-24 
PIM-485, VRI-1, VRI-2, VI-16In, VI-16O, 
Aperio AH-30 Hub or Schlage VIP Locks.  
(Over 500' should be powered locally) 

250 

500 

22 AWG/2 Cond., Strd., Shld 

18 AWG/2 Cond., Strd., Shld 

VRINX, VRI-1 or VRI-2 Reader Interface to 
Magnetic Stripe read head 

500 18 AWG/5 Cond., Strd., Shld 

VRINX, VRI-1 or VRI-2 Reader Interface to 
Wiegand read head 

500 22 AWG/5 Cond., Strd., Shld 

VRINX, VRI-1 or VRI-2 Reader Interface to 
Proximity read head 

500 18 AWG/5 Cond., Strd., Shld 

VRINX, VRI-1 or VRI-2 Reader Interface to 
Bar Code read head 

20 22 AWG/5 Cond., Strd., Shld 

VRINX Reader Interface to Barium Ferrite 
read head 

500 22 AWG/5 Cond., Twst., Strd., Shld 

VRINX, VRI-1 or VRI-2 Reader Interface to 
Contact Inputs (supervised) 

1,000 22 AWG/2 Cond., Twst., Strd., Shld 

VRINX, VRI-1 or VRI-2 Reader Interface to 
Contact Inputs (unsupervised) 

2,000 22 AWG/2 Cond., Twst., Strd., Shld 

VRINX, VRI-1 or VRI-2 Reader Interface to 
Exit Button 

2,000 22 AWG/2 Cond., Twst., Strd., Shld 

Abbreviations: Cond. = Conductor; Strd.=Stranded; Shld.=Shielded; Twst. - Twisted 
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System Requirements 

Minimum System Requirements 

Single User / Client Workstation 

Á Processor: Intel Core i5 

Á Memory:  8 Gb Ram 

Á Disk Space: 120 Gb 

Á USB Port for SMS Distribution Media 

Á 10/100/1000 Base-T network card (NIC) - must be active for SMS licensing 

SMS does NOT support hosting a CIM or the SP on a multi-homed system (more than one active NIC). 

CIM ï SP ï Controller communications may be unpredictable on multi-homed systems. 

If NIC redundancy is required. Vanderbilt recommends teaming multiple NICs in the same system. 

Á Mouse, Keyboard & Monitor 

Á Operating System: 

Á 64-bit Windows 8 Professional (except Home Edition) 

Á 64-bit Windows 8.1 Professional (except Home Edition) 

Á 64-bit Windows 10 Professional (except Home Edition) 

Á MS OLE DB Driver for SQL v18.3 (will be installed if necessary) 

Á MS ODBC Driver for SQL v17 (will be installed if necessary) 

Á 32-bit System DSN for ODBC Driver (will be created) 

Á .NET v4.8 (will be installed if necessary) 

Á Database Engine: 

Á SQL Server 2012 Express SP2 or newer 

Á SQL Server 2014 Express SP1 or newer 

Á SQL Server 2016 Express SP1 or newer 

Á SQL Server 2017 Express 

Á SQL Server 2019 Express CU10 or newer 

SMS does NOT support installation in a SQL cluster environment. 

The SMS Install Media Includes 64-bit SQL 2014 Express SP2. 

SQL Server Express installation will be to a Named Instance called ñSMSò. 
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Multiuser Server 

Á Processor: Intel Core i7 or Xeon 

Á Memory:  8 Gb Ram 

Á Disk Space: 500 Gb 

Á USB Port for SMS Distribution Media 

Á 10/100/1000 Base-T network card (NIC) - must be active for SMS licensing 

SMS does NOT support hosting a CIM or the SP on a multi-homed system (more than one active NIC). 

CIM ï SP ï Controller communications may be unpredictable on multi-homed systems. 

If NIC redundancy is required. Vanderbilt recommends teaming multiple NICs in the same system. 

Á Mouse, Keyboard & Monitor 

Á Operating System: 

Á 64-bit Windows 8 Professional (except Home Edition) 

Á 64-bit Windows 8.1 Professional (except Home Edition) 

Á 64-bit Windows 10 Professional (except Home Edition) 

Á 64-bit Windows 2012 Essentials, Standard or Datacenter 

Á 64-bit Windows 2012 R2 Essentials, Standard or Datacenter 

Á 64-bit Windows 2016 Essentials, Standard or Datacenter 

Á 64-bit Windows 2019 Essentials, Standard or Datacenter 

Á MS OLE DB Driver for SQL v18.3 (will be installed if necessary) 

Á MS ODBC Driver for SQL v17 (will be installed if necessary) 

Á 32-bit System DSN for ODBC Driver (will be created) 

Á .NET v4.8 (will be installed if necessary) 

Á Database Engine: 

Á SQL Server 2012 Standard or Enterprise SP2 or newer 

Á SQL Server 2014 Standard or Enterprise SP1 or newer 

Á SQL Server 2016 Standard or Enterprise SP1 or newer 

Á SQL Server 2017 Standard or Enterprise 

Á SQL Server 2019 Standard or Enterprise 

SMS does NOT support installation in a SQL cluster environment. 
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ASSA ABLOY IP-Enabled WiFi or PoE Locks Support 

Á ASSA ABLOY Door Service Router (DSR) host meeting ASSA ABLOY current minimum specs 

Á Up to 128 Locks: 2 CPU Cores; 4 Gb RAM; 20 Gb HD 

Á 64-bit Windows 7, Windows 10, Windows Server 2008 R2, 2012, 2016 or 2019 

Á Up to 1,024 Locks: 4 CPU Cores; 8 Gb RAM; 20 Gb HD 

Á 64-bit Windows Server 2008 R2, 2012, 2016 or 2019 

Á Up to 2,048 Locks: 8 CPU Cores; 16 Gb RAM; 20 Gb HD 

Á 64-bit Windows Server 2008 R2, 2012, 2016 or 2019 

(SMS is certified for a maximum of 750 locks per DSR) 

Á ASSA ABLOY DSR v8.0.17 installed on a stand-alone host from SMS 

Optional SMS Web / Guest Pass Web Registration Support 

Á Multiuser Server Processor / Memory Specifications 

Á SMS Enterprise 

Á IIS Server v7.5 or newer on a stand-alone host from SMS 

Á .NET Framework 2.0 

Á .NET Framework 4.0 / 4.8 

Á Installation assistance available via paid Vanderbilt Technical Support 

Á SMS Web v7.0.0 release expected approximately 2-months after SMS v7.0.0 release 

Á DNS Reverse Lookup must be enabled across network to utilize SMS Web Portrait Monitor 

Virtual Server Support 

Á VMware ESX v4.1 through ESX v6.7 

Á Microsoft Hyper-V on Windows Server 2012 R2 or newer 

Á Guests Running an SMS Supported Operating System 

Á Guests Meeting the same Minimum Requirements defined above 

The SMS license binds to the SP host system hardware properties. 

The SP host system virtual guest must be configured for static NIC and hard drive properties. 

SMS does NOT support vMotion or Live Migration for the SP host virtual system. 

SMS does NOT support installation in a Citrix or any terminal server environment. 
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C H A P T E R  1  

The multilingual Vanderbilt Discovery and Configuration Utility (DCT) is a separate application that, once installed, 
provides an alternate method for configuring the Network properties of the Vanderbilt VSRC, VSRC-M, VSRC-A, 
VRCNX-R, VRCNX-M and VRCNX-A controllers than the methods described in the specific controller sections that 
follow. 

1 Run the DCT.exe  program 

Á Direct Connection - the controller may be connected to the network port on the system 

Á Network Connection - the controller may be connected to the same network subnet as the system 

The DCT uses multicast to locate compatible Vanderbilt controllers and must be run from a system on the same 
subnet as the controllers requiring configuration and no routers can be located on the network between the 
system running the DCT and the controllers to configure. 

2 The DCT will open in the disabled state and the default language is English: 

 

3 Click on "Select Language" to change the display language if desired. The following options are available: 

Á English 

Á Portuguese 

Á Spanish 

Á Simplified Chinese 

Discovery and Configuration Utility 
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4 Select the Multicast tab. 

If the system has more than one network card (NIC) installed, you may need to select the appropriate network 
card attached either directly to the controller to configure or connected to the network segment on which the 
controllers are connected. 

1. Highlight the NIC under the Network Interface list as desired. 

2. Click Change Network Interface to activate this NIC for DCT operations. 

3. Optionally click Save as default to make this NIC the default for future DCT sessions on this system. 

 

4. Click on the Discovery tab once Multicast settings have been set. 
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5 Click ON to begin a search for VSRC, VSRC-M, VSRC-A, VRCNX-R, VRCNX-M and VRCNX-A controllers 
attached to the selected NIC / network segment. 

 

6 The DCT Discovery tab will be populated with controllers responding to the multicast on the selected NIC / 
network segment. 

Controllers with Auto Discovery Disabled via jumper / switch will NOT Respond  
and CANNOT be Configured via the DCT. 

7 Select desired controller to configure and click Device Configuration (VRCNX-M0 in the example below). 
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8 Configure the controller as required for SMS operation. 

1. Select the Network tab and set the following options as desired: 

Consult with IT regarding the correct network settings for SMS controllers 

Á IP Configuration Method 

Á IP Address 

Á Subnet Mask 

Á Default Gateway 

Á DNS automatic (DHCP) or Manual configuration 

Á DNS Search Path 

Á DNS Server (Primary) 

Á DNS Server (Secondary) 

Á DNS Server (Tertiary) 
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2. Select the Server tab and set the following options for connection to the Host Application Server (SMS 
CIM) as desired: 

Á Method #1: Specific IP Address and Port Number 

Å  Enter the SMS CIM IP Address 

Å  Enter the SMS CIM Port Number. The CIM normally communicates to the controllers on Port 3001 
unless changed by IT requirements. 

Á Method #2: FQDN (Fully Qualified Domain Name) and Port Number 

Å  Enter the FQDN of the SMS CIM. 

Å  Enter the SMS CIM Port Number. The CIM normally communicates to the controllers on Port 3001 
unless changed by IT requirements. 

 

Á Click Close to complete controller configuration. 

9 Select and configure additional controllers as desired following the steps above. 
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C H A P T E R  2  

 

Reader Controller 

Overview 

The VRCNX-R Reader Controller is an intelligent device that can be paired with the Vanderbilt Security 
Management System (SMS) Enterprise software package. The VRCNX-R can have up to two VIONX-8 devices 
attached to it if contacts and/or relays are required; these onboard VIONX-8 devices do not contribute to the total 
number of devices that can be connected to the VRCNX-R. The VRCNX-R is an independently programmable 
device which is capable of making decisions and storing history at the local level if communication is lost.  

The VRCNX-R has three different software defined types depending on the number of contacts and relays 
associated with the board: VRCNX-R0, VRCNX-R1 and VRCNX-R2.   

Á VRCNX-R0: No contacts or relays  

Á VRCNX-R1: One VIONX-8 is onboard providing up to 8 contacts and 8 relays 

Á VRCNX-R2: Two VIONX-8s are onboard providing up to 16 contacts and 16 relays  

Note: In this chapter VRCNX-R refers to all three model types. The specific model will be referenced only when the 
model type affects set up or configuration. If either a VRCNX-R1 or a VRCNX-R2 will work in the configuration, then 
it will be referred to as VRCNX-R1/R2.  

VRCNX-R 
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Highlights 

Á Communicates to the server (installed with Vanderbilt SMS software) via network protocol at 10/100 Base-T  

Á Powered locally by a 24VDC Rated UL294 Listed Power-Limited Power Supply, capable of 4 hours standby 
power  

Á Flashable firmware 

Á Capable of running in degraded mode, allowing local decision making if communication fails between the 
VRCNX-R and the network 

Á Can be used with a multitude of Vanderbilt SMS communication devices including the Vanderbilt reader 
interface modules (VRINX, VRI-1 and VRI-2) which support read head technologies including Proximity, 
Magnetic Stripe, Wiegand, Barium Ferrite, bar code, smart card, biometric, keypad and other SMS compatible 
access control devices  

Features 

For all VRCNX-R varieties:  

Á 16 device capacity (compatible devices include: VRINX, VRI-1, VRI-2, VIONX-8, VRI-16IN, VRI-16O, SIONX-
24 and other SMS compatible access control devices) 

Á Approximately 45 Mb available for storage after Linux and Kernel applications have been loaded 

Á Communicates with CIM via network protocol at 10/100 Base-T 

Á DNS Compatible 

For VRCNX-R1: 

Á 8 supervised or unsupervised Contact Inputs 

Á 8 Relay Outputs 

For VRCNX-R2: 

Á 16 supervised or unsupervised Contact Inputs 

Á 16 Relay Outputs 

Configuration Guidelines 

Á All VRCNX-R Reader Controllers have 2 communication channels (channels 2 and 3). Each channel will 
support 8 devices for a total of 16 devices. Only devices of the same protocol (either SMS protocol, SMS-M 
protocol, F-series protocol or Aperio Protocol) may be connected to an individual channel. 

Á The VRCNX-R1 and the VRCNX-R2 can only have SMS protocol devices connected to channel 3.   

Á Vanderbilt devices that may be connected to a VRCNX-R: VRINX, VIONX-8, and SIONX-24 (SMS protocol); 
VRI-1, VRI-2, VI-16IN and VI-16O (SMS-M protocol). 

Á Other devices that may be connected to a VRCNX-R: Schlage wireless PIM-485, PIM-400, AD-300 and 
Schlage VIP Locks (with F-series protocol); Aperio AH-30 hub (Aperio Protocol) with up to 16 supported Aperio 
Wireless Locks (up to 8 Aperio wireless locks per AH-30 hub). 

Á The number after the VRCNX-RX designates how many VIONX-8 boards are attached to the VRCNX-R.  The 
VRCNX-R0 has none, the VRCNX-R1 has one and the VRCNX-R2 has two. These VIONX-8s do not count 
toward the total number of devices that can be connected to the VRCNX-R. 

Á There is no Main/Satellite configuration for the VRCNX-R. Each VRCNX-R is a stand-alone board.   



 

42 SMS Hardware Manual  

Specifications 

Á Board Dimensions - 9-3/4ò H x 13-1/2ò W x 1-1/2ò D (board only) 

Á Power Requirements - 20VDC to 32VDC 

Á Power Consumption - (excluding peripheral devices) 300 mA 

Á Ambient Temperature - 0º to 49º C or 32º to 120º F 

Á Humidity - 10% to 85% 

VRCNX-R Enclosure 

VRCNX-R Enclosure - An enclosure with a hinged door is included for each VRCNX-R. 

Features 

Á Metal enclosure with hinged door 

Á The enclosure is provided with a lock and key 

Á The enclosure is outfitted with a tamper switch 

Á Enclosure Dimensions: 20ò x 20ò x 4ò 

Environmental conditions 

Á Ambient Temperature - 0º to 49º C or 32º to 120º F 

Á The room must be dust free and clean 

Á Mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall covering i.e. 
sheetrock 

Á Mount the cabinet in a secure, but generally accessible location 

Mounting 

Á Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring.  It is recommended 
that this is done before mounting the enclosure to the wall.   

Á A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet. 

Á Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four 
1/4ò x 1ò lag bolts. 
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VRCNX-R IP Configuration 

The IP address of the VRCNX-R has to be configured so that it can communicate with the CIM.   Configuration 
should occur after the VRCNX-R has been fully installed.  Below are detailed instructions on how to configure the 
VRCNX-R with a Static IP address.  DHCP configuration is possible, but not recommended.   

Note: Communication is at 10/100 Base-T 

Static IP and DNS Configuration 

DNS Configuration 

With firmware v2.61 VRCNX-R is now DNS Compatible. Configuring a DNS Server is beyond the scope of this 
manual; a network technician should be contacted to set up the DNS Server.  The directions below give details for 
Static IP setup with and without DNS. For DHCP setup see the DHCP Configuration section.   

Follow the steps below to configure the static IP of the VRCNX-R.   

1 Connect a PC with a web browser to the VRCNX-R.  

Á Direct Connection - Using a cross-over cable, the reader controller can be connected directly to the 
network card of the PC.  

Á Network Connection - Using a regular network cable, the reader controller can be connected to a hub or 
switch that is on the same network as the PC.  

2 Configure the PC's network settings to communicate with the VRCNX-R: 

a) Click on the Start button.   

b) Click on Control Panel. The Control Panel window will open.  
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c) Click on Network Connections.  The Network Connections window will open.  

 

d) Click on Local Area Connection.  The Local Area Connection Properties window will open.  

 

e) Scroll down and select Internet Protocol (TCP/IP).  

f) Click the Properties button.  The Internet Protocol (TCP/IP) Properties window will open.  
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g) Make a note of the existing settings. These will need to be restored at the end of the VRCNX-R 
configuration process to return the PC to its usual settings.  

 

h) Click on the Use the following IP address button.  

i) Enter 192.168.168.200 into the IP address field.  

j) Enter 255.255.255.0 into the Subnet mask field.  

k) Click on the OK button.   The window will close.  The PC's network settings are now compatible with the 
default VRCNX-R IP address (Default IP address is 192.168.168.249).  

3 Open a web browser.   

4 Go to http://192.168.168.249 -- the IP Configuration window will open.  

 

F_5336
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5 Click on the Display button, the VRCNX-R IP Configuration GUI window will open.  See the Configuration 
GUI section for additional details.  

 

6 Click on the Static IP button.  

a) Enter new IP address into the IP address field.  Consult with network technicians to get an address that is 
compatible with the existing network.  

b) Enter new Subnet mask into the Subnet mask field.  Consult with network technicians to get an address 
that is compatible with the existing network.  

c) Enter new Default gateway into the Default gateway field.  Consult with network technicians to get an 
address that is compatible with the existing network.  

7 Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).  

a) Enter a primary DNS server address into the Primary DNS server field.  Consult with network technicians 
to get an address that is compatible with the existing network.   

b) Enter a Secondary DNS server into the Secondary DNS server field.  Consult with network technicians to 
get an address that is compatible with the existing network.   

8 In the CIM IP Address Setting section at the IP Address or Hostname field either:  

Á Enter the IP address of the CIM 
or 

Á If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.  
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9 Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section. The 
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches 
the port entered in this screen.  

10 Click on the Update button. Make a note of the IP address as it will be used by SMS to communicate with the 
VRCNX-R.  

11 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC). 

The IP address of the VRCNX-R has been set.   

DHCP Configuration 

Configuring the VRCNX-R to DHCP is possible but the different methods required, depending on network 
architecture, are beyond the scope of this manual. Contact Technical Support for help with DHCP configuration.  

WARNING:  If Controller IP addresses change, the system will not be aware of it until the DNS cache refreshes.  

Also, the CIM will need to be restarted in order for it to resolve the new IP address.  During the time that the 
cache has not refreshed and the CIM has not been restarted, the system may run incorrectly.  

GUI (Graphic User Interface) 
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Hostname - This displays the name of the specific VRCNX-R. The name is in a standard format of SRI-02-XXX.  

Á SRI - Smart Reader Interface   

Á 02 - The designation for an VSRC/VRCNX-R 

Á XXX - The serial number of the specific VRCNX-R (in the above example the serial number is 454).   

The Host Name is used to access and setup the VRCNX-R using Dynamic DNS in conjunction with DHCP. Consult 
with network technicians for details on setting up your network in this manner.  

DHCP - This setting sets up the VRCNX-R to use a DHCP server on your network (use only if you have a DHCP 
server on the network). Vanderbilt recommends utilizing static IP addressing or DHCP reservations for controllers. 
If the controller IP address changes there will be a loss of controller communications until the new IP address is 
recognized by the CIM. 

Static - This setting forces the VRCNX-R to use a static IP address.     

IP Settings 

Á IP Address  

Á When in Static mode, this is where you set the VRCNX-R's IP address. 

Á When in DHCP mode, displays the IP address configured by the DHCP server. 

Á Subnet Mask 

Á When in Static mode, this is where you set the VRCNX-R's subnet mask. 

Á When in DHCP mode, displays the subnet mask configured by the DHCP server. 

Á Default Gateway 

Á When in Static mode, this is where you set the default gateway. 

Á When in DHCP mode, displays the default gateway configured by the DHCP server. 

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server 

IP addresses. 

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.  

DNS Server Address Setting 

Á Primary DNS 

Á When Manually entered, this is where you enter the Primary DNS address. 

Á When Automatically obtained, displays the Primary DNS chosen by the DHCP server.  

Á Secondary DNS 

Á When Manually entered, this is where you enter the Secondary DNS address.  

Á When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.  
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Enable Ether Link Auto Negotiation - The VRCNX-R is capable of communication speeds of either 10 or 100 
Base-T and, with this option enabled, can switch between the two speeds if necessary.  Enabled this option to allow 
the VRCNX-R to automatically detect and use the communication speed of the switch it is connected to. 

Note: This option is not available on older model VRCNX-Rs.  If this option does not show in the GUI then the 
VRCNX-R will only communicate at 10Base-T.     

CIM IP Address Setting 

Á IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using 
DNS the Fully Qualified Domain Name (FQDN) of the CIM should be entered here 

Á Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT 
technician. Verify that the controller definitions matches the port entered on this screen. 

VSRC Lock (Relay 1) Configuration ï Not used with VRCNX-R. Only used when configuring VSRC.   

VRCNX-R Device Configuration 

The VRCNX-R has 2 channels for devices and can support up to 16 devices (8 devices of the same protocol per 
channel).  Each channel on the VRCNX-R can only support devices of the same protocol.   

There are four types of protocol being used by devices: 

Á SMS Protocol - VRINX, VIONX-8, HC11 Reader Interface, SRINX (Legacy) and SIONX-24 (Legacy)  

Á SMS-M Protocol ï VRI-1, VRI-2, VI-16IN and VI-16O 

Á Aperio Protocol - Assa Abloy Aperio AH30 RS-485 hub; IN100, K100, KS100, M100 and PR100 wireless 
locks 

Á F-Series Protocol - Schlage AD-Series Locks, Schlage VIP with F-protocol (old VIP Protocol not supported) 
and Schlage WAPM 

When connecting devices to the VRCNX-R it is important to make sure that only devices of the same protocol are 
put on the same channel.   

Á Channel 2 on the VRCNX-R (J4 through J7) can be used to connect F protocol devices, SMS protocol devices, 
SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing protocols 
on one channel causes conflicts with the devices. 

Á Channel 3 on the VRCNX-R0 (J8 through J11) can be used to connect F protocol devices, SMS protocol 
devices, SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing 
protocols on one channel causes conflicts with the devices. 

Á Channel 3 on the VRCNX-R1 (J8 through J11) can be used to connect SMS protocol devices only.  

Á Channel 3 on the VRCNX-R2 (J8 through J11) can be used to connect SMS protocol devices only.  
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VRCNX-R Pin Layout 

 

The VRCNX-R is made of up of a Controller Board and the VRCNX-R back-board.  In addition, the VRCNX-R1 has 
one VIONX-8 board and an VRCNX-R2 has two VIONX-8 boards. Each of these components has a different pin 
layout which is described below.  

VRCNX-R Pin Functions 

J1 - Power source wiring for connected devices. This is where the power supply is connected to the VRCNX-R to 
supply power to devices connected to J4 through J11.  (This is optional as the devices can be powered locally.)  

Á Dev Gnd is Ground 

Á Dev PWR is Power 

J2 - Power source wiring for on board VSRC and VIONX-8(s). This is where the power supply is connected to the 
VRCNX-R to supply power to the on board VSRC and VIONX-8 (if included).  

Á Gnd is Ground 

Á PWR is Power 

J4 through J7 - Communication and power for channel 2 devices.  Receives power from J1.  

Á Pin 1 is Ground 

Á Pin 2 is not used 

Á Pin 3 is not used 
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Á Pin 4 is B 

Á Pin 5 is A  

Á Pin 6 is Power 

J8 through J11 - Communication and power for channel 3 devices.  Receives power from J1.  

Á Pin 1 is Ground 

Á Pin 2 is not used 

Á Pin 3 is not used 

Á Pin 4 is B 

Á Pin 5 is A  

Á Pin 6 is Power 

P1A - Power source connection and data connection for channel 2 to the VSRC.  This is where the onboard VSRC 
receives power and channel 2 communication from the VRCNX-R.  

Á GND connects to GND on P1 of the VSRC 

Á B connects to TXB on P1 of the VSRC  

Á A connects to RXA on P1 of the VSRC 

Á PWR connects to PWR on P1 of the VSRC 

P2A - Data connection for channel 3 to the VSRC.  This is where the onboard VSRC receives channel 3 
communication from the VRCNX-R.  

Á CLK connects to CLK on P2 of the VSRC 

Á DAT connects to DAT on P2 of the VSRC 

P6A - Power source and data connection to the first VIONX-8.  This is where the first onboard VIONX-8 receives 
power and communication from the VRCNX-R.  

Á GND connects to GND on P6 of the VIONX-8 

Á B connects to B on P6 of the VIONX-8  

Á A connects to A on P6 of the VIONX-8 

Á PWR connects to PWR on P6 of the VIONX-8 

P6B - Power source and data connection to the second VIONX-8.  This is where the second onboard VIONX-8 
receives power and communication from the VRCNX-R.  

Á GND connects to GND on P6 of the VIONX-8 

Á B connects to B on P6 of the VIONX-8  

Á A connects to A on P6 of the VIONX-8 

Á PWR connects to PWR on P6 of the VIONX-8 

Controller Pin Functions 

P1 - Power source connection and data connection for channel 2 to the VRCNX-R.  This is where the onboard VSRC 
receives power and channel 2 communication from the VRCNX-R. 

Á GND connects to GND on P1A of the VRCNX-R 

Á B connects to TXB on P1A of the VRCNX-R 

Á A connects to RXA on P1A of the VRCNX-R 

Á PWR connects to PWR P1A of the VRCNX-R 
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P2 - Data connection for channel 3 to the VRCNX-R.  This is where the onboard VSRC receives channel 3 
communication from the VRCNX-R.  

Á CLK connects to CLK on P2A of the VRCNX-R 

Á DAT connects to DAT on P2A of the VRCNX-R 

P7 - Tamper switch.  This is where a tamper switch is connected to the VSRC (for the whole VRCNX-R). 

Á Pin 1 (GND) is Ground 

Á Pin 2 (SWT) - Normally Closed  

W9 - Used to determine the type of VRCNX-R (R0, R1 or R2) and to disable network communication.  .  

Á Pins 1 & 2 -  Enable/Disable: Onboard web server (Configuration GUI), Telnet, Ping and Discovery 
protocol.  Enabled by default.  If jumpered together, the onboard web server (GUI), Telnet, Ping and 
Discovery protocol are disabled.  If disabled then the VSRC cannot be reached via the GUI, Telnet, Ping 
or the Discovery and Configuration Tool.     

Á Pins 3 & 4 - Not used at this time.   

Á Pin 5 & 6 and 7 & 8 - Different jumper configurations determine what type of VRCNX-R this is (R0, R1 or 
R2).  See the chart below for details. 

  

VRCNX-R Type Pins 5&6 Pins 7&8 

R0 On On 

R1 Off On 

R2 On Off 

 

Warning: Vanderbilt recommends Jumpering W9 Pins 1 & Pin 2 together to DISABLE the onboard web server, 

telnet, ping, and discovery protocol after installation and configuration. Leaving them enabled could allow 
unauthorized access to the controller.   

Pins Left at Default 

The below pins should be left at their default settings: 

Á W1/W3 - Used to set the Host communication protocol.  Default W1: 2&3 Default W3: 1&2 

Á W2 - Used for RS485 termination (Reader Interface Termination).  Default: 2&3 

Á W5/W7 - Sets communication protocol.  Default W5: 3&4 Default W7 3&4 

Á W6 - Used for RS485 termination (Controller Board Termination).  Default 2&3 

Á W8 - Used to set Magstripe data signal for negative or positive. Default 1&2 

Pins Not Used 

The below pins are not used on the VSRC (when connected to an VRCNX-R): 

Á P4 

Á P3  

Á P5/P6 

Á W4 
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VIONX-8 Pin Functions 

Note: There can be up to two VIONX-8 boards onboard the VRCNX-R. The below pin functions are broken up into 
first and second VIONX-8s for clarity.  

First VIONX-8 (left side)  

P6 - Power source and data connection to the VRCNX-R.  This is where the onboard VIONX-8 receives power and 
communication from the VRCNX-R.  

Á GND connects to GND on P6A of the VRCNX-R 

Á B connects to B on P6A of the VRCNX-R  

Á A connects to A on P6A of the VRCNX-R 

Á PWR connects to PWR P6A of the VRCNX-R 

P1 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 1 

Á Pin 3 is Ground 

Á Pin 4 is Contact 2 

P2 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 3 

Á Pin 3 is Ground 

Á Pin 4 is Contact 4 

P3 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 5 

Á Pin 3 is Ground 

Á Pin 4 is Contact 6 

P4 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 7 

Á Pin 3 is Ground 

Á Pin 4 is Contact 8 

P8 - Relay Output 1.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 
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P9 - Relay Output 2.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P10 - Relay Output 3.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P11 - Relay Output 4.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P12 - Relay Output 5.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P13 - Relay Output 6.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P14 - Relay Output 7.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P15 - Relay Output 8.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 
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SW1 - Hardware Reset Switch. The Reset Switch clears all the memory on the VIONX-8. Press the reset switch for 
3 seconds to clear the memory.  

SW2 - Software Reset Switch. Recommended for factory use only.   

Note: Make sure that there is power on VIONX-8 (P6 or P7) when pressing reset switches.  

Warning:  Do not press reset switch unless instructed by the factory representative.  

W3 - VIONX-8 Addressing. The address is preset and should not be altered.  
Default is address 15 -- Jumpers on 1 & 2.   

Second VIONX-8 (right side)  

P6 - Power source and data connection to the VRCNX-R. This is where the onboard VIONX-8 receives power and 
communication from the VRCNX-R.  

Á GND connects to GND on P6B of the VRCNX-R 

Á B connects to B on P6B of the VRCNX-R  

Á A connects to A on P6B of the VRCNX-R 

Á PWR connects to PWR P6B of the VRCNX-R 

P1 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 9 

Á Pin 3 is Ground 

Á Pin 4 is Contact 10 

P2 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 11 

Á Pin 3 is Ground 

Á Pin 4 is Contact 12 

P3 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 13 

Á Pin 3 is Ground 

Á Pin 4 is Contact 14 

P4 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 15 

Á Pin 3 is Ground 

Á Pin 4 is Contact 16 
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P8 - Relay Output 9.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P9 - Relay Output 10.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P10 - Relay Output 11.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P11 - Relay Output 12.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P12 - Relay Output 13.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P13 - Relay Output 14.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P14 - Relay Output 15.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P15 - Relay Output 16.  Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 
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SW1 - Hardware Reset Switch. The Reset Switch clears all the memory on the VIONX-8. Press the reset switch for 
3 seconds to clear the memory.  

SW2 - Software Reset Switch.  Recommended for factory use only.    

Note: Make sure that there is power on VIONX-8 (P6 or P7) when pressing reset switches.   

Warning:  Do not press reset switch unless instructed by the factory representative.  

W3 - VIONX-8 Addressing. The address is preset and should not be altered. 
Default is address 16 - Jumpers on: None.   

Pins Not Used 

P7 

P5 

W1 

J2 
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Connecting to CIM 

There is no direct connection between the VRCNX-R and the CIM. To connect, they need to be on the same network 
and the proper IP address of the VRCNX-R needs to be entered when setting up the VRCNX-R in SMS.  In addition, 
a data surge protector needs to be installed between the VRCNX-R and the hub or switch.  Install the supplied data 
surge protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a 
power supply connecting to J2 on the VRCNX-R.  

 

Data Communication between CIM and VRCNX-R 

CIM  VRCNX-R 

Ethernet To Network Ethernet to Network 

 

 

 



VSMSHM12-15-21 -- 7.1.0   

 Chapter 2    VRCNX-R 59 

Installing Diode for Lock Wiring - Relay 

If installing an VRCNX-R1/2 a diode is supplied with the system which should be fitted across 12VDC or 24VDC and 
COM of the VIONX-8 to protect the relay contacts.   

 

The lock is wired across 12VDC or 24VDC and COM. A 0V link to COM is then required to complete the circuit.  This 
will be wired to NO or NC depending on lock type: Fail Safe / Fail Secure. (Above diagram is of Fail Secure).  
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C H A P T E R  3  

 

Reader Controller 

Overview 

The VRCNX-M Reader Controller is an intelligent device based on a Mercury EP4502 controller that can be paired 
with v6.0.2 and newer Vanderbilt Security Management System (SMS) Enterprise software installations. The 
VRCNX-M can have up to two VIONX-8 devices attached to it if contacts and/or relays are required; these onboard 
VIONX-8 devices do not contribute to the total number of devices that can be connected to the VRCNX-M. 
Alternately, the VRCNX-M can also have 1 x VI-16IN and 1 x VI-16O I/O modules connected to provide onboard 
contacts and relays which do not contribute to the total number of connected devices. The VRCNX-M is an 
independently programmable device which is capable of making decisions and storing history at the local level 
(Enhanced Offline Mode) if communication is lost.  

VRCNX-M 
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The VRCNX-M has four different software defined types depending on the contacts and relays devices associated 
with the board: VRCNX-M0, VRCNX-M1, VRCNX-M2 and VRCNX-M3.   

Á VRCNX-M0: no contacts or relays  

Á VRCNX-M1: one VIONX-8 mounted onboard providing up to 8 contacts and 8 relays 

Á VRCNX-M2: two VIONX-8s mounted onboard providing up to 16 contacts and 16 relays  

Á VRCNX-M3: 1 x VI-16IN and 1 x VI-16O connected to Channel 3 providing up to 16 contacts and 16 relays 

Note: In this chapter VRCNX-M refers to all four model types. The specific model will be referenced only when the 
model type affects set up or configuration. If either a VRCNX-M1 or a VRCNX-M2 will work in the configuration, then 
it will be referred to as VRCNX-M1/M2.  

Highlights 

Á Communicates to the server (installed with Vanderbilt SMS software) via network protocol at 10/100 Base-T  

Á Powered locally by a 12VDC Rated UL294 Listed Power-Limited Power Supply, capable of 4 hours standby 
power  

Á Flashable firmware 

Á Capable of running in Enhanced Offline Mode, allowing local decision making if communication fails between 
the VRCNX-M and the network 

Can be used with a multitude of Vanderbilt SMS communication devices including the Vanderbilt reader interface 
modules (VRINX, VRI-1 and VRI-2) which support read head technologies including Proximity, Magnetic Stripe, 
Wiegand, Barium Ferrite, bar code, smart card, biometric, keypad and other SMS compatible access control devices  

Features 

For all VRCNX-M varieties:  

Á 16 device capacity (compatible devices include: VRINX, VRI-1, VRI-2, VIONX-8, VI-16IN, VI-16O, SIONX-24 
and other SMS compatible access control devices) 

Á Enhanced Offline Mode provides persistent copy of downloaded Access Records used for local Access 
decisions during loss of network connection 

Á Enhanced Offline Mode storage of up to 20,000 Transactions and 5,000 Alarms to nonvolatile memory 
(survives power cycle) 

Á Communicates with CIM via network protocol at 10/100 Base-T 

Á DNS Compatible 

For VRCNX-M1: 

Á 8 supervised or unsupervised Contact Inputs 

Á 8 Relay Outputs 

For VRCNX-M2/M3: 

Á 16 supervised or unsupervised Contact Inputs 

Á 16 Relay Outputs 

Configuration Guidelines 

Á All VRCNX-M Reader Controllers have 2 communication channels (channels 2 and 3). Each channel will 
support 8 devices for a total of 16 devices. Only devices of the same protocol (either SMS protocol, SMS-M 
protocol, F-series protocol or Aperio Protocol) may be connected to an individual channel. 

Á The VRCNX-M1 and the VRCNX-M2 can only have SMS protocol devices connected to channel 3. 

Á The VRCNX-M3 can only have SMS-M protocol devices connected to channel 3. 
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Á Vanderbilt devices that may be connected to a VRCNX-M: VRINX, VIONX-8 and SIONX-24 (SMS protocol); 
VI-1, VI-2, VI-16IN and VI-16O (SMS-M protocol). 

Á Other devices that may be connected to a VRCNX-M: Schlage wireless PIM-485, PIM-400, AD-300 and 
Schlage VIP Locks (with F-series protocol); Aperio AH-30 hub (Aperio Protocol) with up to 16 supported Aperio 
Wireless Locks (up to 8 Aperio wireless locks per AH-30 hub). 

Á The number after the VRCNX-RX designates I/O modulus connected to the VRCNX-M. The VRCNX-M0 has 
none, the VRCNX-M1 has one VIONX-8 onboard, VRCNX-M2 has two VIONX-8 onboard and the VRCNX-
M3 has one VI-16IN and one VI-16O connected. These I/O modules do not count toward the total number of 
devices that can be connected to the VRCNX-M. 

Á There is no Main/Satellite configuration for the VRCNX-M. Each VRCNX-M is a stand-alone controller. 

The 2 Wiegand readers mounted onboard the Mercury EP4502 controller are not currently supported. 

Specifications 

Á Board Dimensions - 9-3/4ò H x 13-1/2ò W x 1-1/2ò D (board only) 

Á Power Requirements - 12VDC to 24VDC 

Á Power Consumption - (excluding peripheral devices) 300 mA 

Á Ambient Temperature - 0º to 49º C or 32º to 120º F 

Á Humidity - 10% to 85% 

VRCNX-M Enclosure 

VRCNX-M Enclosure - An enclosure with a hinged door is included for each VRCNX-M. 

Features 

Á Metal enclosure with hinged door 

Á The enclosure is provided with a lock and key 

Á The enclosure is outfitted with a tamper switch 

Á Enclosure Dimensions: 17ò x 17ò x 2-3/4" 
 

Environmental Conditions 

Á Ambient Temperature - 0º to 49º C or 32º to 120º F 

Á The room must be dust free and clean 

Á Mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall covering i.e. 
sheetrock 

Á Mount the cabinet in a secure, but generally accessible location 
 

Mounting 

Á Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring. It is recommended 
that this is done before mounting the enclosure to the wall.   

Á A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet. 

Á Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four 
1/4ò x 1ò lag bolts. 
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VRCNX-M IP Configuration 

The IP address of the VRCNX-M has to be configured so that it can communicate with the CIM. Configuration should 
occur after the VRCNX-M has been fully installed. Below are detailed instructions on how to configure the VRCNX-
M with a Static IP address. DHCP configuration is possible, but not recommended.   

Note: Communication is at 10/100 Base-T 

 

Static IP and DNS Configuration 

DNS Configuration 

VRCNX-M controllers are DNS Compatible. Configuring a DNS Server is beyond the scope of this manual; a network 
technician should be contacted to set up the DNS Server. The directions below give details for Static IP setup with 
and without DNS. See the DHCP Configuration section for DHCP setup. 

Follow the steps below to configure the static IP of the VRCNX-M.   

1 Connect a PC with a web browser to the VRCNX-M.  

Á Direct Connection - Using a cross-over cable, the reader controller can be connected directly to the 
network card of the PC.  

Á Network Connection - Using a regular network cable, the reader controller can be connected to a hub or 
switch that is on the same network as the PC.  

2 Configure the PC's network settings to communicate with the VRCNX-M 

a) Click on the Start button.   

b) Click on Control Panel.  The Control Panel window will open.  
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c) Click on Network Connections.  The Network Connections window will open.  

 

d) Click on Local Area Connection.  The Local Area Connection Properties window will open.  

 

e) Scroll down and select Internet Protocol (TCP/IP).  

f) Click the Properties button. The Internet Protocol (TCP/IP) Properties window will open.  
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g) Make a note of the existing settings. These will need to be restored at the end of the VRCNX-M 
configuration process to return the PC to its usual settings.  

 

h) Click on the Use the following IP address button.  

i) Enter 192.168.168.200 into the IP address field.  

j) Enter 255.255.255.0 into the Subnet mask field.  

k) Click on the OK button. The window will close. The PC's network settings are now compatible with the 
default VRCNX-M IP address (Default IP address is 192.168.168.249).  

3 Open a web browser.   

4 Navigate to https://192.168.168.249 ï the VRCNX-M controllers use a self-signed certificate for SSL 
communications, so you may see the warning below. Click ñContinue to this websiteò to access the controller 
login page.  
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5 Enter ñSMSAdminò for the user name and ñSECAdmin1ò for the password and click Log in. 

 

a) The ñSECAdmin1ò password is only valid on the first login for after updating to FW v7.02M or new 
shipments from Vanderbilt after 7/8/2020. 

b) On initial login the following message will be displayed: 

 

c) You are required to enter a new, complex password. 

d) Click Log in and provide the default credentials again. 

e) Click Change Password. 
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f) Enter and confirm the new password at the dialog below. 

 

g) Select Log in to continue. 

 

h) Select Log in again to continue after successful password reset. 

Forgotten Password Recovery Will Require Contacting Vanderbilt Technical Support 
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6 The Main Settings screen will display. 

 

7 Click on the Static IP button.  

a) Enter new IP address into the IP address field. Consult with network technicians to get an address that is 
compatible with the existing network.  

b) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address 
that is compatible with the existing network.  

c) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an 
address that is compatible with the existing network.  

8 Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).  

a) Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians 
to get an address that is compatible with the existing network.   

b) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to 
get an address that is compatible with the existing network.   

9 In the CIM IP Address Setting section at the IP Address or Hostname field either:  

Á Enter the IP address of the CIM 
or 

Á If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.  

10 Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section. The 
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches 
the port entered in this screen.  

11 Click Save Main Settings. Make a note of the IP address as it will be used by SMS to communicate with the 
VRCNX-M.  

12 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC). 
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The IP address of the VRCNX-M has been set.   

DHCP Configuration 

Configuring the VRCNX-M to DHCP is possible but the different methods required, depending on network 
architecture, are beyond the scope of this manual. Contact Technical Support for help with DHCP configuration.  

WARNING:  If Controller IP address changes, the system will not be aware of it until the DNS cache refreshes. 
The CIM will need to be restarted in order for it to resolve the new IP address. During the time that the cache has 
not refreshed and the CIM has not been restarted, the system may not operate correctly.  

 

GUI (Graphical User Interface) 

Main Settings 

 

Hostname - This displays the name of the specific VRCNX-M. The name is in a standard format of VSMS-

XXXXXXXX.  

Á VSMS - Mercury EP4502 Based Reader Controller   

Á XXXXXXXX - The serial number of the specific VRCNX-M (in the above example the serial number is 
10226353).   

The Host Name is used to access and setup the VRCNX-M using Dynamic DNS in conjunction with DHCP. Consult 
with network technicians for details on setting up your network in this manner.  
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DHCP - This setting sets up the VRCNX-M to use a DHCP server on your network (use only if you have a DHCP 
server on the network). Vanderbilt recommends utilizing static IP addressing or DHCP reservations for controllers. 
If the controller IP address changes, there will be a loss of controller communications until the new IP address is 
recognized by the CIM. 

Static - This setting forces the VRCNX-M to use a static IP address.     

IP Settings 

Á IP Address  

Á When in Static mode, this is where you set the VRCNX-M's IP address. 

Á When in DHCP mode, displays the IP address configured by the DHCP server. 

Á Subnet Mask 

Á When in Static mode, this is where you set the VRCNX-M's subnet mask. 

Á When in DHCP mode, displays the subnet mask configured by the DHCP server. 

Á Default Gateway 

Á When in Static mode, this is where you set the default gateway. 

Á When in DHCP mode, displays the default gateway configured by the DHCP server. 

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server 

IP addresses. 

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.  

DNS Server Address Setting 

Á Primary DNS 

Á When Manually entered, this is where you enter the Primary DNS address. 

Á When Automatically obtained, displays the Primary DNS chosen by the DHCP server.  

Á Secondary DNS 

Á When Manually entered, this is where you enter the Secondary DNS address.  

Á When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.  

CIM IP Address Setting 

Á IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using 
DNS the Fully Qualified Domain Name (FQDN) of the CIM should be entered here 

Á Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT 
technician. Verify that the controller definitions match the port entered on this screen. 
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Card Formats 

 

Set 1 ï Set 8 

Use this page to configure up to 8 Card Formats and Site Codes that will be active during Degraded Mode (the 
VRCNX-M has lost communication to the CIM and is loading the Enhanced Offline Access database from the 
last CIM connection). 
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Diagnostics 

 

Use this page to display additional detailed information regarding the VRCNX-M and data currently residing in 
memory. Use this page as directed by Vanderbilt Technical Support. 

Options 

 

Use to set the session inactivity timeout. 



VSMSHM12-15-21 -- 7.1.0   

 Chapter 3    VRCNX-M 73 

About 

 

This page displays detailed information regarding the firmware loaded on the controller. 

VRCNX-M Device Configuration 

The VRCNX-M has 2 channels for devices and can support up to 16 devices (8 devices of the same protocol per 
channel). Each channel on the VRCNX-M can only support devices of the same protocol.   

There are four types of protocol being used by devices: 

Á SMS Protocol ï VRINX, VIONX-8, SRINX (Legacy) and SIONX-24 (Legacy)  

Á SMS-M Protocol ï VR-1, VRI-2, VI-16IN and VI-16O 

Á Aperio Protocol ï Assa Abloy Aperio AH30 RS-485 hub; A100 Narrow, IN100, K100, KS100, M100 and 
PR100 wireless locks 

Á F-Series Protocol ï Schlage AD-Series Locks, Schlage VIP with F-protocol (old VIP Protocol not 
supported), Schlage WAPM 

When connecting devices to the VRCNX-M it is important to make sure that only devices of the same protocol are 
put on the same channel.   

Á Channel 2 on the VRCNX-M (J4 through J7) can be used to connect F protocol devices, SMS protocol devices, 
SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing protocols 
on one channel causes conflicts with the devices. 

Á Channel 3 on the VRCNX-M0 (J8 through J11) can be used to connect F protocol devices, SMS protocol 
devices, SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing 
protocols on one channel causes conflicts with the devices. 

Á Channel 3 on the VRCNX-M1 (J8 through J11) can be used to connect SMS protocol devices only.  

Á Channel 3 on the VRCNX-M2 (J8 through J11) can be used to connect SMS protocol devices only. 

Á Channel 3 on the VRCNX-M3 (J8 through J11) can be used to connect SMS-M protocol devices only. 
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VRCNX-M Pin Layout 

 

The VRCNX-M is made of up of a Controller Board and the VRCNX-R back-board. In addition, the VRCNX-M1 
software configuration has one VIONX-8 board and an VRCNX-M2 has two VIONX-8 boards. The VRCNX-M3 has 
one VRI-16IN and one VRI-16O connected. Each of these configurations has a different pin layout which is described 
below.   

VRCNX-M Pin Functions 

J1 - Power source wiring for connected devices. This is where the power supply is connected to the VRCNX-M to 
supply power to devices connected to J4 through J11 (optional as the devices can be powered locally). 

Á Dev Gnd is Ground 

Á Dev PWR is Power 

J2 - Power source wiring for the backplane mounted VSRC-M and VIONX-8(s). This is where the power supply is 
connected to the VRCNX-M to supply power to the backplane mounted VSRC-M and VIONX-8 (if included).  

Á Gnd is Ground 

Á PWR is Power 
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J4 through J7 - Communication and power for channel 2 devices.  Receives power from J1.  

Á Pin 1 is Ground 

Á Pin 2 is not used 

Á Pin 3 is not used 

Á Pin 4 is B 

Á Pin 5 is A  

Á Pin 6 is Power 

J8 through J11 - Communication and power for channel 3 devices.  Receives power from J1.  

Á Pin 1 is Ground 

Á Pin 2 is not used 

Á Pin 3 is not used 

Á Pin 4 is B 

Á Pin 5 is A  

Á Pin 6 is Power 

P1A - Power source connection and data connection for channel 2 to the VRCNX-M. Provides power to backplane 
mounted VSRC-M and data from RS-485-1 to channel 2 on the backplane for up to 8 devices. 

Á GND connects to GND (PIN 5) on TB1 on the backplane mounted VSRC-M 

Á B connects to TR- on TB3 (RS-485-2) on the backplane mounted VSRC-M 

Á A connects to TR+ on TB3 (RS-485-2) on the backplane mounted VSRC-M 

Á PWR connects to VIN (PIN 6) on TB1 on the backplane mounted VSRC-M 

P2A - Data connection for channel 3 to the VRCNX-M. This is where the backplane mounted VSRC-M receives 
channel 3 communication from the VRCNX-M. 

Á CLK connects to TR- on TB2 (RS-485-1) on the backplane mounted VSRC-M 

Á DAT connects to TR+ on TB2 (RS-485-1) on the backplane mounted VSRC-M 

P6A - Power source and data connection to the first VIONX-8. Provides power for the first VIONX-8 from the VRCNX-
M backplane and communication to the backplane mounted VSRC-M.  

Á GND connects to GND on P6 of the VIONX-8 

Á B connects to B on P6 of the VIONX-8  

Á A connects to A on P6 of the VIONX-8 

Á PWR connects to PWR on P6 of the VIONX-8 

P6B - Power source and data connection to the second VIONX-8. Provides power for the first VIONX-8 from the 
VRCNX-M backplane and communication to the backplane mounted VSRC-M.  

Á GND connects to GND on P6 of the VIONX-8 

Á B connects to B on P6 of the VIONX-8  

Á A connects to A on P6 of the VIONX-8 

Á PWR connects to PWR on P6 of the VIONX-8 

P7 - Tamper Switch. Connection for a tamper switch for the whole VRCNX-M. 

Leads from the enclosure mounted tamper switch are connected to TB1 PINs 3 & 4 on the backplane mounted 
VSRC-M. 
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S1 - Used to determine the type of VRCNX-M (M0, M1 or M2/M3) and to disable network communication.  

Á Switch 1 - Enable/Disable: Onboard web server (Configuration GUI), Ping and Discovery protocol. 
Enabled by default. If OFF, the onboard web server (GUI), Ping and Discovery protocol are disabled. If 
disabled the VRCNX-M cannot be reached via the GUI, Ping or the Discovery and Configuration Tool. 

Á Switch 2 - Reserved for Future Use 

Á Switch 3 - Used in Conjunction with Switch 4 to determine type of VRCNX-M (M0, M1, M2/M3). See chart 
below for details. 

Á Switch 4 - Used in Conjunction with Switch 3 to determine type of VRCNX-M (M0, M1, M2/M3). See chart 
below for details. VRCNX-M2 and VRCNX-M3 switch settings are identical, the types are differentiated 
in SMS software configuration. 

VRCNX-M Type Switch 3 Switch 4 

M0 On On 

M1 Off On 

M2 / M3 On Off 

Warning: Vanderbilt recommends Setting S1-Switch 1 OFF to DISABLE the onboard web server, ping, and 
discovery protocol after installation and configuration. Leaving these features enabled could allow unauthorized 
access to the controller.   

Pins Left at Default 

The below pins should be left at their default settings: 

Á J9 - Used for RS485 Channel 2 termination (Reader Interface Termination). 
Default: PINs 1 & 2 Jumper Removed. 

Á J5 - Used for RS485 Channel 3 termination (Reader Interface Termination). 
Default: PINs 1 & 2 Jumper Removed. 

VIONX-8 Pin Functions 

Note: There can be up to two VIONX-8 boards onboard the VRCNX-M. The below pin functions are broken up into 
first and second VIONX-8s for clarity.  

First VIONX-8 (left side)  

P6 - Power source and data connection to the VRCNX-M. This is where the onboard VIONX-8 receives power and 
communication from the VRCNX-M.  

Á GND connects to GND on P6A of the VRCNX-M backplane 

Á B connects to B on P6A of the VRCNX-M backplane 

Á A connects to A on P6A of the VRCNX-M backplane 

Á PWR connects to PWR P6A of the VRCNX-M backplane 

P1 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 1 

Á Pin 3 is Ground 

Á Pin 4 is Contact 2 
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P2 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 3 

Á Pin 3 is Ground 

Á Pin 4 is Contact 4 

P3 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 5 

Á Pin 3 is Ground 

Á Pin 4 is Contact 6 

P4 - Contact inputs.  Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 7 

Á Pin 3 is Ground 

Á Pin 4 is Contact 8 

P8 - Relay Output 1. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 amp. 
Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P9 - Relay Output 2. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 amp. 
Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P10 - Relay Output 3. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P11 - Relay Output 4. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P12 - Relay Output 5. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 



 

78 SMS Hardware Manual  

P13 - Relay Output 6. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P14 - Relay Output 7. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P15 - Relay Output 8. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

SW1 - Hardware Reset Switch. The Reset Switch clears all the memory on the VIONX-8. Press the reset switch for 
3 seconds to clear the memory.  

SW2 - Software Reset Switch. Recommended for factory use only.   

Note: Make sure that there is power on VIONX-8 (P6 or P7) when pressing reset switches.  

Warning:  Do not press reset switch unless instructed by the factory representative.  

W3 - VIONX-8 Addressing. The address is preset and should not be altered. 
Default is address 15 -- Jumpers on 1 & 2.   

Second VIONX-8 (right side)  

P6 - Power source and data connection to the VRCNX-M. This is where the onboard VIONX-8 receives power and 
communication from the VRCNX-M.  

Á GND connects to GND on P6B of the VRCNX-M backplane 

Á B connects to B on P6B of the VRCNX-M backplane 

Á A connects to A on P6B of the VRCNX-M backplane 

Á PWR connects to PWR P6B of the VRCNX-M backplane 

P1 - Contact inputs. Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 9 

Á Pin 3 is Ground 

Á Pin 4 is Contact 10 

P2 - Contact inputs. Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 11 

Á Pin 3 is Ground 

Á Pin 4 is Contact 12 
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P3 - Contact inputs. Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 13 

Á Pin 3 is Ground 

Á Pin 4 is Contact 14 

P4 - Contact inputs. Each contact input can support two contacts, each with its own ground.   

Á Pin 1 is Ground 

Á Pin 2 is Contact 15 

Á Pin 3 is Ground 

Á Pin 4 is Contact 16 

P8 - Relay Output 9. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 amp. 
Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P9 - Relay Output 10. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P10 - Relay Output 11. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P11 - Relay Output 12. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P12 - Relay Output 13. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P13 - Relay Output 14. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 
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P14 - Relay Output 15. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P15 - Relay Output 16. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 
amp. Inductive loads require noise suppression kit. 

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

SW1 - Hardware Reset Switch. The Reset Switch clears all the memory on the VIONX-8. Press the reset switch for 
3 seconds to clear the memory.  

SW2 - Software Reset Switch. Recommended for factory use only.    

Note: Make sure that there is power on VIONX-8 (P6 or P7) when pressing reset switches.   

Warning:  Do not press reset switch unless instructed by the factory representative.  

W3 - VIONX-8 Addressing. The address is preset and should not be altered. 
Default is address 16 - Jumpers on: None.   

Pins Not Used 

P7 

P5 

W1 

J2 
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Connecting to CIM 

There is no direct connection between the VRCNX-M and the CIM. To connect, they need to be on the same network 
and the proper IP address of the VRCNX-M needs to be entered when setting up the VRCNX-M in SMS. In addition, 
a data surge protector needs to be installed between the VRCNX-M and the hub or switch. Install the supplied data 
surge protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a 
power supply connecting to J2 on the VRCNX-M.  

 

Data Communication between CIM and VRCNX-M 

CIM  VRCNX-M 

Ethernet To Network Ethernet to Network 

 

 



 

82 SMS Hardware Manual  

Installing Diode for Lock Wiring - Relay 

If installing an VRCNX-M1/2 a diode is supplied with the system which should be fitted across 12VDC or 24VDC 
and COM of the VIONX-8 to protect the relay contacts. 

 

The lock is wired across 12VDC or 24VDC and COM. A 0V link to COM is then required to complete the circuit. This 
will be wired to NO or NC depending on lock type: Fail Safe / Fail Secure. (Above diagram is of Fail Secure). 
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 C H A P T E R  4  

 

Reader Controller with 2 x VIONX-8 

Overview 

The VRCNX-A Reader Controller is an intelligent device that can be paired with v6.4.1 and newer Vanderbilt 
Security Management System (SMS) Enterprise software installations. The VRCNX-A can have up to two VIONX-
8 I/O modules mounted onboard the back plane or 1 x VI-16IN and 1 x VI-16O I/O modules connected externally 
which can be configured as ñonboardò to provide ñonboardò contacts and relays which do not contribute to the total 
number of connected devices. The VRCNX-A is an independently programmable device which is capable of making 
decisions and storing history at the local level (Enhanced Offline Mode) if communication is lost.  

The VRCNX-A has three different software defined types depending on the contacts and relays devices associated 
with the board: VRCNX-A0, VRCNX-A1, VRCNX-A2 and VRCNX-A3. VRCNX-A I/O configuration, set in the 
controller web configuration, must exactly match the software defined type for communications to work 
properly.   

VRCNX-A 
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Á VRCNX-A0: no contacts or relays  

Á VRCNX-A1: 1 x VIONX8 mounted onboard, wired to Channel 3, providing 8 contacts and 8 Relays 

Á VRCNX-A2: 2 x VIONX8 mounted onboard, wired to Channel 3, providing 16 contacts and 16 Relays 

Á VRCNX-A3: 1 x VI-16IN and 1 x VI-16O mounted externally, wired to Channel 3 providing 16 contacts and 
16 relays 

Note: In this chapter VRCNX-A refers to all model types. The specific model will be referenced only when the model 
type affects set up or configuration. If either a VRCNX-A1 or a VRCNX-A will work in the configuration, then it will 
be referred to as VRCNX-A1/A2.  

Highlights 

Á Communicates to the server (installed with Vanderbilt SMS software) via network protocol at 10/100 Base-T  

Á Powered locally by a 12 ï 24 VDC @ 2A Rated UL294 Listed Power-Limited Power Supply, capable of 4 
hours standby power  

Á Field Flashable firmware 

Á Capable of running in Enhanced Offline Mode, allowing local decision making if communication fails between 
the VRCNX-A and the network 

Can be used with a multitude of Vanderbilt SMS communication devices including the Vanderbilt reader interface 
modules (VRINX, VRI-1 and VRI-2) which support read head technologies including Proximity, Magnetic Stripe, 
Wiegand, Barium Ferrite, bar code, smart card, biometric, keypad and other SMS compatible access control devices. 

Features 

For all VRCNX-A varieties:  

Á 16 external device capacity (compatible devices include: VRINX, VRI-1, VRI-2, VIONX-8, VI-16IN, VI-16O, 
SIONX-24 and other SMS compatible access control devices) 

Á Enhanced Offline Mode provides persistent copy of downloaded Access Records used for local Access 
decisions during loss of network connection 

Á Enhanced Offline Mode storage of up to 5,000 Transactions and 1,250 Alarms to nonvolatile memory (survives 
power cycle) 

Á Communicates with CIM via network protocol at 10/100 Base-T 

Á DNS Compatible 

For VRCNX-A1: 

Á 8 supervised or unsupervised Contact Inputs 

Á 8 Relay Outputs 

For VRCNX-A2/A3: 

Á 16 supervised or unsupervised Contact Inputs 

Á 16 Relay Outputs 

Configuration Guidelines 

Á All VRCNX-A Reader Controllers have 2 communication channels (channels 2 and 3). Each channel supports 
8 RS-485 (wired) devices for a total of 16 devices. Only devices of the same protocol (either SMS protocol, 
SMS-M protocol, F-series protocol or Aperio Protocol) may be connected to an individual channel. 

Á The VRCNX-A1 and the VRCNX-A2 can only have SMS protocol devices connected to channel 3. 

Á The VRCNX-A3 can only have SMS-M protocol devices connected to channel 3. 

Á Vanderbilt devices that may be connected to a VRCNX-A: VRINX, VIONX-8 and SIONX-24 (SMS protocol); 
VI-1, VI-2, VI-16IN and VI-16O (SMS-M protocol). 
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Á Other devices that may be connected to a VRCNX-A:  

Á Schlage NDE Gateway with NDE linked with to up to 16 NDE wireless locks (up to 10 per NDE Gateway) 

Á Schlage wireless PIM-485 or PIM-400 linked with up to 16 AD-400 wireless locks (16 per PIM) 

Á AD-300 and Schlage VIP Locks (with F-series protocol);  

Á Aperio AH-30 hub (Aperio Protocol) with up to 16 supported Aperio Wireless Locks (up to 8 Aperio 
wireless locks per AH-30 hub). 

Á The number after the VRCNX-A designates I/O modules connected to the VRCNX-A. The VRCNX-A0 has 
none, the VRCNX-A1 has one VIONX-8 onboard, VRCNX-A2 has two VIONX-8 onboard and the VRCNX-A3 
has one VI-16IN and one VI-16O connected. These I/O modules do not count toward the total number of 16 
devices that can be connected to the VRCNX-A. 

Á There is no Parent / Child configuration for the VRCNX-A; each VRCNX-A is a stand-alone controller. 

The 2 Wiegand readers and associate I/O mounted onboard the controller are not supported. 

Specifications 

Á Board Dimensions: 9-3/4ò H x 13-1/2ò W x 1-1/2ò D (board only) 

Á Power Requirements: 12 ï 24 VDC 

Á Power Consumption: 360 mA @ 12 VDC (excluding peripheral devices) 

Á Ambient Temperature: -40º to 55º C 

Á Humidity:  -10% to 85% 

VRCNX-A Enclosure 

VRCNX-A Enclosure - An enclosure with a hinged door is included for each VRCNX-A. 

Features 

Á Metal enclosure with hinged door 

Á The enclosure is provided with a lock and key 

Á The enclosure is outfitted with a tamper switch 

Á Enclosure Dimensions: 17ò x 17ò x 2-3/4" 

Environmental Conditions 

Á Ambient Temperature - 0º to 49º C or 32º to 120º F 

Á The room must be dust free and clean 

Á Mount the enclosure on fire rated plywood which is affixed to a cinder block wall or finished wall covering 

Á Mount the cabinet in a secure, but generally accessible location 
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Mounting 

Á Field Wiring: it is necessary to punch the knockouts in the metal enclosure for field wiring. It is recommended 
that this is done before mounting the enclosure to the wall.   

Á A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet. 

Á Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: four 
1/4ò x 1ò lag bolts. 

VRCNX-A IP Configuration 

The IP address of the VRCNX-A has to be configured so that it can communicate with the CIM. Configuration should 
occur after the VRCNX-A has been fully installed. Below are detailed instructions on how to configure the VRCNX-
A with a Static IP address. DHCP configuration is possible, but not recommended.   

Note: Communication is at 10/100 Base-T 

Static IP and DNS Configuration 

DNS Configuration 

VRCNX-A controllers are DNS Compatible. Configuring a DNS Server is beyond the scope of this manual; a network 
technician should be contacted to set up the DNS Server. The directions below give details for Static IP setup with 
and without DNS. See the DHCP Configuration section for DHCP setup. 

Follow the steps below to configure the static IP of the VRCNX-A.   

1 Connect a PC with a web browser to the VRCNX-A.  

Á Direct Connection - Using a cross-over cable, the reader controller can be connected directly to the 
network card of the PC.  

Á Network Connection - Using a regular network cable, the reader controller can be connected to a hub or 
switch that is on the same network as the PC.  

2 Configure the PC's network settings to communicate with the VRCNX-A. 

c) Click the Start button.   

d) Click Settings. 
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e) Click Network & Internet.  
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f) Click Ethernet.  

 

g) Click Change adapter options 

 

h) Highlight the NIC connected to the VRCNX-A and click Change settings of this connection. 
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i) Scroll down and select Internet Protocol (TCP/IP v4).  

j) Click the Properties button.  

k) Make a note of the existing settings. These will need to be restored at the end of the VRCNX-A 
configuration process to return the PC to its usual settings.  

 

l) Click on the Use the following IP address button.  

m) Enter 192.168.168.200 into the IP address field.  

n) Enter 255.255.255.0 into the Subnet mask field.  

o) Click on the OK button. The window will close. The PC's network settings are now compatible with the 
default VRCNX-A IP default address (default IP address = 192.168.168.249).  

3 Open a web browser.   

4 Navigate to https://192.168.168.249 ï the VRCNX-A controllers use a self-signed certificate for SSL 
communications, so you may see the warning below. Click ñContinue to this websiteò to access the controller 
login page.  
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5 Enter ñSMSAdminò for the user name and ñSECAdmin1ò for the password and click Log in. 

 

a) The ñSECAdmin1ò password is only valid on the first login for after updating to FW v7.41A or new 
shipments from Vanderbilt after 7/8/2020. 

b) On initial login the following message will be displayed: 

 

c) You are required to enter a new, complex password. 

d) Click Log in and provide the default credentials again. 

e) Click Change Password. 
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f) Enter and confirm the new password at the dialog below. 

 

g) Select Log in to continue. 

 

h) Select Log in again to continue after successful password reset. 

Forgotten Password Recovery Will Require Contacting Vanderbilt Technical Support 
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6 The Main Settings screen will display. 

NOTICE:  The controller configuration password may be changed at this screen. Vanderbilt recommends that 
the controller configuration password is changed from the Vanderbilt default on initial controller configuration. 

 

7 Click on the Static IP button.  

i) Enter new IP address into the IP address field. Consult with network technicians to get an address that is 
compatible with the existing network.  

j) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address 
that is compatible with the existing network.  

k) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an 
address that is compatible with the existing network.  

8 Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).  

l) Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians 
to get an address that is compatible with the existing network.   

m) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to 
get an address that is compatible with the existing network.   

9 In the CIM IP Address Setting section at the IP Address or Hostname field either:  

Á Enter the IP address of the CIM 
or 

Á If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.  

10 Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section. The 
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches 
the port entered in this screen.  

11 Click Save Main Settings. Make a note of the IP address as it will be used by SMS to communicate with the 
VRCNX-A.  

12 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC). 
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The IP address of the VRCNX-A has been set.   

DHCP Configuration 

Configuring the VRCNX-A to DHCP is possible but the different methods required, depending on network 
architecture, are beyond the scope of this manual. Contact Technical Support for help with DHCP configuration.  

WARNING:  If Controller IP address changes, the system will not be aware of it until the DNS cache refreshes. 
The CIM will need to be restarted in order for it to resolve the new IP address. During the time that the cache has 
not refreshed and the CIM has not been restarted, the system may not operate correctly.  

GUI (Graphical User Interface) 

Main Settings 

 

Hostname - This displays the name of the specific VRCNX-A. The name is in a standard format of VSMS-

XXXXXXXX.  

Á VSMS: Vanderbilt SMS Reader Controller   

Á XXXXXXXX: The serial number of the specific VRCNX-A  
  (in the above example the serial number is 29002882).   

The Host Name is used to access and setup the VRCNX-A using Dynamic DNS in conjunction with DHCP. Consult 
with network technicians for details on setting up your network in this manner.  
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DHCP - This setting sets up the VRCNX-A to use a DHCP server on your network (use only if you have a DHCP 
server on the network). Vanderbilt recommends utilizing static IP addressing or DHCP reservations for controllers. 
If the controller IP address changes, there will be a loss of controller communications until the new IP address is 
recognized by the CIM. 

Static - This setting forces the VRCNX-A to use a static IP address.     

IP Settings 

Á IP Address  

Á When in Static mode, this is where you set the VRCNX-A's IP address. 

Á When in DHCP mode, displays the IP address configured by the DHCP server. 

Á Subnet Mask 

Á When in Static mode, this is where you set the VRCNX-A's subnet mask. 

Á When in DHCP mode, displays the subnet mask configured by the DHCP server. 

Á Default Gateway 

Á When in Static mode, this is where you set the default gateway. 

Á When in DHCP mode, displays the default gateway configured by the DHCP server. 

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server 

IP addresses. 

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.  

DNS Server Address Setting 

Á Primary DNS 

Á When Manually entered, this is where you enter the Primary DNS address. 

Á When Automatically obtained, displays the Primary DNS chosen by the DHCP server.  

Á Secondary DNS 

Á When Manually entered, this is where you enter the Secondary DNS address.  

Á When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.  

CIM IP Address Setting 

Á IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using 
DNS the Fully Qualified Domain Name (FQDN) of the CIM should be entered here 

Á Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT 
technician. Verify that the controller definitions match the port entered on this screen. 
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Card Formats 

 

Set 1 ï Set 8 

Use this page to configure up to 8 Card Formats and Site Codes that will be active during Degraded Mode 
(when configured as VSRC-A only and the VSRC-A has lost communication to the CIM and is in the process of 
loading the Enhanced Offline Access database from the last CIM connection). 

Diagnostics 

 

Use this page to display additional detailed information regarding the VRCNX-A and data currently residing in 
memory. Use this page only as directed by Vanderbilt Technical Support. 
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Options 

 

Á Session Length: Use to set the session inactivity timeout. 

Á Dipswitch 1: Enable/Disable Onboard web server (Configuration GUI), Ping and  
  Discovery protocol. Enabled by default. If OFF, the onboard web server (GUI),  
  Ping and Discovery protocol are disabled.  
  If disabled then the VRCNX-A cannot be reached via the GUI, Ping or the  
  Discovery and Configuration Tool.  

 

Á Dipswitch 2: Reserved for Future Use 

Á Dipswitch 3: Used in Conjunction with Dipswitch 4 to configure as VRCNX-A0 or VRCNX-A3 

Á Dipswitch 4: Used in Conjunction with Dipswitch 3 to configure as VRCNX-A0 or VRCNX-A3 

Type Dipswitch 3 Dipswitch 4 

 VSRC-A Off Off 

 VRCNX-A0 On On 

 VRCNX-A1 Off On 

 VRCNX-A2/A3 On Off 

Warning: SMS software configuration of the VRCNX-A as either VRCNX-A0 / A1 / A2 / A3 MUST match the 

GUI Configuration settings or the VRCNX-A will not communicate correctly to connected devices.  

Physical Access to the VRCNX-A is required to re-enable the Configuration Application. 

Press and Hold the Tamper Switch  25  AND Press and Release the Reset Button  20  three (3) times 

in succession. Release the Tamper Switch  25 . A one (1) second beep will be heard on the 2nd and 

3rd Reset Button activations. Releasing the Tamper Switch will generate a two (2) second beep. 

Access and log into the Configuration Application within ten (10) minutes, select Options, and reset 
5ƛǇǎǿƛǘŎƘ м Ґ hb ŀƴŘ ŎƭƛŎƪ ά{ŀǾŜ hǇǘƛƻƴǎέΦ 
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Warning: Vanderbilt recommends Setting Dipswitch 1 OFF to DISABLE the onboard web server, ping, and 
discovery protocol after installation and configuration. Leaving these features enabled could allow unauthorized 
access to the controller.   

About 

 

This page displays detailed information regarding the firmware loaded on the controller. 

VRCNX-A Device Configuration 

The VRCNX-A has 2 channels for devices and can support up to 16 devices (8 devices of the same protocol per 
channel). Each channel on the VRCNX-A can only support devices of the same protocol.   

There are four types of protocol being used by devices: 

Á SMS Protocol ï VRINX, VIONX-8, SRINX (Legacy) and SIONX-24 (Legacy)  

Á SMS-M Protocol ï VR-1, VRI-2, VI-16IN and VI-16O 

Á Aperio Protocol ï Assa Abloy Aperio AH30 RS-485 hub; A100 Narrow, IN100, K100, KS100, M100 and 
PR100 wireless locks 

Á F-Series Protocol ï Schlage ENGAGE with NDE Gateway and NDE series wireless locks, Schlage AD-
Series Locks, Schlage VIP with F-protocol (old VIP Protocol not supported), Schlage WAPM 

When connecting devices to the VRCNX-A it is important to make sure that only devices of the same protocol are 
put on the same channel.   

Á Channel 2 on the VRCNX-A0 (COMMS 1A & 1B) can be used to connect F protocol devices, SMS protocol 
devices, SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing 
protocols on one channel causes conflicts with the devices. 

Á Channel 3 on the VRCNX-A0 (COMMS 2A & 2B) can be used to connect F protocol devices, SMS protocol 
devices, SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing 
protocols on one channel causes conflicts with the devices. 

Á Channel 3 on the VRCNX-A3 (COMMS 2A & 2B) can be used to connect SMS-M protocol devices only. 

The VRCNX-A is configured through the GUI Configuration (see previous section) as a VRCNX-A0 / A1 / A2 / A3, 
to indicate the presence of onboard connected I/O devices. 

WARNING: SMS software configuration of the VRCNX-A as either VRCNX-A0 / A1 / A2 / A3 MUST match the 

GUI Configuration settings or the VRCNX-A will not communicate correctly to connected devices.  
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VRCNX-A PIN Layout 

 

The VRCNX-A is made of up of a Controller Board and the VRCNX-A back-board. In addition, the VRCNX-A3 has 
one VRI-16IN and one VRI-16O connected. Each of these configurations has a different PIN layout which is 
described below.   

VRCNX-A PIN Functions 

NOTICE: Connections  3 ,  4 ,  5 ,  6 ,  7 ,  8 ,  9  &  10  on the backplane mounted VSRC-A are not used 

when the controller is configured as a VRCNX-A (refer to VSRC-A PIN Payout).  

J1 - Power source wiring for connected devices. This is where the power supply is connected to the VRCNX-A to 
supply power to devices connected to J4 through J11 (optional if the devices are powered locally). 

Á Dev Gnd is Ground 

Á Dev PWR is Power 
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J4 through J7 - Communication and power for channel 2 devices.  Receives power from J1.  

Á PIN 6 is Ground 

Á PIN 5 is not used 

Á PIN 4 is not used 

Á PIN 3 is B 

Á PIN 2 is A  

Á PIN 1 is Power 

J8 through J11 - Communication and power for channel 3 devices.  Receives power from J1.  

Á PIN 6 is Ground 

Á PIN 5 is not used 

Á PIN 4 is not used 

Á PIN 3 is B 

Á PIN 2 is A  

Á PIN 1 is Power 

P1A - Power source connection and data connection for channel 2 to the VRCNX-A. Provides power to backplane 
mounted VSRC-A and data from COMMS 1A & 1B to channel 3 on the backplane for up to 8 devices. 

Á GND connects to  1  PIN 1 ï on the backplane mounted VSRC-A 

Á B connects to  8  PIN 5 ï on the backplane mounted VSRC-A 

Á A connects to  8  PIN 4 ï on the backplane mounted VSRC-A 

Á PWR connects to  1  PIN 2 ï on the backplane mounted VSRC-A 

P2A - Data connection for channel 3 to the VRCNX-A. This is where the backplane mounted VSRC-A receives 
channel 3 communication from the VRCNX-A. 

Á CLK connects to   8  PIN 2 ï on the backplane mounted VSRC-A 

Á DAT connects to   8  PIN 1 ï on the backplane mounted VSRC-A 

Leads from the enclosure mounted tamper switch are connected to the leads from  25  on the backplane mounted 

VSRC-A. 
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Factory Reset and Power down 

The Reset Button labeled  20  on the onboard mounted VSRC-A is used for Rebooting, Powering Down and 

Resetting, in conjunction with the Tamper Button  25 , the VRCNX-A as indicated below. 

The controller will produce 3 long beeps followed by a series of shorter beeps at a faster interval when depressed. 

Reboot 

Press and Hold the backplane mounted VSRC-A Reset Button  20  until the short beeps begin and for nine (9) 

short beeps or less. The controller will shut down and reboot. The configured Network Settings (IP Address, etc.) 
will be retained on reboot. 

Power Down 

Press and Hold the backplane mounted VSRC-A Reset Button  20  until the short beeps begin and continue to 

hold until after 10 short beeps followed by 2 long beeps. The controller will power down. The configured Network 
Settings (IP Address, etc.) will be retained on restart. Disconnect and reconnect power to restart the controller. 

Reboot and Reset to Default IP Address 

Press and Hold the backplane mounted VSRC-A Reset Button  20  and Tamper Button  25  until the short beeps 

begin and for nine (9) short beeps or less. The controller will shut down and reboot. The configured Network 
Settings (IP Address, etc.) will be reset to the factory default (192.168.168.249) on reboot. 

Power Down and Reset to Default IP Address 

Press and Hold the backplane mounted VSRC-A Reset Button  20  and Tamper Button  25  until the short beeps 

begin and continue to hold until after 10 short beeps followed by 2 long beeps. The controller will power down. 
The configured Network Settings (IP Address, etc.) will be reset to factory default (192.168.1686.249) on restart. 
Disconnect and reconnect power to restart the controller. 
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Connecting to CIM 

There is no direct connection between the VRCNX-A and the CIM. To connect, they need to be on the same network 
and the proper IP address of the VRCNX-A needs to be entered when setting up the VRCNX-A in SMS. In addition, 
a data surge protector needs to be installed between the VRCNX-A and the hub or switch. Install the supplied data 
surge protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a 
power supply connecting to J2 on the VRCNX-A.  

 

Data Communication between CIM and VRCNX-A 

CIM  VRCNX-A 

Ethernet To Network Ethernet to Network 
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Installing Diode for Lock Wiring - Relay 

If installing an VRCNX-A1/2 a diode is supplied with the system which should be fitted across 12VDC or 24VDC and 
COM of the VIONX-8 to protect the relay contacts. 

 

The lock is wired across 12VDC or 24VDC and COM. A 0V link to COM is then required to complete the circuit. This 
will be wired to NO or NC depending on lock type: Fail Safe / Fail Secure. (Above diagram is of Fail Secure).  
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C H A P T E R  5  

 

Vanderbilt Single Reader Controller (VSRC) 

Overview 

The Vanderbilt Single Door Controller (VSRC) is an intelligent device with a modular approach.  The VSRC is an 
independently programmable device which is capable of making decisions and storing history at the local level if 
communication is lost with the server.  It communicates with the CIM via TCP/IP protocol and can be connected to 
a variety of different read head technologies supported by SMS. 

Highlights 

Á Supports various read head technologies; Proximity, (Wiegand Format), Magnetic Stripe, barcode, iButton, 
smartcard, biometric, and more. 

Proximity Cards 

Á Standard 26-bit  

Á Vanderbilt 34-bit 

VSRC 
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Á HID Corporate 1000 35-Bit 

Á HID Corporate 1000 48-Bit 

Á HID/ProxIF 37-Bit 

Á XceedID 40-Bit 

Á XceedID 35-bit (including EV1) 

Á MiFare 32-Bit Serial Number (With HID read-head ONLY) 

Magstripe Cards 

Á Geoffrey encoded magcard 14-D 

Á Geo-Image magcard 11-D 

Á Locknetic 18-D magcard 

Á Communicates via network protocol at 10/100 Base-T 

Á Powered locally by a 24VDC Rated UL294 Listed Power-Limited Power Supply, capable of 4 hours standby 
power.  

Á Capable of running in degraded mode, allowing local decision making if communication fails between the 
VSRC and the network.  

Standard Features 

Á Supports one read-head credential 

Á Communicates with CIM via network protocol at 10/100 Base-T 

Á Connection for one multi-color LED for access granted or access denied indication 

Á Connector for one buzzer/annunciator 

Á Includes 4 input contacts for devices such as exit request (REX), door position switch (DOD), etc.  

Á Connector for tamper switch 

Specifications 

Á Board Dimensions - 3-13/16ò x 3-13/16ò x 1-1/4ò D 

Á Enclosure Dimensions - 8-1/4òH x 7-1/2Wò x 3-1/2ò D 

Á Power requirements - 20VDC to 32VDC  

Á Power consumption - 200mA (500mA max. with read head) 

Á Ambient temperature - 0º to 49º C or 32º to 120º F 

VSRC Enclosure 

VSRC Enclosure - An enclosure with a hinged door is included for each VSRC. 

Features 

Á Metal enclosure with hinged door, tamper switch, lock & key 

Á Enclosure Dimensions: 8 1/4ò x 7 1/2ò x 3 1/2ò 
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Environmental conditions 

Á Ambient Temperature: 0º to 49º C or 32º to 120º F 

Á The room must be dust free and clean. 

Á It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall 
covering i.e. sheetrock 

Á Mount the cabinet in a secure, but generally accessible location 

Mounting 

Á Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring.  It is recommended 
that this is done before mounting the enclosure to the wall.   

Á A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet. 

Á Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four 
1/4ò x 1ò lag bolts. 

VSRC IP Configuration 

The IP address of the VSRC has to be configured so that it can communicate with the CIM. Configuration should 
occur after the VSRC has been fully installed. Detailed instructions on how to configure the VSRC with a Static IP 
address are listed below. DHCP configuration, while not recommended by Vanderbilt, is also possible with DHCP 
reservations. Please review the DHCP Configuration section before configuration.  

Note: Communication is at 10/100 Base-T 

Static IP and DNS Configuration 

VSRC running firmware V2.61 or newer is DNS Compatible. Configuring a DNS Server is beyond the scope of this 
manual; a network technician should be contacted to set up the DNS Server. The directions below give details for 
Static IP setup with and without DNS. See the DHCP Configuration section before configuration DHCP.  

Follow the steps below to configure the static IP of the VSRC.   

1 Connect a PC with a web browser to the VSRC.  

Á Direct Connection - Using a cross-over cable, the reader interface can be connected directly to the 
network card of the PC.  

Á Network Connection - Using a regular network cable, the reader interface can be connected to a hub or 
switch that is on the same network as the PC.  

2 Configure the PC's network settings to communicate with the VSRC 

a) Click on the Start button.   
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b) Click on Control Panel.  The Control Panel window will open.  

 

c) Click on Network Connections.  The Network Connections window will open.  
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d) Click on Local Area Connection.  The Local Area Connection Properties window will open.  

 

e) Scroll down and select Internet Protocol (TCP/IP).  

f) Click the Properties button.  The Internet Protocol (TCP/IP) Properties window will open.  

g) Make a note of the existing settings.  These will need to be restored at the end of the VSRC configuration 
process to return the PC to its usual settings.  

 

h) Click on the Use the following IP address button.  

i) Enter 192.168.168.200 into the IP address field.  
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j) Enter 255.255.255.0 into the Subnet mask field.  

k) Click on the OK button.   The window will close.  The PC's network settings are now compatible with the 
default VSRC IP address (Default IP address is 192.168.168.249).  

3 Open a web browser.   

4 Go to http://192.168.168.249 -- the IP Configuration window will open.  

 

5 Click on the Display button, the VSRC IP Configuration GUI window will open.  See the Configuration GUI 
section for additional details.  

 

6 Click on the Static IP button.  
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a) Enter new IP address into the IP address field.  Consult with network technicians to get an address that is 
compatible with the existing network.  

b) Enter new Subnet mask into the Subnet mask field.  Consult with network technicians to get an address 
that is compatible with the existing network.  

c) Enter new Default gateway into the Default gateway field.  Consult with network technicians to get an 
address that is compatible with the existing network.  

7 Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).  

a) Enter a primary DNS server address into the Primary DNS server field.  Consult with network technicians 
to get an address that is compatible with the existing network.   

b) Enter a Secondary DNS server into the Secondary DNS server field.  Consult with network technicians to 
get an address that is compatible with the existing network.   

8 In the CIM IP Address Setting section at the IP Address or Hostname field either:  

Á Enter the IP address of the CIM 
or 

Á If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.  

9 Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section.  The 
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches 
the port entered on this screen. 

10 Click on the Update button.   Make a note of the IP address or the Hostname  as it will be used by SMS to 
communicate with the VSRC.  

11 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC). 

12 The IP address of the VSRC has been set.   
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DHCP Configuration 

Configuring the VSRC to DHCP is possible but the different methods required, depending on network architecture, 
are beyond the scope of this manual.  Contact Technical Support for help with DHCP configuration.  

WARNING:  If Controller IP addresses change, the system will not be aware of it until the DNS cache refreshes.  
Also, the CIM will need to be restarted in order for it to resolve the new IP address.  During the time that the 
cache has not refreshed and the CIM has not been restarted, the system may run incorrectly.  

GUI (Graphic User Interface) 

 

Hostname - This displays the name of the specific VSRC.  The name is in a standard format of SRI-02-XXX.  

Á SRI - Smart Reader Interface   

Á 02 - The designation for an VSRC 

Á XXX - The serial number of the specific VSRC (in the above example the serial number is 210).   

The Host Name is used to access and setup the VSRC using Dynamic DNS in conjunction with DHCP. Consult with 
network technicians for details on setting up your network in this manner.  
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DHCP - This setting sets up the VSRC to use a DHCP server on your network (use only if you have a DHCP server 
on the network).  Vanderbilt recommends utilizing static IP addressing or DHCP reservations for controllers. If the 
controller IP address changes there will be a loss of controller communications until the new IP address is recognized 
by the CIM.  

Static - This setting forces the VSRC to use a static IP address.     

IP Settings 

Á IP Address  

Á When in Static mode, this is where you set the VSRC's IP address. 

Á When in DHCP mode, displays the IP address configured by the DHCP server. 

Á Subnet Mask 

Á When in Static mode, this is where you set the VSRC's subnet mask. 

Á When in DHCP mode, displays the subnet mask configured by the DHCP server. 

Á Default Gateway 

Á When in Static mode, this is where you set the default gateway. 

Á When in DHCP mode, displays the default gateway configured by the DHCP server. 

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server 

IP addresses. 

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.  

DNS Server Address Setting 

Á Primary DNS 

Á When Manually entered, this is where you enter the Primary DNS address.  

Á When Automatically obtained, displays the Primary DNS chosen by the DHCP server.  

Á Secondary DNS 

Á When Manually entered, this is where you enter the Secondary DNS address.  

Á When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.  

Enable Ether Link Auto Negotiation - The VSRC is capable of communication speeds of either 10 or 100 
Base-T and, with this option enabled, can switch between the two speeds if necessary. Enable this option to allow 
the VSRC to automatically detect and use the communication speed of the switch to which it is is connected. 

Note: This option is not available on older model VSRCs. If this option does not show in the GUI then the VSRC will 
only communicate at 10Base-T.     

CIM IP Address Setting 

Á IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using 
DNS the Fully Qualified Domain Name (FQDN) of the CIM should be entered here. 

Á Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT 
technician. Verify that the controller definition matches the port entered on this screen. 
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VSRC Lock (Relay 1) Configuration - This section is used to define the state of Relay 1 on the VSRC in case 
of network communication failure during MRO Override state or power restored without network communications 
restoration. 

Note: Whether the lock connected to the VSRC is Fail Safe or Fail Secure will ultimately determine what effect the 
state of Relay 1 will have on the lock.  The examples below are assuming a Fail Secure installation.   

Á Comm Failure - Choose one of the options to define the behaviour of Relay 1 in the event of communication 

failure.  Once communication is returned Relay 1 will resume its Normal Operation state.  

Á Retain State - The lock will stay in whatever state it was in (activated or deactivated) when 
communication was lost.  

Á Unlocked - The relay will be activated when communication is lost.  In most installations this will mean 
that the door will become unsecured. 

Á Locked - The relay will be deactivated when communication is lost.  In most installations this will mean 
that the door will become secured. 

Example: VSRC Lock (Relay 1) Configuration - Comm. Failure During MRO = Unlock 

 Unlock Command (MRO) sent to VSRC: 

  Green LED Activated 

  Relay 1 Activated 

  DOD Shunted 

 Communications Failure to VSRC: 

  Previous MRO Cleared 

   Cancel Reader Toggle 

  Set Lock Based on Comm. Failure During MRO Setting (e.g. Unlock) 

   Energize Relay 1 

   Energize Green LED 

 Communications Restored to VSRC: 

  Restore Normal Operation  

   Reset Relay 1 

   Reset Reader 

Á Power On - This section is used to define the behavior of Relay 1 while SMS is reloading the VSRC after a 
power loss.  In the case of a power failure Relay 1 will become deactivated.  When power and communication 
are returned, SMS will need to reload the VSRC. During this time the Power On option determines what state 
Relay 1 will be in.  Once the VSRC has been fully restored it will resume its Normal Operation state.   

Á Unlocked -   The relay will be activated when the VSRC receives power and is being reloaded.  In most 
installations this will mean that the door will become unsecured. 

Á Locked - The relay will be deactivated when the VSRC receives power and is being reloaded.  In most 
installations this will mean that the door will become secured.  
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VSRC Pin Layout 

 
 

VSRC Pin Functions 

P1 - Power source wiring.  This is where the VSRC receives power.  

Á Pin 1 is Ground 

Á Pin 2 is not used  

Á Pin 3 is not used 

Á Pin 4 is Power 

P3 - Contact Inputs.  The VSRC has four supervised or unsupervised contact points. When connecting more than 
two contact inputs to Pin 5 (GND), a terminal strip to connect the common ground wires needs to be installed. 
Unsupervised door contacts have maximum wire length of 2,000 feet.  

Á Pin 1 is Exit Request (REX)  

Á Pin 2 is Door Position Switch (DOD)  

Á Pin 3 is Push Button Override   

Á Pin 4 is Auxiliary Input (If the IPB function is in use then Pin 4 is for the IPB) 

Á Pin 5 is Ground 
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P5/P6 - Relay outputs.  The VSRC comes with two relay outputs.  

Á Pin 1 - Normally Open 

Á Pin 2 - Normally Closed 

Á Pin 3 - Common 

P7 - Tamper switch.  This is where a tamper switch is connected to the VSRC. 

Á Pin 1 (GND) is Ground 

Á Pin 2 (SWT) - Normally Closed 

W4 - Read head voltage selector.  The VSRC read-head voltage selector provides 5VDC or 12VDC to the various 
types of read-heads depending on jumper location. 

Á A jumper across Pins 2 and 3 will provide 12VDC (Default Setting) 

Á A jumper across Pins 1 and 2 will provide 5VDC 

Warning: Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read-
head voltage requirements.  

W9 - Used to disable network communication.  

Á Pins 1 & 2 - Enable/Disable: Onboard web server (Configuration GUI), Telnet, Ping and Discovery 
protocol.  Enabled by default.  If jumpered together, the onboard web server (GUI), Telnet, Ping and 
Discovery protocol are disabled.  If disabled then the VSRC cannot be reached via the GUI, Telnet, Ping 
or the Discovery and Configuration Tool.     

Á Pins 3 & 4 - Not used at this time.   

Á Pins 5 & 6 - Not used in a standard VSRC configuration.  

Á Pins 7 & 8 - Not used in a standard VSRC configuration.  

Warning: After installation it is recommended that Pins 1 & 2 be disabled.  Leaving them enabled could allow 
unauthorized access to the VSRC.   

Pins Left at Default 

The below pins should be left at their default settings: 

Á W1/W3 - Used to set the Host communication protocol.  Default W1: 1&2  Default W3: 2&3 

Á W2 - Used for RS485 termination (Reader Interface Termination).  Default: 2&3 

Á W5/W7 - Sets communication protocol.  Default W5: 5&6 Default W7 1&2 

Á W6 - Used for RS485 termination (Controller Board Termination).  Default 2&3 

Á W8 - Used to set Magstripe data signal for negative or positive. Default 1&2 

Pins Not Used 

The below pins are not used on the VSRC: 

Á P4 
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Connecting to CIM 

There is no direct connection between the VSRC and the CIM.  To connect, they need to be on the same network 
and the proper IP address of the VSRC needs to be entered when setting up the VSRC in SMS.  In addition, a data 
surge protector needs to be installed between the VSRC and the hub or switch.  Install the supplied data surge 
protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a power 
supply connecting to P1 on the VSRC.  

 

Data Communication between CIM and VSRC 

CIM VSRC Power Supply 

Ethernet To Network Ethernet to Network  

 Pin 1 - PWR (Power) + (Power) 

 Pin 4 - GND (Ground) - (Ground) 
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Connecting to Read Head 

The VSRC reader interface can communicate to many different read heads. Provided here are the pin outs for the 
most commonly used read-heads. The connection is different for each reader type.  See the Recommended Wire 
Chart below for the proper wire type and lengths. 

Recommended Wire Chart:  VSRC to Reader Head 

Connection Maximum 
Distance (ft) 

Cable Recommendation 

VSRC to Magstripe Reader Head  500 18 AWG/5 Cond, Strd, Shld 

VSRC to Proximity Reader Head  500 18 AWG/5 Cond, Strd, Shld 

VSRC to Door Contact  2000 22 AWG/2 Cond, Strd, Shld 

VSRC to Exit Button 2000 22 AWG/2 Cond, Strd, Shld 

Abbreviations: 

Á Cond. = Conductor 

Á Strd. = Stranded  

Á Shld. = Shielded  
 

P2 - VSRC pin connections 
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Proximity Reader 

Proximity Read Head Pin Connections 

VSRC Proximity Reader 

PIN 1 (CLK) DATA 0 (GREEN) 

PIN 2 (DAT) DATA 1 (WHITE) 

PIN 3 (GND) GROUND (BLACK) 

PIN 4 (PWR) POWER (RED) 

PIN 5 (GRN) LED (ORANGE) 

PIN 6 (RED) NOT USED 

PIN 7 (IBT) NOT USED 
 

Wiegand Reader 

Wiegand Read Head Pin Connections 

VSRC Wiegand Reader 

PIN 1 (CLK) DATA 0 (GREEN) 

PIN 2 (DAT) DATA 1 (WHITE) 

PIN 3 (GND) GROUND (BLACK) 

PIN 4 (PWR) POWER (RED) 

PIN 5 (GRN) LED (BROWN) 

PIN 6 (RED) NOT USED 

PIN 7 (IBT) NOT USED 
 

Magnetic Stripe Reader 

Magnetic Stripe Read Head Pin Connections 

VSRC Magnetic Stripe Reader 

PIN 1 (CLK) DATA 0 (WHITE) 

PIN 2 (DAT) DATA 1 (GREEN) 

PIN 3 (GND) GROUND (BLACK) 

PIN 4 (PWR) POWER (RED) 

PIN 5 (GRN) LED (ORANGE) 

PIN 6 (RED) NOT USED 

PIN 7 (IBT) NOT USED 
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VMR - 5 Magnetic Stripe - LED 1 wire configuration 

VMR - 5 Magnetic Stripe - LED 1 Pin Connections 

VSRC VMR-5 

PIN 1 (CLK) DATA 1 (WHITE) 

PIN 2 (DAT) DATA 0 (GREEN) 

PIN 3 (GND) GROUND (BLACK) 

PIN 4 (PWR) POWER (RED) 

PIN 5 (GRN) LED (BROWN) 

PIN 6 (RED) NOT USED 

PIN 7 (IBT) NOT USED 

VMR-5 Switch Settings 

Remove the top mounting bracket to access the DIP switches. 

S1 = Off S2 = Off S3 = Off S4 = Off 

 

VMR - 5 Magnetic Stripe - LED 2 wire configuration 

VMR - 5 Magnetic Stripe - -LED 2 Pin Connections 

VSRC VMR-5 

PIN 1 (CLK) DATA 1 (WHITE) 

PIN 2 (DAT) DATA 0 (GREEN) 

PIN 3 (GND) GROUND (BLACK) 

PIN 4 (PWR) POWER (RED) 

PIN 5 (GRN) LED (ORANGE) 

PIN 6 (RED) LED (BROWN) 

PIN 7 (IBT) NOT USED 

 

 

1 2 3 4
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VMR-5 Switch Settings 

Remove the top mounting bracket to access the DIP switches. 

S1 = Off S2 = On S3 = Off S4 = Off 

 

VMR-10 and VMR-20 Magnetic Stripe 

VMR-10 and VMR-20 Magnetic Stripe Pin Connections 

VSRC VMR-10 and VMR-20 

PIN 1 (CLK) DATA 1 (WHITE) 

PIN 2 (DAT) DATA 0 (GREEN) 

PIN 3 (GND) GROUND (BLACK) 

PIN 4 (PWR) POWER (RED) 

PIN 5 (GRN) LED (ORANGE) 

PIN 6 (RED) LED (BROWN) 

PIN 7 (IBT) NOT USED 

VMR-10 and VMR-20 Switch Settings 

Remove the top mounting bracket to access the DIP switches. 

S1 = Off S2 = On S3 = On S4 =On 

 
 

1 2 3 4

1 2 3 4
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Touch Reader 

Touch Reader Pin Connections 

VSRC Touch Reader 

PIN 1 (CLK) DATA 0 (GREEN) 

PIN 2 (DAT) DATA 1 (WHITE) 

PIN 3 (GND) GROUND (BLACK) 

PIN 4 (PWR) POWER (RED) 

PIN 5 (GRN) LED (BROWN) 

PIN 6 (RED) NOT USED 

PIN 7 (BUZ) NOT USED 

Installing Diode for Lock Wiring - Relay 

A diode is supplied with the VSRC which should be fitted across 12V and COM to protect the relay contacts.   

 

The lock is wired across 12V and COM. A 0V link to COM is then required to complete the circuit. This will be wired 
to NO or NC depending on lock type: Fail Open / Fail Closed (diagram above is Fail Open).  
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VSRC-300 

Overview 

The VSRC-300 is a software defined variant of the VSRC. It communicates with the CIM in the same manner as the 
VSRC but instead of connecting to one read-head, the VSRC-300 connects to Schlage AD-300 Series locks. Up to 
8 AD-300 locks can be connected in series and then connected to the VSRC-300, allowing it to be the controller for 
up to 8 AD-300 locks.  

VSRC-300 Pin Functions 

Below are the PIN and Jumper values of the VSRC-300 that differ from the standard VSRC values.   

P2 - Connection to AD-300 Series lock 

Á Pin 1 (CLK) - Data B 

Á Pin 2 (DAT) - Data A 

Á Pin 3 (GND) - Ground 

Á Pin 4 (PWR) - Power 

Á Pin 5 (GRN) - Not Used 

Á Pin 6 (RED) - Not Used 

Á Pin 7 (IBT) - Not Used 

Note: All AD-300 locks connected to a VSRC-300 must be powered locally.  

W5 - Sets communication protocol.   

Á Pins 3&4 - Need to be Jumpered together for the VSRC-300 to communicate with an AD-300 Series lock.  

W7 - Sets communication protocol.   

Á Pins 3&4 - Need to be Jumpered together for the VSRC-300 to communicate with an AD-300 Series lock.  

Note:  All locks connected to an VSRC-300 will be on Channel 2 when configured in SMS.  
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Wiring between VSRC-300 and AD-300 Series 

 

The above example shows an VSRC-300 connecting to three AD-300 locks.  Up to eight AD-300 locks can be 
connected in series. 

VSRC-300 -- AD-300 Series 

VSRC-300 P2 AD-300 J1 

Pin 1 (CLK) = Data B RDB+ 

Pin2 (DAT) = Data A RDA- 

Jumper between (TA-RA-) and (TB+RB+) 
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VSRC - 400 

Overview 

The VSRC-400 is a software defined variant of the VSRC. It communicates with the CIM in the same manner as the 
VSRC but instead of connecting to one read-head, the VSRC-400 connects to the Schlage PIM400-485-SMS. The 
PIM400-485-SMS then connects wirelessly to up to 16 Schlage AD-400 Wireless locks. This allows the VSRC-400 
to be the controller for up to 16 wireless locks.    

VSRC-400 Pin Functions 

Below are the PIN and Jumper values of the VSRC-400 that differ from the standard VSRC values.   

P2 - Connection to PIM400-485-SMS 

Á Pin 1 (CLK) - Data B 

Á Pin 2 (DAT) - Data A 

Á Pin 3 (GND) - Ground 

Á Pin 4 (PWR) - Power 

Á Pin 5 (GRN) - Not Used 

Á Pin 6 (RED) - Not Used 

Á Pin 7 (IBT) - Not Used 

Note: It is recommended that the PIM be powered locally.  

W5 - Sets communication protocol.   

Á Pins 3 & 4 - Need to be Jumpered together for the VSRC-400 to communicate with the PIM400.  

W7 - Sets communication protocol.   

Á Pins 3 & 4 - Need to be Jumpered together for the VSRC-400 to communicate with the PIM400.  

Note:  All locks connected to an VSRC-400 will be on Channel 2 when configured in SMS. 

Wiring between VSRC-400 and PIM400-485-SMS 

VSRC-400 -- PIM400-485-SMS 

VSRC-400 P2 PIM400-485-SMS J5 

Pin 1 (CLK) = Data B TB+ jumpered to RB+ 

Pin 2 (DAT) = Data A TA- jumpered to  RA- 

Jumper between (TA-RA-) and (TB+RB+) 
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C H A P T E R  6  

 

Vanderbilt Mercury EP4502 based Dual Reader Controller (VSRC-M) 

Overview 

The Vanderbilt Dual Reader Controller (VSRC-M) is an intelligent device based on a Mercury EP4502 controller that 
can be paired with v6.2.0 and newer Vanderbilt Security Management System (SMS) Enterprise software 
installations. The VSRC-M contains 2 onboard Wiegand / Magstripe readers and associated relays and contacts. 
The VSRC-M is an independently programmable device capable of making decisions and storing history at the local 
level (Enhanced Offline Mode) if communication is lost. 

VSRC-M Highlights 

Á Supports read head technologies utilizing Wiegand (D0/D1) or Magstripe (clock/data) signals. 

Proximity Cards 

Á Standard 26-bit  

Á Vanderbilt 34-bit 

Á HID Corporate 1000 35-Bit 

Á HID Corporate 1000 48-Bit 

VSRC-M 
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Á HID/ProxIF 37-Bit 

Á XceedID 40-Bit 

Á XceedID 35-bit (including EV1) 

Á MiFare 32-Bit Serial Number (With HID read-head ONLY) 

Magstripe Cards 

Á Geoffrey encoded magcard 14-D 

Á Geo-Image magcard 11-D 

Á Locknetic 18-D magcard 

Á Communicates via network protocol at 10/100 Base-T 

Á Powered locally by a 12VDC Rated UL294 Listed Power-Limited Power Supply, capable of 4 hours standby 
power.  

Á Capable of running in Enhanced Offline Mode, allowing local decision making if communication fails between 
the VSRC-M and the network.  

VSRC-M Standard Features 

Á Supports two read-head credentials 

Á Communicates with CIM via network protocol at 10/100 Base-T 

Á Connection for two multi-color LEDs for access granted or access denied indication 

Á Connector for two buzzer/annunciators 

Á Includes 4 input contacts for devices such as exit request (REX), door position switch (DOD), etc. for each 
Read Head 

Á Connector for tamper switch 

VSRC-M Specifications 

Á Board Dimensions - 8òH x 6òW 

Á Enclosure Dimensions - 10òH x 12Wò x 2-3/4ò D 

Á Power requirements - 12VDC to 24VDC  

Á Power consumption - 200mA (500mA max. with read head) 

Á Ambient temperature - 0º to 49º C or 32º to 120º F 

VSRC-M Enclosure 

VSRC-M Enclosure Features 

Á Metal enclosure with hinged door, tamper switch, lock & key 

Á Enclosure Dimensions: 10ò x 12ò x 2-3/4ò 

VSRC-M Enclosure Environmental Conditions 

Á Ambient Temperature: 0º to 49º C or 32º to 120º F 

Á The room must be dust free and clean. 

Á It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall 
covering i.e. sheetrock 

Á Mount the cabinet in a secure, but generally accessible location 
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VSRC-M Enclosure Mounting 

Á Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring.  It is recommended 
that this is done before mounting the enclosure to the wall.   

Á A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet. 

Á Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four 
1/4ò x 1ò lag bolts. 

VSRC-M IP Configuration 

The IP address of the VSRC-M has to be configured so that it can communicate with the CIM. Configuration should 
occur after the VSRC-M has been fully installed. Detailed instructions on how to configure the VSRC-M with a Static 
IP address are listed below. DHCP configuration, while not recommended by Vanderbilt, is also possible with DHCP 
reservations. Please review the DHCP Configuration section before configuration. 

Note: Communication is at 10/100 Base-T 

VSRC-M Static IP and DNS Configuration 

The VSRC-M is DNS Compatible. Configuring a DNS Server is beyond the scope of this manual; a network 
technician should be contacted to set up the DNS Server. The directions below give details for Static IP setup with 
and without DNS. See the DHCP Configuration section before configuration DHCP. 

Follow the steps below to configure the static IP of the VSRC-M.   

1 Connect a PC with a web browser to the VSRC-M.  

Á Direct Connection - Using a cross-over cable, the reader interface can be connected directly to the 
network card of the PC.  

Á Network Connection - Using a regular network cable, the reader interface can be connected to a hub or 
switch that is on the same network as the PC.  

2 Configure the PC's network settings to communicate with the VSRC-M. 

a) Click on the Start button.   
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b) Click on Control Panel. The Control Panel window will open.  

 

c) Click on Network Connections. The Network Connections window will open.  
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d) Click on Local Area Connection. The Local Area Connection Properties window will open.  

 

e) Scroll down and select Internet Protocol (TCP/IP).  

f) Click the Properties button. The Internet Protocol (TCP/IP) Properties window will open.  

g) Make a note of the existing settings. These will need to be restored at the end of the VSRC-M configuration 
process to return the PC to its usual settings.  

 

h) Click on the Use the following IP address button.  

i) Enter 192.168.168.200 into the IP address field.  
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j) Enter 255.255.255.0 into the Subnet mask field.  

k) Click on the OK button. The window will close. The PC's network settings are now compatible with the 
default VSRC-M IP address (the Default IP address is 192.168.168.249).  

3 Open a web browser. 

4 Navigate to https://192.168.168.249 ï the VSRC-M controllers use a self-signed certificate for SSL 
communications, so you may see the warning below. Click ñContinue to this websiteò to access the controller 
login page.  

 

5 Enter ñSMSAdminò for the user name and ñSECAdmin1ò for the password and click Log in. 

 

a) The ñSECAdmin1ò password is only valid on the first login for after updating to FW v7.02M or new 
shipments from Vanderbilt after 7/8/2020. 

b) On initial login the following message will be displayed: 
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c) You are required to enter a new, complex password. 

d) Click Log in and provide the default credentials again. 

e) Click Change Password. 

f) Enter and confirm the new password at the dialog below. 

 

g) Select Log in to continue. 
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h) Select Log in again to continue after successful password reset. 

Forgotten Password Recovery Will Require Contacting Vanderbilt Technical Support 
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6 The Main Settings screen will display. 

 

7 Click on the Static IP button.  

i) Enter new IP address into the IP address field. Consult with network technicians to get an address that is 
compatible with the existing network.  

j) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address 
that is compatible with the existing network.  

k) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an 
address that is compatible with the existing network.  

8 Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).  

l) Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians 
to get an address that is compatible with the existing network.   

m) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to 
get an address that is compatible with the existing network.   

9 In the CIM IP Address Setting section at the IP Address or Hostname field either:  

Á Enter the IP address of the CIM 
or 

Á If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.  

10 Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section. The 
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches 
the port entered in this screen.  

11 Click Save Main Settings. Make a note of the IP address as it will be used by SMS to communicate with the 
VSRC-M.  

12 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC). 

13 The IP address of the VSRC-M has been set.   
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VSRC-M DHCP Configuration 

Configuring the VSRC-M to DHCP is possible but the different methods required, depending on network architecture, 
are beyond the scope of this manual. Contact Technical Support for help with DHCP configuration.  

WARNING:  If Controller IP address changes, the system will not be aware of it until the DNS cache refreshes. 
The CIM will need to be restarted in order for it to resolve the new IP address. During the time that the cache has 
not refreshed and the CIM has not been restarted, the system may not operate correctly.  

VSRC-M GUI (Graphical User Interface) 

Main Settings 

 

Hostname - This displays the name of the specific VSRC-M. The name is in a standard format of VSMS-

XXXXXXXX.  

Á VSMS - Mercury EP4502 Based Reader Controller   

Á XXXXXXXX - The serial number of the specific VSRC-M (in the above example the serial number is 
10092275).   

The Host Name is used to access and setup the VSRC-M using Dynamic DNS in conjunction with DHCP. Consult 
with network technicians for details on setting up your network in this manner.  
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DHCP - This setting sets up the VRCNX-M to use a DHCP server on your network (use only if you have a DHCP 
server on the network). Vanderbilt recommends utilizing static IP addressing or DHCP reservations for controllers. 
If the controller IP address changes, there will be a loss of controller communications until the new IP address is 
recognized by the CIM. 

Static - This setting forces the VRCNX-M to use a static IP address.     

IP Settings 

Á IP Address  

Á When in Static mode, this is where you set the VRCNX-M's IP address. 

Á When in DHCP mode, displays the IP address configured by the DHCP server. 

Á Subnet Mask 

Á When in Static mode, this is where you set the VRCNX-M's subnet mask. 

Á When in DHCP mode, displays the subnet mask configured by the DHCP server. 

Á Default Gateway 

Á When in Static mode, this is where you set the default gateway. 

Á When in DHCP mode, displays the default gateway configured by the DHCP server. 

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server 

IP addresses. 

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.  

DNS Server Address Setting 

Á Primary DNS 

Á When Manually entered, this is where you enter the Primary DNS address. 

Á When Automatically obtained, displays the Primary DNS chosen by the DHCP server.  

Á Secondary DNS 

Á When Manually entered, this is where you enter the Secondary DNS address.  

Á When Automatically obtained, displays the Secondary DNS chosen by the DHCP server. 

CIM IP Address Setting 

Á IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using 
DNS the Fully Qualified Domain Name (FQDN) of the CIM should be entered here 

Á Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT 
technician. Verify that the controller definitions match the port entered on this screen. 

VSRC Reader 1 & 2 Relay 1 Configuration - This section is used to define the state of Relay 1 associated 
with each VSRC-M reader in case of network communication failure during MRO Override state or power restored 
without network communications restoration. 

Note: Whether the lock connected to the VSRC is Fail Safe or Fail Secure will ultimately determine what effect the 

state of Relay 1 will have on the lock.  The examples below are assuming a Fail Secure installation.   

Á Comm Failure - Choose one of the options to define the behavior of Relay 1 in the event of communication 

failure.  Once communication is returned Relay 1 will resume its Normal Operation state.  

Á Retain State - The lock will stay in whatever state it was in (activated or deactivated) when 
communication was lost.  

Á Unlocked - The relay will be activated when communication is lost.  In most installations this will mean 
that the door will become unsecured. 
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Á Locked - The relay will be deactivated when communication is lost.  In most installations this will mean 
that the door will become secured. 

Example: VSRC Lock (Relay 1) Configuration - Comm. Failure During MRO = Unlock 

 Unlock Command (MRO) sent to VSRC: 

  Green LED Activated 

  Relay 1 Activated 

  DOD Shunted 

 Communications Failure to VSRC: 

  Previous MRO Cleared 

   Cancel Reader Toggle 

  Set Lock Based on Comm. Failure During MRO Setting (e.g. Unlock) 

   Energize Relay 1 

   Energize Green LED 

 Communications Restored to VSRC: 

  Restore Normal Operation  

   Reset Relay 1 

   Reset Reader 

Á Power On - This section is used to define the behavior of Relay 1 while SMS is reloading the VSRC after a 
power loss.  In the case of a power failure Relay 1 will become deactivated.  When power and communication 
are returned, SMS will need to reload the VSRC. During this time the Power On option determines what state 
Relay 1 will be in.  Once the VSRC has been fully restored it will resume its Normal Operation state.   

Á Unlocked -   The relay will be activated when the VSRC receives power and is being reloaded.  In most 
installations this will mean that the door will become unsecured. 

Á Locked - The relay will be deactivated when the VSRC receives power and is being reloaded.  In most 
installations this will mean that the door will become secured.  

VSRC-M On-Board Reader Credential Configuration - Two on-board Reader Interfaces can be configured 

on the VSRC-M. Use the settings below to specify the Credential Technology for each on-board Reader Interface. 

Á Reader 1 - Choose the Credential Technology 

Á Proximity 

Á Magstripe 

Á Reader 2 - Choose the Credential Technology  

Á Proximity 

Á Magstripe 
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Card Formats 

 

Set 1 ï Set 8 

Use this page to configure up to 8 Card Formats and Site Codes that will be active during Degraded Mode (the 
VSRC-M has lost communication to the CIM and is loading the Enhanced Offline Access database from the last 
CIM connection). 
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Diagnostics 

 

Use this page to display additional detailed information regarding the VRCNX-M and data currently residing in 
memory. Use this page as directed by Vanderbilt Technical Support. 

Options 

 

Use to set the session inactivity timeout. 

About 

 

This page displays detailed information regarding the firmware loaded on the controller 
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VSRC-M Pin Layout 

 

Pin Functions 

TB1 - Power input for the VSRC-M.  12VDC or 24VDC.  

Á GND (-) ' Shutdown / Restart 

Á FLT (+) ' Shutdown / Restart 

Á GND (-) ' Tamper 

Á TMP (+) ' Tamper 

Á GND is (-) ' VSRC-M Main Power 

Á VIN is (+) ' VSRC-M Main Power 
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RESET / SHUTDOWN - Hold for 5 - 9 seconds and release for Reboot.  

 Hold for 10 seconds for Power Down. Refer to LED Indicators. 

J10 - micro SD connection for flash memory. 

J12 - USB HOST (reserved for future use).  

S1 - Used to disable network communications.  

Á Switch 1 - Enable/Disable: Onboard web server (Configuration GUI), Ping and Discovery protocol. 
Enabled by default. If OFF, the onboard web server (GUI), Ping and Discovery protocol are disabled. If 
disabled then the VSRC-M cannot be reached via the GUI, Ping or the Discovery and Configuration Tool. 

Á Switch 2 - Reserved for Future Use 

Á Switch 3 - Off 

Á Switch 4 - Off 

J5 - RS485 Termination (default = Off)  

J9 - RS485 Termination (default = Off)  

J7 - PASS 12V = Reader Power Select  

Á Jumper PINs 2 & 3 = 12 V Available to Reader Ports (min 20 V in)  

Á Jumper PINs 1 & 2 = Input Power "Passed Through" to Reader Ports 

Warning: Serious damage may occur to the read-head if this jumper is set incorrectly. Please verify manufacturer 
read-head voltage requirements.  

S2 - RESET -- DO NOT USE. 

JP3 [CPU Daughter Board] - DO NOT REMOVE. 

J4 [CPU Daughter Board] - RS-232  

S1 [CPU Daughter Board] - RESET -- DO NOT USE. 

Never Depress the S2 RESET button on the main controller or S1 RESET button on the CPU daughter board. 

These buttons will interrupt power to the VSRC-M without shutting down critical software processes and may 
render the VSRC-M inoperable. 
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READER 1 - Onboard Reader Interface (Wiegand / Magstripe) 

¶ GND Ground 

¶ DAT 
D0 

Data / Data 0 

¶ CLK 
D1 

Clock / Data 1 

¶ BZR Reader Buzzer 

¶ LED Reader LED 

¶ VO Reader Power 

READER 2 - Onboard Reader Interface (Wiegand / Magstripe) 

¶ GND Ground 

¶ DAT 
D0 

Data / Data 0 

¶ CLK 
D1 

Clock / Data 1 

¶ BZR Reader Buzzer 

¶ LED Reader LED 

¶ VO Reader Power 

OUT 1 - Relay Output 1 for Reader 1 

Á NO Normally Open 

Á C Common 

Á NC Normally Closed 

OUT 2 - Relay Output 2 for Reader 1 

Á NO Normally Open 

Á C Common 

Á NC Normally Closed 

OUT 3 - Relay Output 1 for Reader 2 

Á NO Normally Open 

Á C Common 

Á NC Normally Closed 

OUT 4 - Relay Output 2 for Reader 2 

Á NO Normally Open 

Á C Common 

Á NC Normally Closed 

IN 1 - Contact Input 1 for Reader 1 

Á 2 wires used for Request to Exit (REX) 

IN 2 - Contact Input 2 for Reader 1 

Á 2 wires used for Door Open Detect (DOD) 
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IN 3 - Contact Input 3 for Reader 1 

Á 2 wires used for Push Button Override 

IN 4 - Contact Input 4 for Reader 1 

Á 2 wires used for Auxiliary Input 

IN 5 - Contact Input 1 for Reader 2 

Á 2 wires used for Request to Exit (REX) 

IN 6 - Contact Input 2 for Reader 2 

Á 2 wires used for Door Open Detect (DOD) 

IN 7 - Contact Input 3 for Reader 2 

Á 2 wires used for Push Button Override 

IN 8 - Contact Input 4 for Reader 2 

Á 2 wires used for Auxiliary Input 

ETHERNET - Ethernet cable to network connects here.  

Warning: Vanderbilt recommends Setting S1-Switch 1 OFF to DISABLE the onboard web server, ping, and 
discovery protocol after installation and configuration. Leaving these features enabled could allow unauthorized 
access to the VSRC-M.   

Pins Left at Default 

The below pins should be left at their default settings: 

Á J9 - Used for RS485 Channel 2 termination (Reader Interface Termination). 
Default: PINs 1 & 2 Jumper Removed. 

Á J5 - Used for RS485 Channel 3 termination (Reader Interface Termination). 
Default: PINs 1 & 2 Jumper Removed. 
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Connecting VSRC-M to CIM 

There is no direct connection between the VSRC-M and the CIM. To connect, they need to be on the same network 
and the proper IP address of the VSRC-M needs to be entered when setting up the VSRC-M in SMS. In addition, a 
data surge protector needs to be installed between the VSRC-M and the hub or switch. Install the supplied data 
surge protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a 
power supply connecting to TB1 on the VSRC-M.  

 

Data Communication between CIM and VSRC-M 

CIM  VSRC-M 

Ethernet To Network Ethernet to Network 
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Connecting to Read Heads 

The following sections how to install various credential read heads to the VSRC-M reader interfaces. 

The VSRC-M reader interface can communicate to many different read heads. Provided here are the pin outs for 
the most commonly used read-heads. The connection is different for each reader type. See the Recommended Wire 
Chart below for the proper wire type and lengths. 

Recommended Wire Chart:  VSRC-M to Reader Head 

Connection Maximum 
Distance (ft) 

Cable Recommendation 

VSRC-M to Magstripe Reader Head  200 18 AWG/5 Cond, Strd, Shld 

VSRC-M to Proximity Reader Head  500 18 AWG/5 Cond, Strd, Shld 

VSRC-M to Door Contact  2000 22 AWG/2 Cond, Strd, Shld 

VSRC-M to Exit Button 2000 22 AWG/2 Cond, Strd, Shld 

Abbreviations: 

Á Cond. = Conductor 

Á Strd. = Stranded 

Á Shld. = Shielded 
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VSRC-M RI Pin Connections 

 

Reader 1 

Reader 1 can be used to connect 1 card-reader to the VSRC-M:  

Á Pin 1 is Ground (GND) 

Á Pin 2 is DAT/D0 (Data 0) 

Á Pin 3 is CLK/D1 (Data 1) 

Á Pin 4 is Buzzer (14-24V) 

Á Pin 5 is LED 

Á Pin 6 is Power (V0) 

F_9592
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Reader 1 has four contact points at TB4 - IN1 and TB4 - IN2 and TB5- IN3 and TB5 - IN4. Each contact point has 
its own ground. Unsupervised door contacts have maximum wire length of 2,000 feet. 

Reader 1 has two relay outputs at TB10 - OUT1 and TB10 - OUT2. The relays are single pole/double throw and are 
rated at 30 VDC @ 2 amp. OUT1 is for the Door Unlock relay.  OUT2 is for the Door Held Open relay. 

Reader 2 

Reader 2 can be used to connect 1 card-reader to the VSRC-M.  

Á Pin 1 is Ground (GND) 

Á Pin 2 is DAT/D0 (Data 0) 

Á Pin 3 is CLK/D1 (Data 1) 

Á Pin 4 is Buzzer (14-24V) 

Á Pin 5 is LED 

Á Pin 6 is Power (V0) 

Reader 2 has four contact points at TB6 - IN5 and TB6 - IN6 and TB7- IN7 and TB7 - IN8. Each contact point has 
its own ground. Unsupervised door contacts have maximum wire length of 2,000 feet. 

Reader 2 has two relay outputs at TB11 - OUT3 and TB11 - OUT4. The relays are single pole/double throw and are 
rated at 30 VDC @ 2 amp. OUT3 is for the Door Unlock relay.  OUT4 is for the Door Held Open relay. 

J7 - Read head voltage selector. The read-head voltage selector provides pass-through or 12VDC to the various 
types of read-heads for both Reader 1 and Reader 2. 

Á No jumper will provide no power  

Á A jumper across Pass and the center Pin will pass-through VSRC-M main input voltage 

Á A jumper across the center Pin and 12V will provide 12VDC 

Note: Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read-
head voltage requirements. 

Proximity Reader 

Wiegand / Proximity Read Head Pin Connections 

VSRC-M Proximity Reader 

PIN 1 (GND) GROUND (BLACK) 

PIN 2 (DAT/D0) DATA 0 (GREEN) 

PIN 3 (CLK/D1) DATA 1 (WHITE) 

PIN 4 (BUZZER) BEEPER (YELLOW); 12-24V 

PIN 5 (LED) LED (ORANGE) 

PIN 6 (PWR) POWER (RED) 
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Note: Colors may vary slightly depending on the read head manufacturer. Use this chart as a model. 

VSRC-M VMR-5 Magnetic Strip - LED 1 Wire Configuration 

VMR - 5 Magnetic Stripe - LED 1 Pin Connections 

VSRC-M VMR-5 

PIN 1 (GND) GROUND (BLACK) 

PIN 2 (DAT/D0) DATA 0 (GREEN) 

PIN 3 (CLK/D1) DATA 1 (WHITE) 

PIN 4 (BUZZER) NOT USED 

PIN 5 (LED) LED (BROWN) 

PIN 6 (PWR) POWER (RED) 

VMR-5 Switch Settings 

Remove the top mounting bracket to access the DIP switches. 

S1 = Off S2 = Off S3 = Off S4 = Off 

VSRC-M VMR-10 and VMR-20 Magnetic Stripe 

VMR-10 and VMR-20 Magnetic Stripe Pin Connections 

VSRC-M VMR-10 and VMR-20 

PIN 1 (GND) GROUND (BLACK) 

PIN 2 (DAT/D0) DATA 0 (GREEN) 

PIN 3 (CLK/D1) DATA 1 (WHITE) 

PIN 4 (BUZZER) NOT USED 

PIN 5 (LED) LED (BROWN) 

PIN 6 (PWR) POWER (RED) 

VMR-10 and VMR-20 Switch Settings 

Remove the top mounting bracket to access the DIP switches. 

S1 = Off S2 = On S3 = On S4 =On 

 
 

1 2 3 4
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Installing Diodes for Lock Wiring - Relay 

Diodes are supplied with the VSRC-M which should be fitted across 12V and COM on each Reader Interface to 
protect the relay contacts.   

 

The lock is wired across 12V and COM. A 0V link to COM is then required to complete the circuit. This will be wired 
to relay K1 and K3 NO or NC depending on lock type: Fail Open / Fail Closed (the diagram above is Fail Open). 
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C H A P T E R  7  

 

Vanderbilt Dual Reader Controller (VSRC-A) 

Overview 

The Vanderbilt Dual Reader Controller (VSRC-A) is an intelligent device that can be paired with v6.4.5 and newer 
Vanderbilt Security Management System (SMS) Enterprise software installations. The VSRC-A contains 2 
onboard Wiegand / Magstripe readers and associated relays and contacts. The VSRC-A is an independently 
programmable device capable of making decisions and storing history at the local level (Enhanced Offline Mode) if 
communication is lost. 

VSRC-A Highlights 

Á Supports read head technologies utilizing Wiegand (D0/D1) or Magstripe (clock/data) signals. 

Proximity Cards 

Á Standard 26-bit  

Á Vanderbilt 34-bit 

Á HID Corporate 1000 35-Bit 

Á HID Corporate 1000 48-Bit 

Á HID/ProxIF 37-Bit 

Á XceedID 40-Bit 

Á XceedID 35-bit (including EV1) 

VSRC-A 
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Á MiFare 32-Bit Serial Number (With HID read-head ONLY) 

Magstripe Cards 

Á Geoffrey encoded magcard 14-D 

Á Geo-Image magcard 11-D 

Á Locknetic 18-D magcard 

Á Communicates via network protocol at 10/100 Base-T 

Á Powered locally by a 12VDC Rated UL294 Listed Power-Limited Power Supply, capable of 4 hours standby 
power.  

Á Capable of running in Enhanced Offline Mode, allowing local decision making if communication fails between 
the VSRC-A and the network.  

VSRC-A Standard Features 

Á Supports two read-head credentials 

Á Communicates with CIM via network protocol at 10/100 Base-T 

Á Connection for two multi-color LEDs for access granted or access denied indication 

Á Connector for two buzzer/annunciators 

Á SMS software configuration as VSRC-A2 includes 2 input contacts for exit request (REX) and door position 
switch (DOD) for each read head 

Á Alternate SMS software configuration as VSRC-A1 includes 4 input contacts for exit request (REX), door 
position switch (DOD), exterior push button (EPB) and auxiliary input for a single read dead  

Á Connector for tamper switch 

VSRC-A Specifications 

Á Board Dimensions: 151mm H x 201mm W x 53mm D 

Á Enclosure Dimensions: 8-1/4ò H x 7-1/2ò W x 3-1/2ò D 

Á Power requirements: 9.5 VDC to 29.5 VDC  

Á Power consumption: 600 mA @ 12 VDC 

Á Ambient temperature: -40º to 55º C 

VSRC-A Enclosure 

Features 

Á Metal enclosure with hinged door 

Á Enclosure Dimensions: 8.25ò x 7.5ò x 3.5ò 

Environmental Conditions 

Á Ambient Temperature: -40º to 55º C 

Á The room must be dust free and clean. 

Á It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall 
covering i.e. sheetrock 

Á Mount the cabinet in a secure, but generally accessible location 
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Mounting 

Á Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring.  It is recommended 
that this is done before mounting the enclosure to the wall.   

Á A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet. 

Á Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four 
1/4ò x 1ò lag bolts. 
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IP Configuration 

The IP address of the VSRC-A has to be configured so that it can communicate with the CIM. Configuration should 
occur after the VSRC-A has been fully installed. Detailed instructions on how to configure the VSRC-A with a Static 
IP address are listed below. DHCP configuration, while not recommended by Vanderbilt, is also possible with DHCP 
reservations. Please review the DHCP Configuration section before configuration. 

Note: Communication is at 10/100 Base-T 

Static IP and DNS Configuration 

The VSRC-A is DNS Compatible. Configuring a DNS Server is beyond the scope of this manual; a network 
technician should be contacted to set up the DNS Server. The directions below give details for Static IP setup with 
and without DNS. See the DHCP Configuration section before configuration DHCP. 

Follow the steps below to configure the static IP of the VSRC-A.   

1 Connect a PC with a web browser to the VSRC-A.  

Á Direct Connection - Using a cross-over cable, the reader interface can be connected directly to the 
network card of the PC.  

Á Network Connection - Using a regular network cable, the reader interface can be connected to a hub or 
switch that is on the same network as the PC.  

2 Configure the PC's network settings to communicate with the VSRC-A. 

a) Click the Start button.   

b) Click Settings. 
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c) Click Network & Internet.  

 

d) Click Ethernet.  

 

e) Click Change adapter options 
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f) Highlight the NIC connected to the VRCNX-A and click Change settings of this connection. 

 

g) Scroll down and select Internet Protocol (TCP/IP v4).  

h) Click the Properties button.  

i) Make a note of the existing settings. These will need to be restored at the end of the VRCNX-A 
configuration process to return the PC to its usual settings.  

 

j) Click on the Use the following IP address button.  

k) Enter 192.168.168.200 into the IP address field.  

l) Enter 255.255.255.0 into the Subnet mask field.  

m) Click on the OK button. The window will close. The PC's network settings are now compatible with the 
default VSRC-A IP address (the Default IP address is 192.168.168.249).  

3 Open a web browser. 
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4 Navigate to https://192.168.168.249 ï the VSRC-A controllers use a self-signed certificate for SSL 
communications, so you may see the warning below. Click ñContinue to this websiteò to access the controller 
login page. 

 

5 Enter ñSMSAdminò for the user name and ñSECAdmin1ò for the password and click Log in. 

 

a) The ñSECAdmin1ò password is only valid on the first login for after updating to FW v7.41A or new 
shipments from Vanderbilt after 7/8/2020. 

b) On initial login the following message will be displayed: 
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c) You are required to enter a new, complex password. 

d) Click Log in and provide the default credentials again. 

e) Click Change Password. 

f) Enter and confirm the new password at the dialog below. 

 

g) Select Log in to continue. 
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h) Select Log in again to continue after successful password reset. 

Forgotten Password Recovery Will Require Contacting Vanderbilt Technical Support 

6 The Main Settings screen will display. 

 



VSMSHM12-15-21 -- 7.1.0   

 Chapter 7    VSRC-A 157 

7 Click on the Static IP button.  

i) Enter new IP address into the IP address field. Consult with network technicians to get an address that is 
compatible with the existing network.  

j) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address 
that is compatible with the existing network.  

k) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an 
address that is compatible with the existing network.  

8 Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).  

a) Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians 
to get an address that is compatible with the existing network.   

b) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to 
get an address that is compatible with the existing network.   

9 In the CIM IP Address Setting section at the IP Address or Hostname field either:  

Á Enter the IP address of the CIM 
or 

Á If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.  

10 Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section. The 
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches 
the port entered in this screen.  

11 Click Save Main Settings. Make a note of the IP address as it will be used by SMS to communicate with the 
VSRC-A.  

12 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC). 

13 The IP address of the VSRC-A has been set.   
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DHCP Configuration 

Configuring the VSRC-A to DHCP is possible but the different methods required, depending on network architecture, 
are beyond the scope of this manual. Contact Technical Support for help with DHCP configuration.  

WARNING:  If Controller IP address changes, the system will not be aware of it until the DNS cache refreshes. 
The CIM will need to be restarted in order for it to resolve the new IP address. During the time that the cache has 
not refreshed and the CIM has not been restarted, the system may not operate correctly.  

GUI (Graphical User Interface) 

Main Settings 

 

Hostname - This displays the name of the specific VSCR-A. The name is in a standard format of VSMS-

XXXXXXXX.  

Á VSMS: Vanderbilt SMS Reader Controller   

Á XXXXXXXX: The serial number of the specific VSRC-A  
  (in the above example the serial number is 29006677).   

The Host Name is used to access and setup the VSRC-A using Dynamic DNS in conjunction with DHCP. Consult 
with network technicians for details on setting up your network in this manner.  
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DHCP - This setting sets up the VSRC-A to use a DHCP server on your network (use only if you have a DHCP 
server on the network). Vanderbilt recommends utilizing static IP addressing or DHCP reservations for controllers. 
If the controller IP address changes, there will be a loss of controller communications until the new IP address is 
recognized by the CIM. 

Static - This setting forces the VSRC-A to use a static IP address.     

IP Settings 

Á IP Address  

Á When in Static mode, this is where you set the VSRC-A's IP address. 

Á When in DHCP mode, displays the IP address configured by the DHCP server. 

Á Subnet Mask 

Á When in Static mode, this is where you set the VSRC-A's subnet mask. 

Á When in DHCP mode, displays the subnet mask configured by the DHCP server. 

Á Default Gateway 

Á When in Static mode, this is where you set the default gateway. 

Á When in DHCP mode, displays the default gateway configured by the DHCP server. 

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server 

IP addresses. 

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.  

DNS Server Address Setting 

Á Primary DNS 

Á When Manually entered, this is where you enter the Primary DNS address. 

Á When Automatically obtained, displays the Primary DNS chosen by the DHCP server.  

Á Secondary DNS 

Á When Manually entered, this is where you enter the Secondary DNS address.  

Á When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.  

CIM IP Address Setting 

Á IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using 
DNS, the Fully Qualified Domain Name (FQDN) of the CIM should be entered here 

Á Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT technician. 
Verify that the controller definitions match the port entered on this screen. 
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Diagnostics 

 

Use this page to display additional detailed information regarding the VSRC-A and data currently residing in memory. 
Use this page only as directed by Vanderbilt Technical Support. 

Options 

 

Á Session Length: Use to set the session inactivity timeout. 

Á Dipswitch 1: Enable/Disable Onboard web server (Configuration GUI), Ping and  
  Discovery protocol. Enabled by default. If OFF, the onboard web server (GUI),  
  Ping and Discovery protocol are disabled.  
  If disabled then the VSRC-A cannot be reached via the GUI, Ping or the  
  Discovery and Configuration Tool. 

 

Á Dipswitch 2: Reserved for Future Use 

Á Dipswitch 3: Used in Conjunction with Dipswitch 4 to configure as VSRC-A or VRCNX-A 

Physical Access to the VSRC-A is required to re-enable the Configuration Application. 

Press and Hold the Tamper Switch  25  AND Press and Release the Reset Button  20  three (3) times 

in succession. Release the Tamper Switch   25 . A one (1) second beep will be heard on the 2nd and 

3rd Reset Button activations. Releasing the Tamper Switch will generate a two (2) second beep. 

Access and log into the Configuration Application within ten (10) minutes, select Options, and reset 
5ƛǇǎǿƛǘŎƘ м Ґ hb ŀƴŘ ŎƭƛŎƪ ά{ŀǾŜ hǇǘƛƻƴǎέΦ 
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Á Dipswitch 4: Used in Conjunction with Dipswitch 3 to configure as VSRC-A or VRCNX-A 

Type Dipswitch 3 Dipswitch 4 

 VSRC-A Off Off 

 VRCNX-A0 On On 

 VRCNX-A1 Off On 

 VRCNX-A2/A3 On Off 

Warning: Vanderbilt recommends Setting Dipswitch 1 OFF to DISABLE the onboard web server, ping, and 
discovery protocol after installation and configuration. Leaving these features enabled could allow unauthorized 
access to the controller.   

About 

 

This page displays detailed information regarding the firmware loaded on the controller. 
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VSRC-A PIN Layout 

  
 

PIN Functions 

 1  Power / VIN 

¶ + is Power 

¶ - is Ground 

¶ S is Chassis Ground 

4  Relay 1 ï Max 30 VDC @ 2 A 

¶ NC is Normally Closed 

¶ C is Common 

¶ NO is Normally Open 

 3  Relay 2 ï Max 30 VDC @ 2 A 

¶ NC is Normally Closed 

¶ C is Common 

¶ NO is Normally Open 
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The VSRC-A has four unsupervised contact points. Unsupervised door contacts have maximum wire length of 
2,000 feet. 

 6  Contact Inputs 1 & 2 

¶ 1 ï N/O 

¶ 2 ï N/C 

¶ C is Ground 

 5  Contact Inputs 3 & 4 

¶ 3 ï N/O 

¶ 4 ï N/C 

¶ C is Ground 

 9  &  10  Read Head 1 Connection 

Á 1 is LED 

Á 2 is Not Used 

Á C is Not Used 

Á A is CLK (Data 0) 

Á B is DAT (Data 1) 

Á - is Ground 

Á + is Power 

 6  &  7   Read Head 2 Connection 

Á 3 is LED 

Á 4 is Not Used 

Á C is Not Used 

Á A is CLK (Data 0) 

Á B is DAT (Data 1) 

Á - is Ground 

Á + is Power 

14   Not Used 

 15   Not Used 

 16   Not Used 

 17   Not Used 

 18  Read Head Voltage Selector. The VSRC-A read head voltage selector provides wither 12 VDC or passes VIN 

to the read head depending on jumper location. 

Á A jumper across PINs 2 and 3 (12V) will provide 12 VDC (default setting)  

Á A jumper across PINs 1 (Vin) and 2 will pass VIN 

Á No jumper will provide 0 VDC 

Warning: Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read 

head voltage requirements.  
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 24  Configure network functionality:  

 Refer to Configuration GUI section above. 

Reader and I/O Assignment 

The VSRC-A Supports 3 Door Configurations:  

¶ Dual Independent Door Control (1 Relay and 2 Contacts per door) 

¶ Single Door Control (2 Relays and 4 Contacts per door) 

¶ Single Door Control IN / OUT Readers (2 Relays and 4 Contacts per door  

VSRC-A Reader Inputs and I/O is associated to one of the configurations above depending on the Reader 
Template applied in System Manager as indicated below. 

Template Reader Used Relay Assignment Contacts Assignment 

Single Door Control 

VSRC Reader Template 

Reader 1 Relay 1 
Relay 2 

Contact 1 ï REX  
Contact 2 ï DOD 
Contact 3 ï Push Button 
Contact 4 ï Aux Input 

Reader 2 Unused 

Dual Independent Door Control  

VSRC-A Dual Reader Template 

Reader 1 Relay 1 Contact 1 ï REX  
Contact 2 ï DOD 

Reader 2 Relay 2 Contact 3 ï REX  
Contact 4 ï DOD 

Single Door Control IN / OUT Readers ï SMS v6.4.5 or newer 

VSRC-A IN Reader Template Reader 1 / Reader 2 
Relay 1 
Relay 2 

Contact 1 ï REX  
Contact 2 ï DOD 
Contact 3 ï Push Button 
Contact 4 ï Aux Input VSRC-A OUT Reader Template Reader 2 / Reader 1 

 



VSMSHM12-15-21 -- 7.1.0   

 Chapter 7    VSRC-A 165 

Factory Reset and Power down 

The Reset Button labeled  20  on the onboard mounted VSRC-A is used for Rebooting, Powering Down and 

Resetting, in conjunction with the Tamper Button  25 , the VRCNX-A as indicated below. 

The controller will produce 3 long beeps followed by a series of shorter beeps at a faster interval when depressed. 

Reboot 

Press and Hold the backplane mounted VSRC-A Reset Button  20  until the short beeps begin and for nine (9) 

short beeps or less. The controller will shut down and reboot. The configured Network Settings (IP Address, etc.) 
will be retained on reboot. 

Power Down 

Press and Hold the backplane mounted VSRC-A Reset Button  20  until the short beeps begin and continue to 

hold until after 10 short beeps followed by 2 long beeps. The controller will power down. The configured Network 
Settings (IP Address, etc.) will be retained on restart. Disconnect and reconnect power to restart the controller. 

Reboot and Reset to Default IP Address 

Press and Hold the backplane mounted VSRC-A Reset Button  20  and Tamper Button  25  until the short beeps 

begin and for nine (9) short beeps or less. The controller will shut down and reboot. The configured Network 
Settings (IP Address, etc.) will be reset to the factory default (192.168.168.249) on reboot. 

Power Down and Reset to Default IP Address 

Press and Hold the backplane mounted VSRC-A Reset Button  20  and Tamper Button  25  until the short beeps 

begin and continue to hold until after 10 short beeps followed by 2 long beeps. The controller will power down. 
The configured Network Settings (IP Address, etc.) will be reset to factory default (192.168.1686.249) on restart. 
Disconnect and reconnect power to restart the controller. 
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Connecting to CIM 

There is no direct connection between the VSRC-A and the CIM. To connect, they need to be on the same network 
and the proper IP address of the VSRC-A needs to be entered when setting up the VSRC-A in SMS. In addition, a 
data surge protector needs to be installed between the VSRC-A and the hub or switch. Install the supplied data 
surge protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a 
power supply connecting to TB1 on the VSRC-A.  

 

Data Communication between CIM and VSRC-A 

CIM  VSRC-A 

Ethernet To Network Ethernet to Network 
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Connecting to Read Heads 

The following sections how to install various credential read heads to the VSRC-A reader interfaces. 

The VSRC-A reader interface can communicate to many different read heads. Provided here are the pin outs for 
the most commonly used read-heads. The connection is different for each reader type. See the Recommended Wire 
Chart below for the proper wire type and lengths. 

Recommended Wire Chart:  VSRC-A to Reader Head 

Connection Maximum 
Distance (ft) 

Cable Recommendation 

VSRC-A to Magstripe Reader Head  200 18 AWG/5 Cond, Strd, Shld 

VSRC-A to Proximity Reader Head  500 18 AWG/5 Cond, Strd, Shld 

VSRC-A to Door Contact  2000 22 AWG/2 Cond, Strd, Shld 

VSRC-A to Exit Button 2000 22 AWG/2 Cond, Strd, Shld 

Abbreviations: 

Á Cond. = Conductor 

Á Strd. = Stranded 

Á Shld. = Shielded 

Reader Connections 

Reader 1 Shown for Example 
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Proximity Reader 

Proximity Read Head Pin Connections 

VSRC-A Proximity Reader 

 9  PIN A (CLK) DATA 0 (GREEN) 

 9  PIN B (DAT) DATA 1 (WHITE) 

 9  PIN - (GND) GROUND (BLACK) 

 9  PIN + (GND) POWER (RED) 

 10  PIN 1 (LED) LED (ORANGE) 

 10  PIN 2 (NA) NOT USED 

 10  PIN C (NA) NOT USED 

Magnetic Stripe Reader 

Magnetic Stripe Read Head Pin Connections 

VSRC-A Magnetic Stripe Reader 

 9  PIN A (CLK) DATA 0 (WHITE) 

 9  PIN B (DAT) DATA 1 (GREEN) 

 9  PIN - (GND) GROUND (BLACK) 

 9  PIN + (GND) POWER (RED) 

 10  PIN 1 (LED) LED (ORANGE) 

 10  PIN 2 (NA) NOT USED 

 10  PIN C (NA) NOT USED 

Note: Colors may vary slightly depending on the read head manufacturer. Use this chart as a model. 

VMR-5 Magnetic Strip ï LED 1 Wire Configuration 

VSRC-A VMR-5 

 9  PIN A (CLK) DATA 1 (WHITE) 

 9  PIN B (DAT) DATA 0 (GREEN) 

 9  PIN - (GND) GROUND (BLACK) 

 9  PIN + (GND) POWER (RED) 

 10  PIN 1 (LED) LED (BROWN) 

 10  PIN 2 (NA) NOT USED 

 10  PIN C (NA) NOT USED 
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VMR-5 Switch Settings 

Remove the top mounting bracket to access the DIP switches. 

S1 = Off S2 = Off S3 = Off S4 = Off 

VMR-10 and VMR-20 Magnetic Stripe 

VSRC-A VMR-5 

 9  PIN A (CLK) DATA 1 (WHITE) 

 9  PIN B (DAT) DATA 0 (GREEN) 

 9  PIN - (GND) GROUND (BLACK) 

 9  PIN + (GND) POWER (RED) 

 10  PIN 1 (LED) LED (BROWN) 

 10  PIN 2 (NA) NOT USED 

 10  PIN C (NA) NOT USED 
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Installing Diodes for Lock Wiring - Relay 

Diodes are supplied with the VSRC-A which should be fitted across 12V and COM on each Reader Interface to 
protect the relay contacts.   

 

The lock is wired across 12V and COM. A 0V link to COM is then required to complete the circuit. This will be wired 
to relay K1 and K3 NO or NC depending on lock type: Fail Open / Fail Closed (the diagram above is Fail Open). 
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C H A P T E R  8  

 

VMRC-1 Single Reader Controller ï Authentic Mercury Protocol 

Overview 

The Vanderbilt VMRC-1 is a PoE capable Single Reader Controller capable of supporting 1 to 17 total readers. The 
VMRC-1 supports 1 reader directly via an onboard reader interface and up to additional 8 physical devices may be 

connected via a single RS-485 channel. Using 8 RS-485 connected VRI-2 Dual Reader Interfaces, a total of 17 
readers may be connected to the VMRC-1 (including the onboard reader interface which may be used in 
conjunction with RS-485 connected devices) or up to total 9 readers if 8 VRI-1 Single Reader Interfaces are used 
with the onboard reader. VI-16IN or VI-16O devices may also be connected and will reduce the total number of 
readers supported. Built on the Authentic Mercury platform (Mercury Hardware and Firmware), the VMRC-1 

communicates with the SMS Mercury CIM (mCIM) via TCP/IP and can be connected to a variety of different read 
head technologies. 

VMRC-1 
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The VMRC-1 includes 2 general purpose contact inputs, assigned to the onboard reader interface; 2 Form-C relay 
outputs assigned to the onboard reader interface and 1 dedicated cabinet tamper contact input.  

Highlights 

Á Supports read head technologies utilizing Wiegand (D0/D1) or Magstripe (clock/data) signals. 

Proximity Cards 

Á Standard 26-bit  

Á Vanderbilt 34-bit 

Á HID Corporate 1000 35-Bit 

Á HID Corporate 1000 48-Bit 

Á HID/ProxIF 37-Bit 

Á XceedID 40-Bit 

Á XceedID 35-bit (including EV1) 

Á MiFare 32-Bit Serial Number (With HID read-head ONLY) 

Magstripe Cards 

Á Geoffrey encoded magcard 14-D 

Á Geo-Image magcard 11-D 

Á Locknetic 18-D magcard 

Á Communicates via network protocol at 10/100 Base-T 

Á Powered either via PoE or locally by a 12VDC Rated UL294 Listed Power-Limited Power Supply, capable of 
4 hours standby power.  

Á Capable of running in Enhanced Offline Mode, allowing local decision making if communication fails between 
the VMRC-1 and the network.  

Standard Features 

Á Supports a single read-head credentials 

Á Communicates with mCIM via network protocol at 10/100 Base-T 

Á Connection for one multi-color LEDs for access granted or access denied indication 

Á Connector for one buzzer/annunciators 

Á Includes 2 input contacts for exit request (REX) and door position switch (DOD) for the onboard Reader 
Interface 

Á Connector for dedicated Cabinet Tamper 

Specifications 

Á Board Dimensions: 5.40ò H x2.75ò W 

Á Enclosure Dimensions: 8 ıò x 7 İò x 3 İò 

Á Power requirements: PoE @ 12.95 W or 12 VDC @ 200 mA minimum, 900 mA maximum 
    180 mA Max Provided to the read head 

Á Power consumption: 650 mA max. including read head 

Á Ambient temperature: 0º to 70º C 
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Enclosure 

Enclosure Features 

Á Metal enclosure with hinged door, tamper switch, lock & key 

Á Enclosure Dimensions: 8 ıò x 7 İò x 3 İò 

Enclosure Environmental Conditions 

Á Ambient Temperature: 0º to 70º C 

Á Humidity:  5 to 95% RHNC 

Á The room must be dust free and clean. 

Á It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall 
covering i.e. sheetrock 

Á Mount the cabinet in a secure, but generally accessible location 

Enclosure Mounting 

Á Field Wiring:  It is necessary to punch the knockouts in the metal enclosure for field wiring. It is recommended 
that this is done before mounting the enclosure to the wall.   

Á A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet. 

Á Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four 
1/4ò x 1ò lag bolts. 

IP Configuration 

The VMRC-1 connects to the SMS host network via TCP/IP and communicates over the network to the SMS Mercury 
Communication Interface Module (mCIM) via Authentic Mercury protocol. 

The mCIM is a Windows Service which supports communications with up to 256 Authentic Mercury Controllers, 
depending on traffic. 

Note: Communication is at 10/100 Base-T 

Static IP and DNS Configuration 

The VMRC-1 is DNS Compatible. Configuring a DNS Server is beyond the scope of this manual; a network 
technician should be contacted to set up the DNS Server. The directions below give details for Static IP setup with 
and without DNS. See the DHCP Configuration section before configuration DHCP. 

Follow the steps below to configure the static IP of the VMRC-1. 

The VMRC-1 controller ships with a default IP address = 192.168.0.251 and subnet mask = 255.255.255.0. 

1. Change the IP address of your computer to a non-conflicting IP address on the same subnet as the 
controller (e.g. 192.168.0.252 / 255.255.255.0). 

2. Connect the VMRC-1 directly to your computer with a network cable. 

3. Verify that VMRC-1 S1 DIP switches 1 ï 4 are all OFF. 



 

174 SMS Hardware Manual  

4. Apply 12 VDC power to the controller. 

5. Set DIP Switch #1 from OFF to ON to enable the build-in default admin account. 

Setting DIP Switch #1 ON enables a 5-minute window to login with the default admin account 

Reenable the login window by Setting DIP Switch #1 OFF for at least 10 seconds 

6. Open a web browser and navigate to the following URL:  http://192.168.0.251 

7. A certificate warning will appear which varies by browser and browser settings. Allow the connection. 

8. Click the link below the Vanderbilt logo to proceed to the login page. 

 

http://192.168.0.251/
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9. Enter the default Username and Password (both case sensitive): 

¶ Username = ñadminò 

¶ Password = ñpasswordò 

10. The following dialog may appear once the Home page loads. 

 

11. Vanderbilt recommends creating a user account for providing access to the controller configuration without 
requiring physical access to the controller DIP Switch #1. 

12. Click ñOKò. 
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13. Select the Network option from the menu to access the Network Settings page. 

 

14. Vanderbilt recommends assigning a static IP address, so the controller can always be easily accessed. 

¶ Select ñUse Static IP configurationò. 

¶ Enter the appropriate SMS host network IP Address for the controller as specified by IT. 

¶ Enter the appropriate SMS host network Subnet Mask for the controller as specified by IT. 

¶ Enter the appropriate SMS host network Default Gateway for the controller as specified by IT. 

¶ Enter the appropriate SMS host network DNS Server as specified by IT or enter 0.0.0.0. 
15. Click ñAcceptò.   

DHCP Configuration 

The VMRC-1 initiates communications to the mCIM so configuring the VMRC-1 for DHCP will not affect SMS 
communications or operability and can be selected via the Network Settings menu as shown above.  

WARNING:  While using DHCP will not affect the ability of the controller to function with SMS, it might not be 
easy to determine the current IP address of a controller configured for DHCP without IT support. The controller 
IP address must be known to access the controller web configuration. Vanderbilt recommends using reservations 
if using DHCP.  

SMS Communications Configuration 

The VMRC-1 controller ships with default Host Communications configured for IP Server. The Host Communications 
settings must be changed for the controller to communicate to the SMS mCIM. 

1. Select Host Comm from the menu to load the Host Communications configuration page. 
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2. Change Primary Host Port Connection Type to ñIP Clientò. 

3. Change Primary Host Port Data Security to ñTLS Requiredò if encryption communication is desired. 

SMS Authentic Mercury protocol TLS encryption can only be enabled per mCIM 

4. Change the Primary Host Port Host IP to the IP Address of the computer hosting the mCIM. 

Vanderbilt recommends a dedicated mCIM host 
 

The mCIM Port defined in SMS must match the VMRC-1 Host Port setting 

5. Change the Primary Host Port Port Number to 5001, only if required. 

6. Do not change any other settings. SMS does not support the Alternate Host Port. 

 

7. Click ñAcceptò. 
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Create User Account 

Vanderbilt recommends creating at least 1 user account so that physical access to the controller for setting DIP 
Switch #1 is not required for accessing the controller configuration. 

1. Select Users from the Menu. 

2. Click ñNew Userò. 

3. Leave ñSelect account levelò = 1 (administrator) 

4. Enter desired Username. Vanderbilt recommends SMSAdmin. 

5. Enter desired Password and confirm. 

6. Enter Notes if desired.  

 

7. Click ñSaveò. 
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Upload Certificate 

If TLS encryption will be enabled, a custom certificate may be downloaded to the controller which will be used in 
place of the Mercury provided self-signed certificate. 

1. Select Load Certificate from the Menu. 

 

2. Click ñChoose Fileò under ñPlease specify a certificate fileò to specify the Certificate .crt file. 

3. Click ñChoose Fileò under ñPlease specify the private key fileò to specify the Certificate Key .pem file. 

4. Click ñLoad certificate filesò. 
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Document and Commit Configuration Changes 

Once all desired configuration changes have been Accepted, they must be committed, and the controller rebooted 
to enable the new settings. 

Prior to committing changes and rebooting the controller, Vanderbilt recommends saving a screen shot of the 
controller configuration and device specific information for documentation.  

Record the controller Serial Number ï it is required for SMS configuration. 

1. Select Device Info from the Menu. 

 

2. Save a screen shot or at least note IP Address and Serial Number. 

3. Click ñApply Settingsò in the menu. 


