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UL Listing Summary

Compatible UL Evaluated Equipment

Vanderbilt Equipment

A

> > > > >

A

VSRC-A/VRCNX-A
VRINX

VIONX-8
VRI-1/VRI-1S3
VRI-2 / VRI-2S3
VI-16IN / VI-16INS3
VI-160 / VI-160S3

Legacy Vanderbilt Equipment

A
A
A
A
A

VSRC / VRCNX-R
SRCNX (Legacy)
SRINX (Legacy)
SIONX (Legacy)
SIONX-24 (Legacy)

Supported Proximity Cards

A

> > > > >

Standard 26-bit Wiegand Format
Vanderbilt 34-bit Wiegand Format
HID Corporate 1000 35-bit

HID Corporate 1000 48-bit
HID/ProxIF 37-bit

XceedID 40-bit

Hardware Not UL Evaluated

A
A
A

IP Addressable Module: SIPNX-100 (Legacy)
Dial-up Modem: SMODNX (Legacy)
VSRC-M / VRCNX-M

The following devices should be incorporated into your system:

A

A

Power supply input line transient protection complying with the Standard for Transient Voltage Surge
Suppressors, UL 1449, with a maximum marked rating of 330 V.

RS 485 communication line(s) must have signal line transient protection complying with the Standard for
Protectors for Data Communications & Fire Alarm Circuits, UL 497B, with a standard marked rating of 50 V.

The UL 294 requires that the VRCNX-R, VSRC, SRCNX-R (Legacy) and VRINX/SRINX (Legacy) enclosures
have tamper switches that will activate an alarm or trouble signal.
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Firmware Designations

VRCNX-R / VSRC Firmware

A Firmware Upgrade (Flash) File = "image_rXXX_k1253_aYYYC.SriUpd"
XXX = Vanderbilt Root File System version of the embedded Linux operating system.
YYY = Firmware Version

A Controller Diagnostics Display = "SRI rootfs vX.XX"

X.XX = Vanderbilt Root File System version of the embedded Linux operating system.

A CIM Firmware Display ="YYY"

YYY = Firmware Version

VRCNX-M / VSRC-M Firmware

A Firmware Upgrade (Flash) File = "image_rXXX_aYYYG_ep4502.SmsUpd"
XXX = Vanderbilt Root File System version of the embedded Linux operating system.
YYY = Firmware Version

A Controller Diagnostics Display = "SMS-M rootfs vX.XX"

X.XX = Vanderbilt Root File System version of the embedded Linux operating system.

A CIM Firmware Display ="YYY"
YYY = Firmware Version

VRCNX-A / VSRC-A Firmware

A Firmware Upgrade (Flash) File = "image_rXXX_aYYYG_ap2.SmsUpd"
XXX = Vanderbilt Root File System version of the embedded Linux operating system.
YYY = Firmware Version

A Controller Diagnostics Display = "SMS-A rootfs vX.XX"

X. XX = Vanderbilt Root File System version of the embedded Linux operating system.

A CIM Firmware Display ="YYY"
YYY = Firmware Version

SRCNX (Legacy) Firmware

A Firmware Upgrade (Flash) File = "rcnxXXX.u27"
XXX = Firmware Version

A CIM Firmware Display = "XXX"
XXX = Firmware Version

SRINX (Legacy)
A Firmware Upgrade (Flash) File = "FSMSA_XX.HEX"

XX = Firmware Version
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VRINX
A Firmware Upgrade (Flash) File = "SRINX_G_VXXA-FL.s19"

XX = Firmware Version

VRI-1
A Firmware Upgrade (Flash) File = "vril_appl_X_XX_XX.aax"
X_XX_XX = X.XX.XX Firmware Version

VRI-1S3

A Firmware Upgrade (Flash) File = "vri1s3_appl_X_XX_XX_enc.aax"
X_XX_XX = X. XX.XX Firmware Version

VRI-2
A Firmware Upgrade (Flash) File = "vri2_appl_X_XX_XX.aax"
X_XX_XX = X.XX. XX Firmware Version

VRI-2S3
A Firmware Upgrade (Flash) File = "vri2s3_appl_X_XX_XX_enc.aax"
X_XX_XX = X.XX.XX Firmware Version

VI-16IN
A Firmware Upgrade (Flash) File = "vi16in_appl_X_XX_XX.aax"
X XX_XX = X. XX.XX Firmware Version

VI-16INS3
A Firmware Upgrade (Flash) File = "vi16ins3_appl_X_XX_XX_enc.aax"
X_XX_XX = X.XX.XX Firmware Version

VI-160

A Firmware Upgrade (Flash) File = "vi16o_appl_X_XX_XX.aax"
X XX_XX = X. XX.XX Firmware Version

VI-160S3

A Firmware Upgrade (Flash) File = "vi160s3_appl_X_XX_XX_enc.aax"
XXX XX = X XX.XX Firmware Version

VMRC-1
A Firmware Upgrade (Flash) File = "vmrc-1_X_XX_XX_XXXX.crc"
XXX XX XXXX = XXX XX XXXX Firmware Version

VMRC-2

A Firmware Upgrade (Flash) File = "vmrc-2_X_XX_XX_XXXX.crc"
X XX XX _XXXX = XXX XX XXXX Firmware Version
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VMRC-1L

A Firmware Upgrade (Flash) File = "vmrc-1I_X_XX_XX_XXXX_fs_X_XX.crc"
XXX XX XXXX = XXX XX XXXX Firmware Version
fs_X_XX = File System Version

VMRC-2L

A Firmware Upgrade (Flash) File = "vmrc-2]_X_XX_XX_XXXX_fs_X_XX.crc"
XXX XX XXXX = XXX XX XXXX Firmware Version
fs_X_XX = File System Version

VMRC-4

A Firmware Upgrade (Flash) File = "vmrc-4_X_XX_XX_XXXX_fs_X_XX.crc"
X XX XX XXXX = XXX XX XXXX Firmware Version
fs_X_XX = File System Version

Operation Testing and Maintenance

Operation Testing

Once the SMS system components are installed, log into the SMS system and set up a cardholder with a credential
and access. Present that credential at read head to test. A green LED indicates system is working.

Maintenance

No regular maintenance is required; the SMS system components are self-supporting.
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Preface

The Vanderbilt Security Management System (SMS) is manufactured with high quality control standards. This
manual describes the installation and wiring procedures for the online Vanderbilt SMS hardware.

Who should use this book

This hardware manual provides guidelines for configuring and customizing Vanderbilt SMS based on your unique
company needs. This guide is intended to be read by installation engineers and service personnel only. It is not
intended for end users of the system.

Symbols and conventions

The following are the documentation conventions used in this manual.

Note: A note provides information which should be considered by the user.

Warning: Provides important information about procedures and events. If not considered by the user, it may
cause damage to hardware or system data.

Bold: Text in bold letters are used for window names, button names etc.

Disclaimer: Disclaimers provide information that should be considered by the technician.

Vanderbilt SMS Technical Support

If you encounter any problems while installing or operating the Vanderbilt SMS, please contact our technical support
team for assistance.

U.S. Vanderbilt SMS Technical Support: Phone: 855-316-3900
International Vanderbilt SMS Technical Support: Phone: 973-316-3900

Vanderbilt SMS Technical Support: E-mail: techsupport@vanderbiltindustries.com

Hours of Technical Support

Our standard technical support hours are from 8:00 a.m to 6:00 p.m. Eastern Standard Time, Monday through
Friday, excluding Vanderbilt Industries observed holidays.
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Before Installation

This section provides information on what should be considered before installing Vanderbilt SMS hardware.

Requirements

A Check to see that you have all the equipment necessary for the installation. Make sure you have all the
necessary tools to properly install the equipment such as screwdrivers, wire cutters and digital meter, etc.

A Allfield wiring must comply with NFPA 70 (NEC) and local wiring codes. The use of unshielded or ungrounded
cable will may cause problems. Make sure the correct wire type and gauges are being used for the proper
wire lengths (refer to the Recommended Wire Chart).

A Mount all the enclosures in a secure and accessible location.

A Itis optimal to mount all enclosures on fire rated plywood which is affixed to a solid wall covering i.e. sheetrock
or bare cinder block.

A Ground all wires where necessary.
A Alicensed electrician will need to supply 120VAC for the Vanderbilt SMS.

Electrical wiring considerations

A Al field wiring must comply with NFPA 70 (NEC) and local wiring codes.

A The use of unshielded or ungrounded cable will may cause problems. Ground shields must be grounded only
at one end. If you connect the shields at both ends you will create a ground loop which will introduce more
noise into the system.

>

Before you install the system, verify that the correct power supplies are available.

. >

Remember to turn off all power before you connect any equipment.

A Always use the recommended wire type and gauge for all your connections (refer to Recommended Wire
Chart).

Warning: To reduce risk of fire, all fuses should be replaced with the same type and rating as the original
supplied with the Vanderbilt products.

A All back-up batteries should be replaced with the same type and ratings as the original supplied with the

Vanderbilt products.
A Alicensed electrician will need to supply 120VAC where necessary.
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Before powering system

> > > > > D>

Mount and connect alll readers in acscordance with manufac
Mount and connect al |l door contacts in accordance with m
Mount and connect all exit requests and annunciators in

Mount and connect all peripheral equipment in accordance withmanuf act ur edés speci fications.
Mount and connect alll l ock devices in accordance with ma

Make all Vanderbilt controller channel connections for additional VRINXs, VIONX-8s and other SMS supported
access control devices.

For Legacy Devices

A
A
A

Connect dial-up modem (SMODNX) and/or IP addressable module (SIPNX-100).
Connect any memory expansion modules (SMEMNX-3 or SMEMNX-7)

Make all SRCNX channel connections for additional SRCNX, VRINX/SRINX, VIONX-8, SIONX-24, and other
SMS supported access control devices.

Environmental conditions

> > > >

SMS hardware must be installed in a clean and a dust free environment.
Ambient temperature - 32° F to 120° F (0° C to 49° C)

Relative Humidity - 10% to 85%

All head end equipment should be mounted in a secure area.



Before Installation 31

Recommended wire chart

The chart below indicates recommended wire distances and wire gauges for your SMS hardware connections.

SRCNX (Legacy) Reader Controller to 50 22 AWG/3 Cond., Strd.,Shid
PC/ CIM via RS-232 protocol

SRCNX Reader Controller to Contact Inputs 2,000 22 AWG/2 Cond., Strd., Twst., Shid

SRCNX Reader Controller Data connection 4,000 18 AWG/2 Cond., Strd., Twst., Shid
to another SRCNX, VRINX, VIONX-8,
SIONX-24, PIM-485, or Schlage VIP Locks
via RS-485 protocol

VRCNX-R/M/A Reader Controller Data 4,000 18 AWG/2 Cond., Strd., Twst., Shid
connection to a VRINX, VIONX-8, SIONX-
24, PIM-485, VRI-1, VRI-2, VI-16IN, VI-160,
Aperio AH-30 Hub or Schlage VIP Locks via
RS-485 protocol

SRCNX Reader Controller Power 250 22 AWG/2 Cond., Strd., Shid
connection to another SRCNX, VRINX,

VIONX-8, SIONX-24 PIM-485, or Schlage 500 18 AWG/2 Cond., Strd., Shid
VIP Locks. (Over 500' should be powered
locally)

VRCNX-R/M/A Reader Controller Power 250 22 AWG/2 Cond., Strd., Shid
connection to a VRINX, VIONX-8, SIONX-24

PIM-485, VRI-1, VRI-2, VI-16In, VI-160, 500 18 AWG/2 Cond., Strd., Shid
Aperio AH-30 Hub or Schlage VIP Locks.
(Over 500' should be powered locally)

VRINX, VRI-1 or VRI-2 Reader Interface to 500 18 AWG/5 Cond., Strd., Shid
Magnetic Stripe read head

VRINX, VRI-1 or VRI-2 Reader Interface to 500 22 AWG/5 Cond., Strd., Shid
Wiegand read head

VRINX, VRI-1 or VRI-2 Reader Interface to 500 18 AWG/5 Cond., Strd., Shid
Proximity read head

VRINX, VRI-1 or VRI-2 Reader Interface to 20 22 AWG/5 Cond., Strd., Shid
Bar Code read head

VRINX Reader Interface to Barium Ferrite 500 22 AWG/5 Cond., Twst., Strd., Shid
read head

VRINX, VRI-1 or VRI-2 Reader Interface to 1,000 22 AWG/2 Cond., Twst., Strd., Shid
Contact Inputs (supervised)

VRINX, VRI-1 or VRI-2 Reader Interface to 2,000 22 AWG/2 Cond., Twst., Strd., Shid
Contact Inputs (unsupervised)

VRINX, VRI-1 or VRI-2 Reader Interface to 2,000 22 AWG/2 Cond., Twst., Strd., Shid
Exit Button

Abbreviations: Cond. = Conductor; Strd.=Stranded; Shid.=Shielded; Twst. - Twisted
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System Requirements

Minimum System Requirements

Single User / Client Workstation

A

> > > >

Processor: Intel Core i5

Memory: 8 Gb Ram

Disk Space: 120 Gb

USB Port for SMS Distribution Media

10/100/1000 Base-T network card (NIC) - must be active for SMS licensing

SMS does NOT support hosting a CIM or the SP on a multi-homed system (more than one active NIC).

CIMi SP 1 Controller communications may be unpredictable on multi-homed systems.

If NIC redundancy is required. Vanderbilt recommends teaming multiple NICs in the same system.

Mouse, Keyboard & Monitor

Operating System:
A 64-bit Windows 8 Professional (except Home Edition)

64-bit Windows 8.1 Professional (except Home Edition)

64-bit Windows 10 Professional (except Home Edition)

MS OLE DB Driver for SQL v18.3 (will be installed if necessary)
MS ODBC Driver for SQL v17 (will be installed if necessary)

A 32-bit System DSN for ODBC Driver (will be created)

> > > >

A .NET v4.8 (will be installed if necessary)

Database Engine:
A SQL Server 2012 Express SP2 or newer

SQL Server 2014 Express SP1 or newer
SQL Server 2016 Express SP1 or newer
SQL Server 2017 Express

SQL Server 2019 Express CU10 or newer

> > > > >

SMS does NOT support installation in a SQL cluster environment.
The SMS Install Media Includes 64-bit SQL 2014 Express SP2.

SQL Server Express installation wi | | be to a Named

I nstance cal

ed

i SMS
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Multiuser Server

A Processor: Intel Core i7 or Xeon
Memory: 8 Gb Ram

Disk Space: 500 Gb

USB Port for SMS Distribution Media

A
A
A
A 10/100/1000 Base-T network card (NIC) - must be active for SMS licensing

SMS does NOT support hosting a CIM or the SP on a multi-homed system (more than one active NIC).
CIM i SP1i Controller communications may be unpredictable on multi-homed systems.

If NIC redundancy is required. Vanderbilt recommends teaming multiple NICs in the same system.

A Mouse, Keyboard & Monitor

A Operating System:
A 64-bit Windows 8 Professional (except Home Edition)

A 64-bit Windows 8.1 Professional (except Home Edition)

A 64-bit Windows 10 Professional (except Home Edition)

64-bit Windows 2012 Essentials, Standard or Datacenter

64-bit Windows 2012 R2 Essentials, Standard or Datacenter
64-bit Windows 2016 Essentials, Standard or Datacenter

64-bit Windows 2019 Essentials, Standard or Datacenter

MS OLE DB Driver for SQL v18.3 (will be installed if necessary)
A MS ODBC Driver for SQL v17 (will be installed if necessary)
A 32-bit System DSN for ODBC Driver (will be created)

> > > > >

A .NET v4.8 (will be installed if necessary)
A Database Engine:
SQL Server 2012 Standard or Enterprise SP2 or newer
SQL Server 2014 Standard or Enterprise SP1 or newer
SQL Server 2016 Standard or Enterprise SP1 or newer
SQL Server 2017 Standard or Enterprise
SQL Server 2019 Standard or Enterprise

> > > > >

SMS does NOT support installation in a SQL cluster environment.
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ASSA ABLOY IP-Enabled WiFi or PoE Locks Support

A

A

ASSA ABLOY Door Service Router (DSR) host meeting ASSA ABLOY current minimum specs
A Upto 128 Locks: 2 CPU Cores; 4 Gb RAM; 20 Gb HD
A 64-bit Windows 7, Windows 10, Windows Server 2008 R2, 2012, 2016 or 2019
A Upto 1,024 Locks: 4 CPU Cores; 8 Gb RAM; 20 Gb HD
A 64-bit Windows Server 2008 R2, 2012, 2016 or 2019
A Upto 2,048 Locks: 8 CPU Cores; 16 Gb RAM; 20 Gb HD
A 64-bit Windows Server 2008 R2, 2012, 2016 or 2019
(SMS is certified for a maximum of 750 locks per DSR)
ASSA ABLOY DSR v8.0.17 installed on a stand-alone host from SMS

Optional SMS Web / Guest Pass Web Registration Support

A

> > > >

v >

Multiuser Server Processor / Memory Specifications

SMS Enterprise

IIS Server v7.5 or newer on a stand-alone host from SMS

.NET Framework 2.0

.NET Framework 4.0/ 4.8

Installation assistance available via paid Vanderbilt Technical Support

SMS Web v7.0.0 release expected approximately 2-months after SMS v7.0.0 release

DNS Reverse Lookup must be enabled across network to utilize SMS Web Portrait Monitor

Virtual Server Support

A
A
A
A

VMware ESX v4.1 through ESX v6.7
Microsoft Hyper-V on Windows Server 2012 R2 or newer
Guests Running an SMS Supported Operating System

Guests Meeting the same Minimum Requirements defined above

The SMS license binds to the SP host system hardware properties.

The SP host system virtual guest must be configured for static NIC and hard drive properties.

SMS does NOT support vMotion or Live Migration for the SP host virtual system.

SMS does NOT support akation in a Citrix or any terminal server environment.
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CHAPTER 1

Discovery and Configuration Utility

The multilingual Vanderbilt Discovery and Configuration Utility (DCT) is a separate application that, once installed,
provides an alternate method for configuring the Network properties of the Vanderbilt VSRC, VSRC-M, VSRC-A,
VRCNX-R, VRCNX-M and VRCNX-A controllers than the methods described in the specific controller sections that

follow.
©

1 Runthe DCT.exe program
A Direct Connection - the controller may be connected to the network port on the system

A Network Connection - the controller may be connected to the same network subnet as the system

The DCT uses multicast to locate compatible VVanderbilt controllers and must be run from a system on the same
subnet as the controllers requiring configuration and no routers can be located on the network between the
system running the DCT and the controllers to configure.

2 The DCT will open in the disabled state and the default language is English:

Discovery and Configuration Tool — m]
Select Language About

Discovery Multicast

Device Type A Serial Number IP Address Server Configuration MAC Address Last Refresh

@ Search: 0 found

Auto-Discovery is disabled. Discovered Devices: 0 ‘ Exit

3 Click on "Select Language" to change the display language if desired. The following options are available:

A English

A Portuguese

A Spanish

A Simplified Chinese
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ery and Configuration Tool

English Discavery Multicast
s A Serial Number IP Address Server Configuration MAC Address Last Refresh
Espafiol
+E
@ Search: 0 found
Auto-Discovery is disabled. Discovered Devices: 0 ‘ Exit

Select the Multicast tab.

If the system has more than one network card (NIC) installed, you may need to select the appropriate network
card attached either directly to the controller to configure or connected to the network segment on which the

controllers are connected.

1. Highlight the NIC under the Network Interface list as desired.

2. Click Change Network Interface to activate this NIC for DCT operations.

3. Optionally click Save as default to make this NIC the default for future DCT sessions on this system.

[ Discovery and Configuration Tool

Select Language About

Discovery
Multicast Group Network Interface
Netwaork Interface Card IP Address [a)
P Addresst | 330 192.20.20 vEthernet (Default Switch) 160.254.51.117
Port: 8080 vEthernet (DockerNAT) 10.0.75.1
Local Area Connection 10.10.56.78
- — Mpcap Loopback Adapter 160.254.252.212
This application uses the IGMP .
configuration listed above to transmit and External USE WiFi 169.254.99.9
receive packets oy vork. Normally, Local Area Connection™ 10 169.254.103.199

modified.

Vol e kS 18054 48 197
The settings can only be changed by

manually editing this application’s DCT.ini Transmission Frequency

file.

Auto-refresh transmission rate: 30 seconds

30 as

Run Loopback Test

Time Unit: seconds

Multicast

Current network interface:

Local Area Connection

| Change Network Interface |

| Save as default |

v

Set to Default

Auto-Discovery is disabled.

Discovered Devices: 0

Exit

4. Click on the Discovery tab once Multicast settings have been set.
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5 Click ON to begin a search for VSRC, VSRC-M, VSRC-A, VRCNX-R, VRCNX-M and VRCNX-A controllers
attached to the selected NIC / network segment.

nd Configuration Tool

Select Language About

Discovery Multicast

Device Type & Serial Number IP Address Server Configuration MAC Address Last Refresh

Search: 0 found

Auto-Discovery is disabled, Discovered Devices: 0 | Exit

6 The DCT Discovery tab will be populated with controllers responding to the multicast on the selected NIC /
network segment.

Controllers with Auto Discovery Disabled via jumper / switch will NOT Respond
and CANNOT be Configured via the DCT.

7 Select desired controller to configure and click Device Configuration (VRCNX-MO in the example below).

figuration Tool

Select Language About
Discovery Multicast
Device Type & Serial Number IP Address Server Configuration MAC Address Last Refresh "
Wanderbilt Smart Reader Interface SN-02-0008194 10.10.100.116 10.10.100.111 00-02-31-02-20-02 11:11:36 AM
Vanderbilt Smart Reader Interface SN-06-0011676 10.10.85.101 10.10.56.79 00-02-31-02-20-9C 11:11:37 AM
Wanderbilt Smart Reader Interface SN-02-0000502 10.10.85.102 10.10.56.79 00-02-31-02-01-F6 11:11:36 AM
WVRCNX-AD SN-06-39015350 10.10.80.254 10.10.83.8 00-05-EE-04-80-0D 11:11:35 AM
WRCNX-AD SN-06-20006516 10.10.80.241 10.10.50.8 00-03-EE-00-E4-1C 11:11:26 AM
WRCNX-AD SN-06-32007745 10.10.80.88 10105611 00-03-EE-00-E8-BE 11:11:36 AM
WVRCNX-AD SN-06-39012242 10.10.80.22 10.10.56.91 00-05-EE-01-38-30 11:11:35 AM
WRCNX-A0 SN-06-32008374 10.10.50.47 10105031 00-03-EE-00-EB-86 11:11:35 AM
WVRCNX-AD SN-06-39009023 10.10.85.249 10.1050.12 00-05-EE-D0-ED-97 11:11:35 AM
WRCNX-MO SN-06-10002288 10.10.80.92 10.10.56.111 00-OF-E5-01-68-80 11:11:35 AM
WRCNX-M1 SN-06-10226231 10.10.80.99 1010503 00-0F-E5-03-T3-B7 11:11:35 AM
WVRCNX-M2 SN-06-10226353 10.10.85.252 10.10.56.27 00-0F-E5-03-74-31 11:11:35 AM
WRCNX-M2 SN-06-10211550 101070101 10.10.70.100 00-0F-E5-03-2A-5E 11:11:35 AM
VRCNX-MLO SN-06-44045610 10.10.80.253 10.10.56.27 00-0F-E5-3D-BB-2A 11:11:35 AM
WRCNX-ML2Z SN-06-40456109 10.10.80.114 10105611 00-0F-E5-06-F3-AD 11:11:35 AM
WSRC-A SN-06-28002882 10.10.80.131 10.10.56.111 00-05-EE-00-D7-08 11:11:35 AM
WSRC-A 5N-06-39000801 10.10.80.50 www.goagle.com 00-05-EE-00-9E-7B 11:11:35 AM .
c I x I ﬁ Search: 0 found
MNext transmission in 4 seconds 11:11:37 AM Discovered Devices: 65 Exit
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8 Configure the controller as required for SMS operation.

1. Select the Network tab and set the following options as desired:

Consult with IT regarding the correct network settings for SMS controllers

>

IP Configuration Method

IP Address

Subnet Mask

Default Gateway

DNS automatic (DHCP) or Manual configuration
DNS Search Path

DNS Server (Primary)

DNS Server (Secondary)

DNS Server (Tertiary)

> > > > > > > >

Ei Device Configuration: SN-06-10092288

General MNetwork Server Clock

IP Configuration Method: s
IP Address: 10 . 10 . 80 . 92
Subnet Mask:

Default Gateway:

Obtain DNS information automatically
Use the following DNS infermation:

Search Path:
DNS Server (Primary):
DMS Server (Secondary):

DNS Server (Tertiary):
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2. Select the Server tab and set the following options for connection to the Host Application Server (SMS
CIM) as desired:

A Method #1: Specific IP Address and Port Number
A Enter the SMS CIM I P Address

A Enter the SMS CIM Port Number. The CI M normally cc
unless changed by IT requirements.

A Method #2: FQDN (Fully Qualified Domain Name) and Port Number
A Enter the FQDN of the SMS CI M.

A Enter the SMS CI M Port Number. The CI'M normally coc¢
unless changed by IT requirements.

Ei Device Configuration: SN-06-10092282

General Network Server Clock

Select the method by which this device connects to the Host Application Server:
) Method #1: Specific IP Address and Port Number
IP Address:

Port:

Set to this computer's IP address

) Method #2: FQDN (Fully Qualified Domain Name) and Port Number

FODN:

Port:

Use Default Settings

A Click Close to complete controller configuration.

9 Select and configure additional controllers as desired following the steps above.
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CHAPTER 2

VRCNX-R

ASSY 230-050-000 REV A

94vV-0 ey

& (l ¢
VRCNX RETRO BOARD | f‘
A

a2

I - |

Reader Controller

Overview

The VRCNX-R Reader Controller is an intelligent device that can be paired with the Vanderbilt Security
Management System (SMS) Enterprise software package. The VRCNX-R can have up to two VIONX-8 devices
attached to it if contacts and/or relays are required; these onboard VIONX-8 devices do not contribute to the total
number of devices that can be connected to the VRCNX-R. The VRCNX-R is an independently programmable
device which is capable of making decisions and storing history at the local level if communication is lost.

The VRCNX-R has three different software defined types depending on the number of contacts and relays
associated with the board: VRCNX-R0, VRCNX-R1 and VRCNX-R2.

A VRCNX-RO: No contacts or relays
A VRCNX-R1: One VIONX-8 is onboard providing up to 8 contacts and 8 relays
A VRCNX-R2: Two VIONX-8s are onboard providing up to 16 contacts and 16 relays

Note: In this chapter VRCNX-R refers to all three model types. The specific model will be referenced only when the
model type affects set up or configuration. If either a VRCNX-R1 or a VRCNX-R2 will work in the configuration, then
it will be referred to as VRCNX-R1/R2.
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Highlights

A

Communicates to the server (installed with Vanderbilt SMS software) via network protocol at 10/100 Base-T

A Powered locally by a 24VDC Rated UL294 Listed Power-Limited Power Supply, capable of 4 hours standby
power

A Flashable firmware

A Capable of running in degraded mode, allowing local decision making if communication fails between the
VRCNX-R and the network

A Can be used with a multitude of Vanderbilt SMS communication devices including the Vanderbilt reader
interface modules (VRINX, VRI-1 and VRI-2) which support read head technologies including Proximity,
Magnetic Stripe, Wiegand, Barium Ferrite, bar code, smart card, biometric, keypad and other SMS compatible
access control devices

Features

For all VRCNX-R varieties:

A
A
A
A

16 device capacity (compatible devices include: VRINX, VRI-1, VRI-2, VIONX-8, VRI-16IN, VRI-160, SIONX-
24 and other SMS compatible access control devices)

Approximately 45 Mb available for storage after Linux and Kernel applications have been loaded
Communicates with CIM via network protocol at 10/100 Base-T
DNS Compatible

For VRCNX-R1:

A
A

8 supervised or unsupervised Contact Inputs
8 Relay Outputs

For VRCNX-R2:

A
A

16 supervised or unsupervised Contact Inputs
16 Relay Outputs

Configuration Guidelines

A

All VRCNX-R Reader Controllers have 2 communication channels (channels 2 and 3). Each channel will
support 8 devices for a total of 16 devices. Only devices of the same protocol (either SMS protocol, SMS-M
protocol, F-series protocol or Aperio Protocol) may be connected to an individual channel.

A The VRCNX-R1 and the VRCNX-R2 can only have SMS protocol devices connected to channel 3.

Vanderbilt devices that may be connected to a VRCNX-R: VRINX, VIONX-8, and SIONX-24 (SMS protocol);
VRI-1, VRI-2, VI-16IN and VI-160 (SMS-M protocol).

Other devices that may be connected to a VRCNX-R: Schlage wireless PIM-485, PIM-400, AD-300 and
Schlage VIP Locks (with F-series protocol); Aperio AH-30 hub (Aperio Protocol) with up to 16 supported Aperio
Wireless Locks (up to 8 Aperio wireless locks per AH-30 hub).

The number after the VRCNX-RX designates how many VIONX-8 boards are attached to the VRCNX-R. The
VRCNX-RO0 has none, the VRCNX-R1 has one and the VRCNX-R2 has two. These VIONX-8s do not count
toward the total number of devices that can be connected to the VRCNX-R.

There is no Main/Satellite configuration for the VRCNX-R. Each VRCNX-R is a stand-alone board.
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Specifications

A Board Dimensions-9-3/ 406 H/® 0613V 201D (board only)
Power Requirements - 20VDC to 32VDC

Power Consumption - (excluding peripheral devices) 300 mA

Ambient Temperature - 0° to 49° C or 32° to 120° F

Humidity - 10% to 85%

> > > >

VRCNX-R Enclosure

VRCNX-R Enclosure - An enclosure with a hinged door is included for each VRCNX-R.

Features

A Metal enclosure with hinged door

A The enclosure is provided with a lock and key

A The enclosure is outfitted with a tamper switch

A Enclosure Dimensions: 200 x 200 x 40

Environmental conditions

A Ambient Temperature - 0° to 49° C or 32° to 120° F
A The room must be dust free and clean

A Mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall covering i.e.
sheetrock

A Mount the cabinet in a secure, but generally accessible location

Mounting

A Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring. It is recommended
that this is done before mounting the enclosure to the wall.

A A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

A Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four
1/40 x 10 lag bolts.
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VRCNX-R IP Configuration

The IP address of the VRCNX-R has to be configured so that it can communicate with the CIM. Configuration
should occur after the VRCNX-R has been fully installed. Below are detailed instructions on how to configure the
VRCNX-R with a Static IP address. DHCP configuration is possible, but not recommended.

Note: Communication is at 10/100 Base-T

Static IP and DNS Configuration

DNS Configuration

With firmware v2.61 VRCNX-R is now DNS Compatible. Configuring a DNS Server is beyond the scope of this
manual; a network technician should be contacted to set up the DNS Server. The directions below give details for
Static IP setup with and without DNS. For DHCP setup see the DHCP Configuration section.

Follow the steps below to configure the static IP of the VRCNX-R.
1 Connect a PC with a web browser to the VRCNX-R.

A Direct Connection - Using a cross-over cable, the reader controller can be connected directly to the
network card of the PC.

A Network Connection - Using a regular network cable, the reader controller can be connected to a hub or
switch that is on the same network as the PC.

2 Configure the PC's network settings to communicate with the VRCNX-R:
a) Click on the Start button.

b) Click on Control Panel. The Control Panel window will open.

B Control Panel e | E"‘E
P ple ESt Wew Favotes Took  Hep ¥

O © ) P [ ries | [T

¢ ngdress B ContrctPaned v B

E" Control Panel £ 6’ ¥ :-E “ﬁ; % Qﬁ 3

Accessbdty  AddHardware  Addor Adimirestrative  Automatic AvartGo
Oplions Resraw... Tools

P & w 3

-
Date and Trw  Display  Folder Oplions Fonts

[} Switich to Category View

See Also

R Windows Update
) telp ard Support
IrRernst Java Keyboard Mad I
Options: (Connections
2 b % © @
Natwork Sstup  Phone and  Power Oplions  Prinkers and Program Regional and
‘Wizard Modem ... Faxes Updates Language ..,
A (& =
2 2 9 9% g e
Searnwrs and  Schaduled Sacurity Seawrsds ared Speach Symartac
Cameras Tasks Conker Audio Devices Livelpdate:
$ A 8 & 8B @
Systarm Taskbar and  Uer Secounks  WildTangert Wirsdowes Wirdows
Shart Merw Control Panel  CardSpace Firewal
- 7 3
@& < 3
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c) Click on Network Connections. The Network Connections window will open.

" Network Connections fz”i [g|
| He Edt Yew Favorkes Toos Advaxced Hep ar

QMr ) i 7 j.'“.‘-s“da i Folders | [T31]-

 Address |G Network Connections V.G"
#  LAM or High-Speed Internet

] Create s new
Conneckion

£ Setup a home or small
office network:

@ Change Windows

Firewall sattings

W Disable this network
device

=) Rename this connection

Change sattings of this
conneckion

d) Click on Local Area Connection. The Local Area Connection Properties window will open.

—+- Local Area Connection Properties

General | Advanced |

Connect using:
B8 3Com 3C920 Integrated Fast Etherne |

This connection uses the following items:

[ J® a5 Packet Scheduler A
[v] %= Metwork Monitor Driver
Internet Pratacal [TCRAP)

w
< |
Description

Tranzmizzion Control Protocol/Intemet Frotocol, The default
wide area network protocol that provides communication
acioss diverse interconnected networks,

Show icon in notification area when cornected
Matify me when thiz connection haz limited or no connechivigg

[ Ok J[ Cancel J

e) Scroll down and select Internet Protocol (TCP/IP).

f)  Click the Properties button. The Internet Protocol (TCP/IP) Properties window will open.
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g) Make a note of the existing settings. These will need to be restored at the end of the VRCNX-R

configuration process to return the PC to its usual settings.

Internet Protocol (TCP/IP) Properties

General

“'ou can get IP sethings assigned automatically if your network zupports
thiz capability. Othenwize, pou need to azk pour network, adminiztrator for
the appropriate P zettings.

(7) Obtain an IP address automatically
() Uze the fallowing IP address:

IP address: | 192 . 168 . 165 . 200 |

Subnet mask: | 255 .255.285. 0 |

Drefault gateway: | . . . |

Obtain DMS server address automatically
(#) Uszg the fallowing DNS server addresses:
Preferred DMS server: | . . . |

flternate DMNS zervern | . . . |

[ Ok ][ Cancel ]

h) Click on the Use the following IP address button.
i) Enter 192.168.168.200 into the IP address field.
j) Enter 255.255.255.0 into the Subnet mask field.

k) Click on the OK button. The window will close. The PC's network settings are now compatible with the

default VRCNX-R IP address (Default IP address is 192.168.168.249).
3 Open a web browser.
4  Goto http://192.168.168.249 -- the IP Configuration window will open.

= SRI IP Configuration

EEX

& @ v €] htto:f/192.168. 165. 245/ v|[4{[ %] | |R |-

File Edit View Favorites Tools Help

Go 3[6‘ v“f.'Search'“@' l#' » Q)' ‘hyacin‘..v

- —r 1 = = »
W [gg‘-}gsmmm... X ‘@SRIIPCO... f - B - ®h - [ZhPage v Gk Tools ~

Click the button to display SRI IP Configuration

JPone Eﬂ Q Internet

® 100% ~
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5 Click on the Display button, the VRCNX-R IP Configuration GUI window will open.

GUI section for additional details.

Please click Update button after making a change

Board [P Settings
Hostname SRI-01-454

DHCP
@ Static
IP Settings

[P Address
Subnet mask

10.10.85.253
255.255.0.0

Default gateway 10.10.0.1

Obtain DNS Server Address Automatically
@ Mamally Configure DNS Server Address
DNS Server Address Setting

Primary DNS

10.10.100.100

Secondary DNS 10.10.100.102

V| Enable Ether Link Auto Negotiation

CIM IP Address Setting

IP Address or Hostname 10.10.50.3

Port Number

VSRC Lock (Relay 1) Configuration

Comm_ Failure
@ Retain State
Unlocked
Locked

[ Update ” Display |

6 Click on the Static IP button.

Power On
Unlocked
@ Locked

See the Configuration

a) Enter new IP address into the IP address field. Consult with network technicians to get an address that is

compatible with the existing network.

b) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address

that is compatible with the existing network.

c) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an

address that is compatible with the existing network.

7 Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).

a) Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians
to get an address that is compatible with the existing network.

b) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to
get an address that is compatible with the existing network.

8 Inthe CIM IP Address Setting section at the IP Address or Hostname field either:

A Enter the IP address of the CIM
or

A If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.
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9 Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section. The
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches
the port entered in this screen.

10 Click on the Update button. Make a note of the IP address as it will be used by SMS to communicate with the
VRCNX-R.

11 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC).

The IP address of the VRCNX-R has been set.

DHCP Configuration

Configuring the VRCNX-R to DHCP is possible but the different methods required, depending on network
architecture, are beyond the scope of this manual. Contact Technical Support for help with DHCP configuration.

WARNING: If Controller IP addresses change, the system will not be aware of it until the DNS cache refreshes.
Also, the CIM will need to be restarted in order for it to resolve the new IP address. During the time that the
cache has not refreshed and the CIM has not been restarted, the system may run incorrectly.

GUI (Graphic User Interface)

Please click Update button after making a change

Board [P Settings
Hostname SRI-01-454

DHCP
@ Static
IP Settings

IP Address 10.10.85.253
Subnet mask  255.255.0.0
Default gateway 10.10.0.1
Obtain DNS Server Address Automatically

@ Mamally Configure DNS Server Address
DNS Server Address Setting

Primary DNS 10.10.100.100
Secondary DNS 10.10.100.102
V| Enable Ether Link Auto Negotiation

CIM IP Address Setting
[P Address or Hostname 10.10.50.3

Port Number 3001

VSRC Lock (Relay 1) Configuration
Comm. Failure

@ Retain State Power On
- Unlocked
Unlocked o Locked
Locked ocks

Update ” Display
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Hostname - This displays the name of the specific VRCNX-R. The name is in a standard format of SRI-02-XXX.
A SRI - Smart Reader Interface
A 02 - The designation for an VSRC/VRCNX-R
A XXX - The serial number of the specific VRCNX-R (in the above example the serial number is 454).

The Host Name is used to access and setup the VRCNX-R using Dynamic DNS in conjunction with DHCP. Consult
with network technicians for details on setting up your network in this manner.

DHCP - This setting sets up the VRCNX-R to use a DHCP server on your network (use only if you have a DHCP
server on the network). Vanderbilt recommends utilizing static IP addressing or DHCP reservations for controllers.
If the controller IP address changes there will be a loss of controller communications until the new IP address is
recognized by the CIM.

Static - This setting forces the VRCNX-R to use a static IP address.

IP Settings

A IP Address

A When in Static mode, this is where you set the VRCNX-R's IP address.

A When in DHCP mode, displays the IP address configured by the DHCP server.
A Subnet Mask

A When in Static mode, this is where you set the VRCNX-R's subnet mask.

A When in DHCP mode, displays the subnet mask configured by the DHCP server.
A Default Gateway

A When in Static mode, this is where you set the default gateway.

A When in DHCP mode, displays the default gateway configured by the DHCP server.

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server
IP addresses.

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.

DNS Server Address Setting
A Primary DNS
A When Manually entered, this is where you enter the Primary DNS address.
A When Automatically obtained, displays the Primary DNS chosen by the DHCP server.
A Secondary DNS
A When Manually entered, this is where you enter the Secondary DNS address.

A When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.
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Enable Ether Link Auto Negotiation - The VRCNX-R is capable of communication speeds of either 10 or 100
Base-T and, with this option enabled, can switch between the two speeds if necessary. Enabled this option to allow
the VRCNX-R to automatically detect and use the communication speed of the switch it is connected to.

Note: This option is not available on older model VRCNX-Rs. If this option does not show in the GUI then the
VRCNX-R will only communicate at 10Base-T.

CIM IP Address Setting

A IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using
DNS the Fully Qualified Domain Name (FQDN) of the CIM should be entered here

A Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT
technician. Verify that the controller definitions matches the port entered on this screen.

VSRC Lock (Relay 1) Configuration i Not used with VRCNX-R. Only used when configuring VSRC.

VRCNX-R Device Configuration

The VRCNX-R has 2 channels for devices and can support up to 16 devices (8 devices of the same protocol per
channel). Each channel on the VRCNX-R can only support devices of the same protocol.

There are four types of protocol being used by devices:

A SMS Protocol - VRINX, VIONX-8, HC11 Reader Interface, SRINX (Legacy) and SIONX-24 (Legacy)
A SMS-M Protocol i VRI-1, VRI-2, VI-16IN and VI-160

A Aperio Protocol - Assa Abloy Aperio AH30 RS-485 hub; IN100, K100, KS100, M100 and PR100 wireless
locks

A F-Series Protocol - Schlage AD-Series Locks, Schlage VIP with F-protocol (old VIP Protocol not supported)
and Schlage WAPM

When connecting devices to the VRCNX-R it is important to make sure that only devices of the same protocol are
put on the same channel.

A Channel 2 on the VRCNX-R (J4 through J7) can be used to connect F protocol devices, SMS protocol devices,
SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing protocols
on one channel causes conflicts with the devices.

A Channel 3 on the VRCNX-RO (J8 through J11) can be used to connect F protocol devices, SMS protocol
devices, SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing
protocols on one channel causes conflicts with the devices.

Channel 3 on the VRCNX-R1 (38 through J11) can be used to connect SMS protocol devices only.
A Channel 3 on the VRCNX-R2 (J8 through J11) can be used to connect SMS protocol devices only.

>
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VRCNX-R Pin Layout
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A

The VRCNX-R is made of up of a Controller Board and the VRCNX-R back-board.

layout which is described below.

VRCNX-R Pin Functions

J1 - Power source wiring for connected devices. This is where the power supply is connected to the VRCNX-R to
supply power to devices connected to J4 through J11. (This is optional as the devices can be powered locally.)

A Dev Gnd is Ground
A Dev PWR is Power

J2 - Power source wiring for on board VSRC and VIONX-8(s). This is where the power supply is connected to the

VRCNX-R to supply power to the on board VSRC and VIONX-8 (if included).

A Gndis Ground
A PWR is Power

In addition, the VRCNX-R1 has
one VIONX-8 board and an VRCNX-R2 has two VIONX-8 boards. Each of these components has a different pin

J4 through J7 - Communication and power for channel 2 devices. Receives power from J1.

A Pin1is Ground
A Pin 2is not used
A Pin 3is not used
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A PindisB
A Pin5isA
A Pin 6 is Power

J8 through J11 - Communication and power for channel 3 devices. Receives power from J1.

A Pin 1is Ground
A Pin 2is not used
A Pin 3is not used
A Pin4isB
A Pin5isA

A Pin 6 is Power

P1A - Power source connection and data connection for channel 2 to the VSRC. This is where the onboard VSRC
receives power and channel 2 communication from the VRCNX-R.

A GND connects to GND on P1 of the VSRC
A B connects to TXB on P1 of the VSRC
A A connects to RXA on P1 of the VSRC
A PWR connects to PWR on P1 of the VSRC

P2A - Data connection for channel 3 to the VSRC. This is where the onboard VSRC receives channel 3
communication from the VRCNX-R.

A CLK connects to CLK on P2 of the VSRC
A DAT connects to DAT on P2 of the VSRC

P6A - Power source and data connection to the first VIONX-8. This is where the first onboard VIONX-8 receives
power and communication from the VRCNX-R.

A GND connects to GND on P6 of the VIONX-8
A B connects to B on P6 of the VIONX-8
A A connects to A on P6 of the VIONX-8
A PWR connects to PWR on P6 of the VIONX-8

P6B - Power source and data connection to the second VIONX-8. This is where the second onboard VIONX-8
receives power and communication from the VRCNX-R.

A GND connects to GND on P6 of the VIONX-8
A B connects to B on P6 of the VIONX-8
A A connects to A on P6 of the VIONX-8
A PWR connects to PWR on P6 of the VIONX-8

Controller Pin Functions

P1 - Power source connection and data connection for channel 2 to the VRCNX-R. This is where the onboard VSRC
receives power and channel 2 communication from the VRCNX-R.

A GND connects to GND on P1A of the VRCNX-R
A B connects to TXB on P1A of the VRCNX-R

A A connects to RXA on P1A of the VRCNX-R

A PWR connects to PWR P1A of the VRCNX-R
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P2 - Data connection for channel 3 to the VRCNX-R. This is where the onboard VSRC receives channel 3
communication from the VRCNX-R.

A
A

CLK connects to CLK on P2A of the VRCNX-R
DAT connects to DAT on P2A of the VRCNX-R

P7 - Tamper switch. This is where a tamper switch is connected to the VSRC (for the whole VRCNX-R).

A
A

Pin 1 (GND) is Ground
Pin 2 (SWT) - Normally Closed

W9 - Used to determine the type of VRCNX-R (RO, R1 or R2) and to disable network communication. .

A

Pins 1 & 2 - Enable/Disable: Onboard web server (Configuration GUI), Telnet, Ping and Discovery
protocol. Enabled by default. If jumpered together, the onboard web server (GUI), Telnet, Ping and
Discovery protocol are disabled. If disabled then the VSRC cannot be reached via the GUI, Telnet, Ping
or the Discovery and Configuration Tool.

Pins 3 & 4 - Not used at this time.

Pin 5 & 6 and 7 & 8 - Different jumper configurations determine what type of VRCNX-R this is (RO, R1 or
R2). See the chart below for details.

R2 On Off

Warning: Vanderbilt recommends Jumpering W9 Pins 1 & Pin 2 together to DISABLE the onboard web server,
telnet, ping, and discovery protocol after installation and configuration. Leaving them enabled could allow
unauthorized access to the controller.

Pins Left at Default

The below pins should be left at their default settings:

A

> > > >

W1/W3 - Used to set the Host communication protocol. Default W1: 2&3 Default W3: 1&2
W2 - Used for RS485 termination (Reader Interface Termination). Default: 2&3

W5/W?7 - Sets communication protocol. Default W5: 3&4 Default W7 3&4

W6 - Used for RS485 termination (Controller Board Termination). Default 2&3

W38 - Used to set Magstripe data signal for negative or positive. Default 1&2

Pins Not Used

The below pins are not used on the VSRC (when connected to an VRCNX-R):

A

> > >

P4
P3
P5/P6
w4
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VIONX-8 Pin Functions

Note: There can be up to two VIONX-8 boards onboard the VRCNX-R. The below pin functions are broken up into
first and second VIONX-8s for clarity.

First VIONX-8 (left side)

P6 - Power source and data connection to the VRCNX-R. This is where the onboard VIONX-8 receives power and
communication from the VRCNX-R.

A GND connects to GND on P6A of the VRCNX-R
A B connects to B on P6A of the VRCNX-R

A A connects to A on P6A of the VRCNX-R

A PWR connects to PWR P6A of the VRCNX-R

P1 - Contact inputs. Each contact input can support two contacts, each with its own ground.

A Pin 1is Ground
A Pin 2is Contact 1
A Pin3is Ground
A Pin 4 is Contact 2
P2 - Contact inputs. Each contact input can support two contacts, each with its own ground.
A Pin1is Ground
A Pin 2is Contact 3
A Pin 3is Ground
A Pin4is Contact 4
P3 - Contact inputs. Each contact input can support two contacts, each with its own ground.
A Pin1is Ground
A Pin2is Contact 5
A Pin3is Ground
A Pin4is Contact 6
P4 - Contact inputs. Each contact input can support two contacts, each with its own ground.
A Pin1is Ground
A Pin 2is Contact 7
A Pin3is Ground
A Pin4is Contact 8

P8 - Relay Output 1. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common
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P9 - Relay Output 2. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P10 - Relay Output 3. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P11 - Relay Output 4. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P12 - Relay Output 5. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P13 - Relay Output 6. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin1- Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P14 - Relay Output 7. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin1- Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P15 - Relay Output 8. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common
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SW1 - Hardware Reset Switch. The Reset Switch clears all the memory on the VIONX-8. Press the reset switch for
3 seconds to clear the memory.

SW2 - Software Reset Switch. Recommended for factory use only.

Note: Make sure that there is power on VIONX-8 (P6 or P7) when pressing reset switches.

Warning: Do not press reset switch unless instructed by the factory representative.

W3 - VIONX-8 Addressing. The address is preset and should not be altered.
Default is address 15 -- Jumpers on 1 & 2.

Second VIONX-8 (right side)

P6 - Power source and data connection to the VRCNX-R. This is where the onboard VIONX-8 receives power and
communication from the VRCNX-R.

A
A
A
A

GND connects to GND on P6B of the VRCNX-R
B connects to B on P6B of the VRCNX-R

A connects to A on P6B of the VRCNX-R

PWR connects to PWR P6B of the VRCNX-R

P1 - Contact inputs. Each contact input can support two contacts, each with its own ground.

A
A
A
A

Pin 1 is Ground
Pin 2 is Contact 9
Pin 3 is Ground
Pin 4 is Contact 10

P2 - Contact inputs. Each contact input can support two contacts, each with its own ground.

A
A
A
A

Pin 1 is Ground
Pin 2 is Contact 11
Pin 3 is Ground
Pin 4 is Contact 12

P3 - Contact inputs. Each contact input can support two contacts, each with its own ground.

A
A
A
A

Pin 1 is Ground
Pin 2 is Contact 13
Pin 3 is Ground
Pin 4 is Contact 14

P4 - Contact inputs. Each contact input can support two contacts, each with its own ground.

A

A
A
A

Pin 1 is Ground
Pin 2 is Contact 15
Pin 3 is Ground
Pin 4 is Contact 16
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P8 - Relay Output 9. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P9 - Relay Output 10. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P10 - Relay Output 11. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P11 - Relay Output 12. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed
A Pin 3 - Common

P12 - Relay Output 13. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin1- Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P13 - Relay Output 14. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin1- Normally Open
A Pin 2 - Normally Closed
A Pin 3 - Common

P14 - Relay Output 15. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed
A Pin3-Common

P15 - Relay Output 16. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common
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SW1 - Hardware Reset Switch. The Reset Switch clears all the memory on the VIONX-8. Press the reset switch for
3 seconds to clear the memory.

SW2 - Software Reset Switch. Recommended for factory use only.

Note: Make sure that there is power on VIONX-8 (P6 or P7) when pressing reset switches.

Warning: Do not press reset switch unless instructed by the factory representative.

W3 - VIONX-8 Addressing. The address is preset and should not be altered.
Default is address 16 - Jumpers on: None.

Pins Not Used
P7
P5
W1

J2
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Connecting to CIM

There is no direct connection between the VRCNX-R and the CIM. To connect, they need to be on the same network
and the proper IP address of the VRCNX-R needs to be entered when setting up the VRCNX-R in SMS. In addition,
a data surge protector needs to be installed between the VRCNX-R and the hub or switch. Install the supplied data
surge protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a

power supply connecting to J2 on the VRCNX-R.
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Installing Diode for Lock Wiring - Relay

If installing an VRCNX-R1/2 a diode is supplied with the system which should be fitted across 12VDC or 24VDC and
COM of the VIONX-8 to protect the relay contacts.

[z v o o [ [ vionxes
CEEAETe

BLACK
7 | ELECTRIC DOOR LOCK
RED J;’ FAIL-SECURE WIRING SHOWN
DIQDE
s
UL LISTED POWER LIMITED [~ T20VAC
LOCK POWER SUPPLY
24VDC

The lock is wired across 12VDC or 24VDC and COM. A OV link to COM is then required to complete the circuit. This
will be wired to NO or NC depending on lock type: Fail Safe / Fail Secure. (Above diagram is of Fail Secure).
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CHAPTER 3

VRCNX-M
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Reader Controller

Overview

The VRCNX-M Reader Controller is an intelligent device based on a Mercury EP4502 controller that can be paired
with v6.0.2 and newer Vanderbilt Security Management System (SMS) Enterprise software installations. The
VRCNX-M can have up to two VIONX-8 devices attached to it if contacts and/or relays are required; these onboard
VIONX-8 devices do not contribute to the total humber of devices that can be connected to the VRCNX-M.
Alternately, the VRCNX-M can also have 1 x VI-16IN and 1 x VI-160 I/0O modules connected to provide onboard
contacts and relays which do not contribute to the total number of connected devices. The VRCNX-M is an
independently programmable device which is capable of making decisions and storing history at the local level
(Enhanced Offline Mode) if communication is lost.



Chapter 3 VRCNM 61

The VRCNX-M has four different software defined types depending on the contacts and relays devices associated
with the board: VRCNX-M0O, VRCNX-M1, VRCNX-M2 and VRCNX-M3.

A VRCNX-MO: no contacts or relays

A VRCNX-M1: one VIONX-8 mounted onboard providing up to 8 contacts and 8 relays

A VRCNX-M2: two VIONX-8s mounted onboard providing up to 16 contacts and 16 relays

A VRCNX-M3: 1 x VI-16IN and 1 x VI-160 connected to Channel 3 providing up to 16 contacts and 16 relays

Note: In this chapter VRCNX-M refers to all four model types. The specific model will be referenced only when the
model type affects set up or configuration. If either a VRCNX-M1 or a VRCNX-M2 will work in the configuration, then
it will be referred to as VRCNX-M1/M2.

Highlights
A Communicates to the server (installed with Vanderbilt SMS software) via network protocol at 10/100 Base-T

A Powered locally by a 12VDC Rated UL294 Listed Power-Limited Power Supply, capable of 4 hours standby
power

A Flashable firmware

A Capable of running in Enhanced Offline Mode, allowing local decision making if communication fails between
the VRCNX-M and the network

Can be used with a multitude of Vanderbilt SMS communication devices including the Vanderbilt reader interface
modules (VRINX, VRI-1 and VRI-2) which support read head technologies including Proximity, Magnetic Stripe,
Wiegand, Barium Ferrite, bar code, smart card, biometric, keypad and other SMS compatible access control devices

Features

For all VRCNX-M varieties:
A 16 device capacity (compatible devices include: VRINX, VRI-1, VRI-2, VIONX-8, VI-16IN, VI-160, SIONX-24
and other SMS compatible access control devices)

A Enhanced Offline Mode provides persistent copy of downloaded Access Records used for local Access
decisions during loss of network connection

A Enhanced Offline Mode storage of up to 20,000 Transactions and 5,000 Alarms to nonvolatile memory
(survives power cycle)

A Communicates with CIM via network protocol at 10/100 Base-T
A DNS Compatible

For VRCNX-M1:

A 8 supervised or unsupervised Contact Inputs
A 8 Relay Outputs

For VRCNX-M2/Ma3:

A 16 supervised or unsupervised Contact Inputs
A 16 Relay Outputs

Configuration Guidelines

A All VRCNX-M Reader Controllers have 2 communication channels (channels 2 and 3). Each channel will
support 8 devices for a total of 16 devices. Only devices of the same protocol (either SMS protocol, SMS-M
protocol, F-series protocol or Aperio Protocol) may be connected to an individual channel.

A The VRCNX-M1 and the VRCNX-M2 can only have SMS protocol devices connected to channel 3.
A The VRCNX-M3 can only have SMS-M protocol devices connected to channel 3.
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A

A

Vanderbilt devices that may be connected to a VRCNX-M: VRINX, VIONX-8 and SIONX-24 (SMS protocol);
VI-1, VI-2, VI-16IN and VI-160 (SMS-M protocol).

Other devices that may be connected to a VRCNX-M: Schlage wireless PIM-485, PIM-400, AD-300 and
Schlage VIP Locks (with F-series protocol); Aperio AH-30 hub (Aperio Protocol) with up to 16 supported Aperio
Wireless Locks (up to 8 Aperio wireless locks per AH-30 hub).

The number after the VRCNX-RX designates I/O modulus connected to the VRCNX-M. The VRCNX-MO0 has
none, the VRCNX-M1 has one VIONX-8 onboard, VRCNX-M2 has two VIONX-8 onboard and the VRCNX-
M3 has one VI-16IN and one VI-160 connected. These I/O modules do not count toward the total number of
devices that can be connected to the VRCNX-M.

There is no Main/Satellite configuration for the VRCNX-M. Each VRCNX-M is a stand-alone controller.

The 2 Wiegand readers mounted onboard the Mercury EP4502 controller are not currently supported.

Specifications

A

> > > >

Board Dimensions-9-3/ 40 H /R 013 201D (board only)
Power Requirements - 12VDC to 24VDC

Power Consumption - (excluding peripheral devices) 300 mA

Ambient Temperature - 0° to 49° C or 32° to 120° F

Humidity - 10% to 85%

VRCNX-M Enclosure

VRCNX-M Enclosure - An enclosure with a hinged door is included for each VRCNX-M.

Features

A

A
A
A

Metal enclosure with hinged door

The enclosure is provided with a lock and key

The enclosure is outfitted with a tamper switch

Encl osure Dimensi3dns: 170 x 1706 x 2

Environmental Conditions

A Ambient Temperature - 0° to 49° C or 32° to 120° F

A The room must be dust free and clean

A Mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall covering i.e.
sheetrock

A Mount the cabinet in a secure, but generally accessible location

Mounting

A Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring. It is recommended
that this is done before mounting the enclosure to the wall.

A A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

A Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four

1/406 x 10 |l ag bolts.
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VRCNX-M IP Configuration

The IP address of the VRCNX-M has to be configured so that it can communicate with the CIM. Configuration should
occur after the VRCNX-M has been fully installed. Below are detailed instructions on how to configure the VRCNX-
M with a Static IP address. DHCP configuration is possible, but not recommended.

Note: Communication is at 10/100 Base-T

Static IP and DNS Configuration

DNS Configuration

VRCNX-M controllers are DNS Compatible. Configuring a DNS Server is beyond the scope of this manual; a network
technician should be contacted to set up the DNS Server. The directions below give details for Static IP setup with
and without DNS. See the DHCP Configuration section for DHCP setup.

Follow the steps below to configure the static IP of the VRCNX-M.

1 Connect a PC with a web browser to the VRCNX-M.

A Direct Connection - Using a cross-over cable, the reader controller can be connected directly to the
network card of the PC.

A Network Connection - Using a regular network cable, the reader controller can be connected to a hub or
switch that is on the same network as the PC.

2  Configure the PC's network settings to communicate with the VRCNX-M

a) Click on the Start button.
b) Click on Control Panel. The Control Panel window will open.

B Control Panel El@"’g
i B Ed jew Favortes ook eb i
) © - (¥ Psewch [ ok | [3]-

i Address [} Control Panel v' Go

R" Cantrol Panel £ 6’ § \E "ﬁ; ﬁ Q@

n(casdﬂ‘r Add Hardware Md o Mmath-s

2 % v d
e

-~

B Switch to Category View

See Also

R windows Update

gi

Controllers Manager

InterBase
&) Help and Support t
@ @ = & D
Iriterret Java Keyboarnd Mad Mouse [r
Cptions (T . 3
) L H o B e
Network Setup  Phore and  Power Options Pmt.ers and Program  Regional and
Wizard L P Updates  Larguage ..,
S 2 0 % ¥ e
Scanrers and Scheddsd Security Spewch Symmarkec
Camaras Conker m lems Livelpdat e
¥ &4 8 & 8 @
System Taskbar and  User Accounts WildTangent ‘Wirdoves
Shart Merw Control Panal  CardSpace Firewal
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c) Click on Network Connections. The Network Connections window will open.

" Network Connections fz”i [g|
Fle Edt Yew Favortes ook Advapced Help ar

QMr ) i 7 j.'“.‘-s“da i Folders | [T31]-

 Address |G Network Connections V.G"
#  LAM or High-Speed Internet

] Create s new
Conneckion

£ Setup a home or small
office network:

@ Change Windows

Firewall sattings

W Disable this network
device

=) Rename this connection

Change sattings of this
conneckion

d) Click on Local Area Connection. The Local Area Connection Properties window will open.

—+- Local Area Connection Properties

General | Advanced |

Connect using:
| B8 3Com 3C920 Integrated Fast Etherne ‘

This connection uses the fallawing items:

[ =005 Packet Scheduler A
W] == Netwark Moritor Driver

"/ |nternet Protocol (TCP/IP)

v
< | L
Deszcription

Trangmizzion Control Protocal/lntermet Pratocol. The default
wide area netwlnrk protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Maotify me when thiz connection hags limited or no connectivity

[ oK J[ Cancel J

e) Scroll down and select Internet Protocol (TCP/IP).

f)  Click the Properties button. The Internet Protocol (TCP/IP) Properties window will open.
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g) Make a note of the existing settings. These will need to be restored at the end of the VRCNX-M
configuration process to return the PC to its usual settings.

Internet Protocol (TCP/IP) Properties

General

‘r'ou can get |P settings assigned automatically if your nebwark supports
thiz capability. Othenwise, you need to ask your netwark. administrator for
the appropriate [P settings.

(O) Obtain an IP address automatically
(3 Use the following IP address:

1P address: 192 168 . 168 . 200
Subnet mask: 285,285 .28, 0

Obtain DMS zerver address automatically

() Use the following DNS server addresses:

FEreferred DNS zerver: l:l

Altermate DHS server:

I OF, H Cancel ]

h) Click on the Use the following IP address button.
i) Enter 192.168.168.200 into the IP address field.
i) Enter 255.255.255.0 into the Subnet mask field.

k) Click on the OK button. The window will close. The PC's network settings are now compatible with the
default VRCNX-M IP address (Default IP address is 192.168.168.249).

3 Open a web browser.

4 Navigate to https://192.168.168.249 i the VRCNX-M controllers use a self-signed certificate for SSL
communications,so you may see the warningdg sbeMedvmdcasilie coritrollérCont i nue
login page.

@ https://10.10.85.252/ (& Centificate Error: Mavigation...

x %Cumeﬂ A Selecl

|© There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate al
The security certificate presented by this website was issued for a different website's addr

Security certificate problems may indicate an attempt to fool you or intercept any data yc
server.

We recommend that you close this webpage and do not continue to this website.
W Click here to close this webpage.

@‘ Continue to this website (not recommended).

= More information
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5 Ent 8MSAdmind f or the user name and

\VVANDERBILT

SMS Configuration

Username Password

Change Password

a The ASECAdminldo password is only wvalid on

shipments from Vanderbilt after 7/8/2020.

b) On initial login the following message will be displayed:

SMS Configuration

c) You are required to enter a new, complex password.
d) Click Log in and provide the default credentials again.

e) Click Change Password.

i SECAdoginn 10

f

t

or

he

t

he

first

pass
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f)  Enter and confirm the new password at the dialog below.

SMS Configuration

New password requirements:
Between 8-32 characters long
At least one lower case letter (a-z)
At least one upper case letter (A-Z)
At least one number (0-9)
At least one of these characters: 1@ #3$ %~ *()_+{}];"'

Must NOT contain any of the following characters: & =[] <>-\"~"

New Password One more time

Cancel

g) SelectLog in to continue.

SMS Configuration

Success!

Please record your new password in a safe
location for future use.

h) Select Log in again to continue after successful password reset.

Forgotten Password Recovery Will Require Contacting Vanderbilt Technical Support
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6

7

10

11

12

The Main Settings screen will display.

2 IP Configuration

% @Convert + [ Select

Main Settings Card Formats

Diagnostics

Board IP Setitings

QESERY vsMs-10226353 |
® DHCP
O Static
IP Settings
IP Address
Subnet mask
Default gateway

® Obtain DNS Server Address Automatically
O Manually Configure DNS Server Address

DNS Server Address Setting———
Primary DNS
Secondary DNS

IP Address or Hostname glURQE:R}]

Options

© DO/D1 (WIE)
® ZTRIM
® T2FEMT (MAG)
® BIDIR

® MR-20

® HID 4-bit
QO Indala 8-bit
® MR20NT

® 9600

® 19200
0O 38400
® 115200

O Generic 1-W

® FMT14

® 2-Wire

® Dorado-780 2-W

O Normal
® Inverted

® 2400
® 9600
® 19200
0 38400
® 115200

Port Number

CIM IP Address Setting
(

Click on the Static IP button.

a) Enter new IP address into the IP address field. Consult with network technicians to get an address that is
compatible with the existing network.

b) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address
that is compatible with the existing network.

c) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an
address that is compatible with the existing network.

Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).

a) Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians
to get an address that is compatible with the existing network.

b) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to
get an address that is compatible with the existing network.

In the CIM IP Address Setting section at the IP Address or Hostname field either:

A Enter the IP address of the CIM
or

A If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.

Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section. The
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches
the port entered in this screen.

Click Save Main Settings. Make a note of the IP address as it will be used by SMS to communicate with the
VRCNX-M.

Restore the network settings on the PC (follow step 2 above to access the network settings of the PC).
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The IP address of the VRCNX-M has been set.

DHCP Configuration

Configuring the VRCNX-M to DHCP is possible but the different methods required, depending on network
architecture, are beyond the scope of this manual. Contact Technical Support for help with DHCP configuration.

WARNING: If Controller IP address changes, the system will not be aware of it until the DNS cache refreshes.
The CIM will need to be restarted in order for it to resolve the new IP address. During the time that the cache has
not refreshed and the CIM has not been restarted, the system may not operate correctly.

GUI (Graphical User Interface)

Main Settings

e > & £ IP Configuration
x @ Convert ~ [ Select

Main Settings Card Formats Diagnostics Options

Board IP Settings —————

Hostname —
® DHCP
o Static O DO/D1 (WIE) O Generic 1-W
IP Seffings—— ® ZTRIM ® FMT14
® T2FMT (MAG) ® 2. Wire
PRl ® BIDIR ® Dorado-780 2-W
Subnet mask

Defaull gateway

® Obtain DNS Server Address Automatically ® MR-20
O Manually Configure DNS Server Address ® HID 4-bit O Normal

DNS Server Address Setting——— O Indala 8-bit ® Inverted
Primary DNS
Secondary DNS

® 2400
® 9600 ® 9600
® 19200 ® 19200

CIM IP Address Sefting——— O 38400 o 38400
IP Address or Hostname ® 115200 ® 115200
Port Number

Hostname - This displays the name of the specific VRCNX-M. The name is in a standard format of VSMS-
XXXXXXXX.

A VSMS - Mercury EP4502 Based Reader Controller

A XXXXXXXX - The serial number of the specific VRCNX-M (in the above example the serial number is
10226353).

The Host Name is used to access and setup the VRCNX-M using Dynamic DNS in conjunction with DHCP. Consult
with network technicians for details on setting up your network in this manner.
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DHCP - This setting sets up the VRCNX-M to use a DHCP server on your network (use only if you have a DHCP
server on the network). Vanderhilt recommends utilizing static IP addressing or DHCP reservations for controllers.
If the controller IP address changes, there will be a loss of controller communications until the new IP address is
recognized by the CIM.

Static - This setting forces the VRCNX-M to use a static IP address.

IP Settings

A IP Address

A When in Static mode, this is where you set the VRCNX-M's IP address.

A When in DHCP mode, displays the IP address configured by the DHCP server.
A Subnet Mask

A When in Static mode, this is where you set the VRCNX-M's subnet mask.

A When in DHCP mode, displays the subnet mask configured by the DHCP server.
A Default Gateway

A When in Static mode, this is where you set the default gateway.

A When in DHCP mode, displays the default gateway configured by the DHCP server.

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server
IP addresses.

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.

DNS Server Address Setting
A Primary DNS
A When Manually entered, this is where you enter the Primary DNS address.
A When Automatically obtained, displays the Primary DNS chosen by the DHCP server.
A Secondary DNS
A When Manually entered, this is where you enter the Secondary DNS address.

A When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.
CIM IP Address Setting

A IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using
DNS the Fully Qualified Domain Name (FQDN) of the CIM should be entered here

A Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT
technician. Verify that the controller definitions match the port entered on this screen.



Chapter 3 VRCNM 71

Card Formats

@ IP Configuration

% @ Convert = [ Select

Main Settings Diagnostics Options

SMS-M Device Offline Card Format Setting

Site Code 25 Site Code

Set3—MMM M Set4——
Card Fc:rmat Card Fc:rmat
Site Code Site Code

( Card Format (Lard Format —

T T T YT Y Y Y Y Y Y Y

Site Code Site Code

T S ——— Setb—————————————
( Card Format _ libard Format _

= ceon

Setli Set8
Use this page to configure up to 8 Card Formats and Site Codes that will be active during Degraded Mode (the

VRCNX-M has lost communication to the CIM and is loading the Enhanced Offline Access database from the
last CIM connection).
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Diagnostics

(& Diagnostics

Main Settings Card Formats Options

Select a command and click the 'Submit’ button:

System ® Reader ® Time Zone
Clock ® Relay ® Area
Holiday ® Contact L e
SiteCode ® Badge ® Schedule

and an optioal paramete.

Use this page to display additional detailed information regarding the VRCNX-M and data currently residing in
memory. Use this page as directed by Vanderbilt Technical Support.

Options

& Options

x @ Convert

Main Settings Card Formats Diagnostics About Log out

Options

7 Select

Session Length (minutes):

Use to set the session inactivity timeout.
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About

IS

% @ Convert ~ [B0)Select

Main Settings Card Formats Diagnostics Options

SMS-M Major Application Version:

Board Serial # —— "SN-06-102263537

rootfs —- SMS-M tfs ¥5.64 — Eval 0000

ulmage -- Linux MS-10226353 3.10.4 $413 Thu Mar 17 13:18:30 EDT 2016 (VI Build $014) armvS5tejl GNU/Linux
autodscy —— D: and Config Service Version 2.2.6
smsc -— V660X-Eval.0000 (Mar 17 2016 13:06:30)

This page displays detailed information regarding the firmware loaded on the controller.

VRCNX-M Device Configuration

The VRCNX-M has 2 channels for devices and can support up to 16 devices (8 devices of the same protocol per
channel). Each channel on the VRCNX-M can only support devices of the same protocol.

There are four types of protocol being used by devices:

A
A
A

A

SMS Protocol i VRINX, VIONX-8, SRINX (Legacy) and SIONX-24 (Legacy)
SMS-M Protocol i VR-1, VRI-2, VI-16IN and VI-160

Aperio Protocol i Assa Abloy Aperio AH30 RS-485 hub; A100 Narrow, IN100, K100, KS100, M100 and
PR100 wireless locks

F-Series Protocol i Schlage AD-Series Locks, Schlage VIP with F-protocol (old VIP Protocol not
supported), Schlage WAPM

When connecting devices to the VRCNX-M it is important to make sure that only devices of the same protocol are
put on the same channel.

A

p>N

Channel 2 on the VRCNX-M (J4 through J7) can be used to connect F protocol devices, SMS protocol devices,
SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing protocols
on one channel causes conflicts with the devices.

Channel 3 on the VRCNX-MO (J8 through J11) can be used to connect F protocol devices, SMS protocol
devices, SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing
protocols on one channel causes conflicts with the devices.

Channel 3 on the VRCNX-M1 (38 through J11) can be used to connect SMS protocol devices only.
Channel 3 on the VRCNX-M2 (J8 through J11) can be used to connect SMS protocol devices only.
Channel 3 on the VRCNX-M3 (J8 through J11) can be used to connect SMS-M protocol devices only.
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VRCNX-M Pin Layout
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The VRCNX-M is made of up of a Controller Board and the VRCNX-R back-board. In addition, the VRCNX-M1
software configuration has one VIONX-8 board and an VRCNX-M2 has two VIONX-8 boards. The VRCNX-M3 has
one VRI-16IN and one VRI-160 connected. Each of these configurations has a different pin layout which is described
below.

VRCNX-M Pin Functions

J1 - Power source wiring for connected devices. This is where the power supply is connected to the VRCNX-M to
supply power to devices connected to J4 through J11 (optional as the devices can be powered locally).

A Dev Gnd is Ground

A Dev PWR is Power

J2 - Power source wiring for the backplane mounted VSRC-M and VIONX-8(s). This is where the power supply is
connected to the VRCNX-M to supply power to the backplane mounted VSRC-M and VIONX-8 (if included).

A Gndis Ground
A PWR is Power
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J4 through J7 - Communication and power for channel 2 devices. Receives power from J1.
A Pin1is Ground

Pin 2 is not used

Pin 3 is not used

Pin4is B

Pin5is A

> > > >

A Pin 6 is Power

J8 through J11 - Communication and power for channel 3 devices. Receives power from J1.
A Pin 1is Ground

Pin 2 is not used

Pin 3 is not used

Pin4is B

Pin5is A

> > > >

A Pin 6 is Power

P1A - Power source connection and data connection for channel 2 to the VRCNX-M. Provides power to backplane

mounted VSRC-M and data from RS-485-1 to channel 2 on the backplane for up to 8 devices.

A GND connects to GND (PIN 5) on TB1 on the backplane mounted VSRC-M
A B connects to TR- on TB3 (RS-485-2) on the backplane mounted VSRC-M
A Aconnects to TR+ on TB3 (RS-485-2) on the backplane mounted VSRC-M
A PWR connects to VIN (PIN 6) on TB1 on the backplane mounted VSRC-M

P2A - Data connection for channel 3 to the VRCNX-M. This is where the backplane mounted VSRC-M receives

channel 3 communication from the VRCNX-M.

A CLK connects to TR- on TB2 (RS-485-1) on the backplane mounted VSRC-M
A DAT connects to TR+ on TB2 (RS-485-1) on the backplane mounted VSRC-M

P6A - Power source and data connection to the first VIONX-8. Provides power for the first VIONX-8 from the VRCNX-

M backplane and communication to the backplane mounted VSRC-M.

A GND connects to GND on P6 of the VIONX-8
A B connects to B on P6 of the VIONX-8
A A connects to A on P6 of the VIONX-8
A PWR connects to PWR on P6 of the VIONX-8

P6B - Power source and data connection to the second VIONX-8. Provides power for the first VIONX-8 from the

VRCNX-M backplane and communication to the backplane mounted VSRC-M.
A GND connects to GND on P6 of the VIONX-8
A B connects to B on P6 of the VIONX-8
A A connects to A on P6 of the VIONX-8
A PWR connects to PWR on P6 of the VIONX-8

P7 - Tamper Switch. Connection for a tamper switch for the whole VRCNX-M.

Leads from the enclosure mounted tamper switch are connected to TB1 PINs 3 & 4 on the backplane mounted

VSRC-M.
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S1 - Used to determine the type of VRCNX-M (MO, M1 or M2/M3) and to disable network communication.

A

A
A

A

Switch 1 - Enable/Disable: Onboard web server (Configuration GUI), Ping and Discovery protocol.
Enabled by default. If OFF, the onboard web server (GUI), Ping and Discovery protocol are disabled. If
disabled the VRCNX-M cannot be reached via the GUI, Ping or the Discovery and Configuration Tool.

Switch 2 - Reserved for Future Use

Switch 3 - Used in Conjunction with Switch 4 to determine type of VRCNX-M (M0, M1, M2/M3). See chart
below for detalils.

Switch 4 - Used in Conjunction with Switch 3 to determine type of VRCNX-M (MO, M1, M2/M3). See chart
below for details. VRCNX-M2 and VRCNX-M3 switch settings are identical, the types are differentiated
in SMS software configuration.

M2/ M3 On Off

Warning: Vanderbilt recommends Setting S1-Switch 1 OFF to DISABLE the onboard web server, ping, and
discovery protocol after installation and configuration. Leaving these features enabled could allow unauthorized
access to the controller.

Pins Left at Default

The below pins should be left at their default settings:

A

A

J9 - Used for RS485 Channel 2 termination (Reader Interface Termination).
Default: PINs 1 & 2 Jumper Removed.

J5 - Used for RS485 Channel 3 termination (Reader Interface Termination).
Default: PINs 1 & 2 Jumper Removed.

VIONX-8 Pin Functions

Note: There can be up to two VIONX-8 boards onboard the VRCNX-M. The below pin functions are broken up into
first and second VIONX-8s for clarity.

First VIONX-8 (left side)

P6 - Power source and data connection to the VRCNX-M. This is where the onboard VIONX-8 receives power and
communication from the VRCNX-M.

A
A
A
A

GND connects to GND on P6A of the VRCNX-M backplane
B connects to B on P6A of the VRCNX-M backplane

A connects to A on P6A of the VRCNX-M backplane

PWR connects to PWR P6A of the VRCNX-M backplane

P1 - Contact inputs. Each contact input can support two contacts, each with its own ground.

A

A
A
A

Pin 1 is Ground
Pin 2 is Contact 1
Pin 3 is Ground
Pin 4 is Contact 2
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P2 - Contact inputs. Each contact input can support two contacts, each with its own ground.
A Pin 1is Ground

A Pin 2is Contact 3
A Pin3is Ground
A Pin 4 is Contact 4
P3 - Contact inputs. Each contact input can support two contacts, each with its own ground.
A Pin1is Ground
A Pin 2is Contact 5
A Pin 3is Ground
A Pin4is Contact 6
P4 - Contact inputs. Each contact input can support two contacts, each with its own ground.
A Pin1is Ground
A Pin 2is Contact 7
A Pin 3is Ground
A Pin4is Contact 8

P8 - Relay Output 1. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 amp.
Inductive loads require noise suppression Kkit.

A Pin1- Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P9 - Relay Output 2. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 amp.
Inductive loads require noise suppression Kkit.

A Pin1- Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P10 - Relay Output 3. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin1- Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P11 - Relay Output 4. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P12 - Relay Output 5. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin1- Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common
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P13 - Relay Output 6. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P14 - Relay Output 7. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P15 - Relay Output 8. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kkit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

SW1 - Hardware Reset Switch. The Reset Switch clears all the memory on the VIONX-8. Press the reset switch for
3 seconds to clear the memory.

SW2 - Software Reset Switch. Recommended for factory use only.

Note: Make sure that there is power on VIONX-8 (P6 or P7) when pressing reset switches.

Warning: Do not press reset switch unless instructed by the factory representative.

W3 - VIONX-8 Addressing. The address is preset and should not be altered.
Default is address 15 -- Jumpers on 1 & 2.

Second VIONX-8 (right side)

P6 - Power source and data connection to the VRCNX-M. This is where the onboard VIONX-8 receives power and
communication from the VRCNX-M.

A GND connects to GND on P6B of the VRCNX-M backplane
A B connects to B on P6B of the VRCNX-M backplane

A A connects to A on P6B of the VRCNX-M backplane

A PWR connects to PWR P6B of the VRCNX-M backplane

P1 - Contact inputs. Each contact input can support two contacts, each with its own ground.
A Pin1is Ground

A Pin 2is Contact 9
A Pin 3is Ground
A Pin 4 is Contact 10

P2 - Contact inputs. Each contact input can support two contacts, each with its own ground.
A Pin1is Ground

A Pin 2is Contact 11
A Pin 3is Ground
A Pin 4 is Contact 12
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P3 - Contact inputs. Each contact input can support two contacts, each with its own ground.
A Pin 1is Ground

A Pin 2is Contact 13
A Pin3is Ground
A Pin4is Contact 14
P4 - Contact inputs. Each contact input can support two contacts, each with its own ground.
A Pin1is Ground
A Pin 2is Contact 15
A Pin 3is Ground
A Pin 4is Contact 16

P8 - Relay Output 9. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1 amp.
Inductive loads require noise suppression Kkit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P9 - Relay Output 10. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin1- Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P10 - Relay Output 11. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin1- Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P11 - Relay Output 12. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin1- Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P12 - Relay Output 13. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common

P13 - Relay Output 14. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin1- Normally Open
A Pin 2 - Normally Closed

A Pin 3 - Common
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P14 - Relay Output 15. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression Kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed
A Pin3-Common

P15 - Relay Output 16. Relays are single pole/ double throw, mechanically latching and are rated at 30 VDC @ 1
amp. Inductive loads require noise suppression kit.

A Pin 1 - Normally Open
A Pin 2 - Normally Closed
A Pin 3 - Common

SW1 - Hardware Reset Switch. The Reset Switch clears all the memory on the VIONX-8. Press the reset switch for
3 seconds to clear the memory.

SW2 - Software Reset Switch. Recommended for factory use only.

Note: Make sure that there is power on VIONX-8 (P6 or P7) when pressing reset switches.

Warning: Do not press reset switch unless instructed by the factory representative.

W3 - VIONX-8 Addressing. The address is preset and should not be altered.
Default is address 16 - Jumpers on: None.

Pins Not Used

P7
P5
w1

J2
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Connecting to CIM

There is no direct connection between the VRCNX-M and the CIM. To connect, they need to be on the same network
and the proper IP address of the VRCNX-M needs to be entered when setting up the VRCNX-M in SMS. In addition,
a data surge protector needs to be installed between the VRCNX-M and the hub or switch. Install the supplied data
surge protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a

power supply connecting to J2 on the VRCNX-M.
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Ethernet To Network
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Installing Diode for Lock Wiring - Relay

If installing an VRCNX-M1/2 a diode is supplied with the system which should be fitted across 12VDC or 24VDC
and COM of the VIONX-8 to protect the relay contacts.

[z v o o [ [ vionxes
CEEAETe

BLACK
7 | ELECTRIC DOOR LOCK
RED J;’ FAIL-SECURE WIRING SHOWN
DIQDE
s
UL LISTED POWER LIMITED [~ T20VAC
LOCK POWER SUPPLY
24VDC

The lock is wired across 12VDC or 24VDC and COM. A 0V link to COM is then required to complete the circuit. This
will be wired to NO or NC depending on lock type: Fail Safe / Fail Secure. (Above diagram is of Fail Secure).
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CHAPTER 4

VRCNX-A

LU Ves!
‘S|II|:‘!0071!5 A
SIN:9007196 .
MAC: 00-05-EE-00-E7-50

Reader Controller with 2 x VIONX-8

Overview

The VRCNX-A Reader Controller is an intelligent device that can be paired with v6.4.1 and newer Vanderbilt

Security Management System (SMS) Enterprise software installations. The VRCNX-A can have up to two VIONX-

8 I/O modules mounted onboard the back plane or 1 x VI-16IN and 1 x VI-160 I/O modules connected externally

which can be configured as fAonboardo to provide Aonboardodo c
number of connected devices. The VRCNX-A is an independently programmable device which is capable of making

decisions and storing history at the local level (Enhanced Offline Mode) if communication is lost.

The VRCNX-A has three different software defined types depending on the contacts and relays devices associated
with the board: VRCNX-AO, VRCNX-A1, VRCNX-A2 and VRCNX-A3. VRCNX-A I/O configuration, set in the
controller web configuration, must exactly match the software defined type for communications to work
properly.
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> > > >

VRCNX-AO: no contacts or relays
VRCNX-A1: 1 x VIONX8 mounted onboard, wired to Channel 3, providing 8 contacts and 8 Relays
VRCNX-A2: 2 x VIONX8 mounted onboard, wired to Channel 3, providing 16 contacts and 16 Relays

VRCNX-A3: 1 x VI-16IN and 1 x VI-160 mounted externally, wired to Channel 3 providing 16 contacts and
16 relays

Note: In this chapter VRCNX-A refers to all model types. The specific model will be referenced only when the model
type affects set up or configuration. If either a VRCNX-AL or a VRCNX-A will work in the configuration, then it will
be referred to as VRCNX-A1/A2.

Highlights
A Communicates to the server (installed with Vanderbilt SMS software) via network protocol at 10/100 Base-T
A Powered locally by a 12 i 24 VDC @ 2A Rated UL294 Listed Power-Limited Power Supply, capable of 4
hours standby power
A Field Flashable firmware
A Capable of running in Enhanced Offline Mode, allowing local decision making if communication fails between

the VRCNX-A and the network

Can be used with a multitude of Vanderbilt SMS communication devices including the Vanderbilt reader interface
modules (VRINX, VRI-1 and VRI-2) which support read head technologies including Proximity, Magnetic Stripe,
Wiegand, Barium Ferrite, bar code, smart card, biometric, keypad and other SMS compatible access control devices.

Features

For all VRCNX-A varieties:

A

A

A

A
A

16 external device capacity (compatible devices include: VRINX, VRI-1, VRI-2, VIONX-8, VI-16IN, VI-160,
SIONX-24 and other SMS compatible access control devices)

Enhanced Offline Mode provides persistent copy of downloaded Access Records used for local Access
decisions during loss of network connection

Enhanced Offline Mode storage of up to 5,000 Transactions and 1,250 Alarms to nonvolatile memory (survives
power cycle)

Communicates with CIM via network protocol at 10/100 Base-T
DNS Compatible

For VRCNX-A1:

A
A

8 supervised or unsupervised Contact Inputs
8 Relay Outputs

For VRCNX-A2/A3:

A
A

16 supervised or unsupervised Contact Inputs
16 Relay Outputs

Configuration Guidelines

A

All VRCNX-A Reader Controllers have 2 communication channels (channels 2 and 3). Each channel supports
8 RS-485 (wired) devices for a total of 16 devices. Only devices of the same protocol (either SMS protocol,
SMS-M protocol, F-series protocol or Aperio Protocol) may be connected to an individual channel.

A The VRCNX-A1 and the VRCNX-A2 can only have SMS protocol devices connected to channel 3.
A The VRCNX-A3 can only have SMS-M protocol devices connected to channel 3.

Vanderbilt devices that may be connected to a VRCNX-A: VRINX, VIONX-8 and SIONX-24 (SMS protocol);
VI-1, VI-2, VI-16IN and VI-160 (SMS-M protocol).



Chapter 4 VRCN>A 85

A Other devices that may be connected to a VRCNX-A:

A

A
A
A

Schlage NDE Gateway with NDE linked with to up to 16 NDE wireless locks (up to 10 per NDE Gateway)
Schlage wireless PIM-485 or PIM-400 linked with up to 16 AD-400 wireless locks (16 per PIM)
AD-300 and Schlage VIP Locks (with F-series protocol);

Aperio AH-30 hub (Aperio Protocol) with up to 16 supported Aperio Wireless Locks (up to 8 Aperio
wireless locks per AH-30 hub).

A The number after the VRCNX-A designates 1/0 modules connected to the VRCNX-A. The VRCNX-AQ has
none, the VRCNX-A1 has one VIONX-8 onboard, VRCNX-A2 has two VIONX-8 onboard and the VRCNX-A3
has one VI-16IN and one VI-160 connected. These 1/O modules do not count toward the total number of 16
devices that can be connected to the VRCNX-A.

A There is no Parent / Child configuration for the VRCNX-A; each VRCNX-A is a stand-alone controller.

The 2 Wiegand readers and associate /O mounted onboard the controller are not supported.

Specifications

A

> > > >

Board Dimensions: 93/ 40 H/2013W/ 201D (board only)
Power Requirements: 127 24 VDC

Power Consumption: 360 mA @ 12 VDC (excluding peripheral devices)

Ambient Temperature: -40°to 55° C

Humidity: -10% to 85%

VRCNX-A Enclosure

VRCNX-A Enclosure - An enclosure with a hinged door is included for each VRCNX-A.

Features

A

A
A
A

Metal enclosure with hinged door
The enclosure is provided with a lock and key

The enclosure is outfitted with a tamper switch

Encl osure Di mensi3dhs: 170 x 170 x 2

Environmental Conditions

A

A
A
A

Ambient Temperature - 0° to 49° C or 32° to 120° F
The room must be dust free and clean

Mount the enclosure on fire rated plywood which is affixed to a cinder block wall or finished wall covering

Mount the cabinet in a secure, but generally accessible location
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Mounting
A Field Wiring: it is necessary to punch the knockouts in the metal enclosure for field wiring. It is recommended
that this is done before mounting the enclosure to the wall.
A A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

A Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: four
1/406 x 10 |l ag bolts.

VRCNX-A IP Configuration

The IP address of the VRCNX-A has to be configured so that it can communicate with the CIM. Configuration should
occur after the VRCNX-A has been fully installed. Below are detailed instructions on how to configure the VRCNX-
A with a Static IP address. DHCP configuration is possible, but not recommended.

Note: Communication is at 10/100 Base-T

Static IP and DNS Configuration

DNS Configuration

VRCNX-A controllers are DNS Compatible. Configuring a DNS Server is beyond the scope of this manual; a network
technician should be contacted to set up the DNS Server. The directions below give details for Static IP setup with
and without DNS. See the DHCP Configuration section for DHCP setup.

Follow the steps below to configure the static IP of the VRCNX-A.

1 Connect a PC with a web browser to the VRCNX-A.

A Direct Connection - Using a cross-over cable, the reader controller can be connected directly to the
network card of the PC.

A Network Connection - Using a regular network cable, the reader controller can be connected to a hub or
switch that is on the same network as the PC.

2 Configure the PC's network settings to communicate with the VRCNX-A.
c) Click the Start button.
d) Click Settings.
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Windows Settings

| |:|*:1 a setting

=

System Devices
Display, notifications, Bluetooth, printers, mouse
power

w4 E—
g
o—

Personalization Apps

Background, lock screen, Uninstall, defaults, optional
colors features

i ®

Time & language Gaming
Speech, region, date Game bar, DVR,
broadcasting, Game Mode

©

Network & Internet
Wi-Fi, airplane mode, VPN

L

Accounts
Your accounts, email, sync,
work, other people

-
i’ l-»
\
'~
Ease of Access
Narrater, magnifier, high
contrast

e) Click Network & Internet.

& Home Status

| Find a setting p | Network status

Network & Internet g - @ - @

@ Status Local Area Connection
You're connected to the Internet

= Ethenet If you have a limited data plan, you can make this network a
metered connection or change other properties.

*  Dial-up
Change connection properties

e VPN

Show available networks

5
G Datausage Change your network settings

@ Proxy
@ Change adapter options
View network adapters and change connection settings.

% Sharing options
For the networks you connect to, decide what you want to share.

°€ HomeGroup
Set up a homegroup to share pictures, music, files, and printers with
other PCs on your network.

A Network troubleshooter
Diagnose and fix netwark problems.

View your network properties
Windows Firewall
Network and Sharing Center

Network reset
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f)  Click Ethernet.

(2 Settings

& Status

7 Ethernet
< Dial-up

% VPN

Data usage

@ Proxy

@ Home Ethernet
Find a setting o Ethernet
vi.local
Network & Internet E Connected

Related settings

Change adapter options

Change advanced sharing options
Network and Sharing Center
HomeGroup

Windows Firewall

Have a question?
Get help

Make Windows better.

Give us feedback

g) Click Change adapter options

T Control PanelAll Control Panel It

vork Connections

Fie Edit View Advanced Tools

Organize v Disable this network device
Local Area Connection

e

@7 Intel(R) Ethernet Connection (2) I..

4items  1item selected

Diagnose this connection

1+ E' » Control Panel » All Control Panel ltems > Network Connections »

Rename this connection View status of this connection

v o

Change settings of this connection

Search Network Connections

B -

Jun |

Bz

»

=l

h) Highlight the NIC connected to the VRCNX-A and click Change settings of this connection.

B Local A

L

rea Connection Properties

Networking  Sharing

Connect using:
I? Intel(R) Ethemet Connection (2) [215-LM

This connection uses the following items:

aClient for Microsoft Metworks ~

8? File and Printer Sharing for Microsoft Networks

T DNE LightWeight Fitter

Q05 Packet Scheduler

4 Intemet Protocol Version 4 (TCP/IPv4)

O . Microsoft Network Adapter Multiplexor Protocol

2. Microsoft LLDP Protocal Driver v

£ >
Install... Uningtall Properties

Description

Allows your computer to access resources on a Microsoft
network.

oK Cancel
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i) Scroll down and select Internet Protocol (TCP/IP v4).

j) Click the Properties button.

k) Make a note of the existing settings. These will need to be restored at the end of the VRCNX-A
configuration process to return the PC to its usual settings.

Internet Protocol Versien 4 (TCP/IPv4) Properties

General

You can get IF settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 168 . 200
Subnet mask: FE4.255 ,255 . 0

Cbtain DNS server address automatically

(®) Use the following DNS server addresses:
Preferred DNS server: |:|

Alternate DNS server:

[ validate settings upon exit Advanced...

Cancel

I)  Click on the Use the following IP address button.
m) Enter 192.168.168.200 into the IP address field.
n) Enter 255.255.255.0 into the Subnet mask field.

0) Click on the OK button. The window will close. The PC's network settings are now compatible with the
default VRCNX-A IP default address (default IP address = 192.168.168.249).

Open a web browser.

4 Navigate to https://192.168.168.249 i the VRCNX-A controllers use a self-signed certificate for SSL

communications, s 0
login page.

VSMSHM12-15-21 -- 7.1.0

you

& hitps://10.10.85.252/

may see the warni

ng

@ Certificate Error: Navigation...

b e | maccessGHe conttollefi Co n 't

% @jConvert ~ [B|Select

|@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate a1
The security certificate presented by this website was issued for a different website's addr

‘We recommend that you close this

and do not

@ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

Security certificate problems may indicate an attempt to fool you or intercept any data yc
server.

to this website.

n

u
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5 Enter ASMSAdmindo for the user name andoghmSECAdminlo for

\VVANDERBILT

SMS Configuration

Username Password

Change Password

a The ASECAdminlo password is only valid o4Adrhesw first
shipments from Vanderbilt after 7/8/2020.

b) On initial login the following message will be displayed:

SMS Configuration

c) You are required to enter a new, complex password.
d) Click Log in and provide the default credentials again.

e) Click Change Password.
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f)  Enter and confirm the new password at the dialog below.

SMS Configuration

New password requirements:
Between 8-32 characters long
At least one lower case letter (a-z)
At least one upper case letter (A-Z)
At least one number (0-9)
At least one of these characters: 1@ #3$ %~ *()_+{}];"'

Must NOT contain any of the following characters: & =[] <>-\"~"

New Password One more time

Cancel

g) SelectLog in to continue.

SMS Configuration

Success!

Please record your new password in a safe
location for future use.

h) Select Log in again to continue after successful password reset.

Forgotten Password Recovery Will Require Contacting Vanderbilt Technical Support
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6 The Main Settings screen will display.

NOTICE: The controller configuration password may be changed at this screen. Vanderbilt recommends that
the controller configuration password is changed from the Vanderbilt default on initial controller configuration.

Main Settings Card Formats Diagnostics Options Log out

Board IP Settings SMS-A Device Configuration

Hostname Reader Credential Reader LED

® DHCP

© DO/D1 (WIE) O Generic 1-W
® 7TRIM ® FMT14

® T2FMT (MAG) ® 2 Wire
IP Add
1858 ® BIDIR ® Dorado-780 2W

Subnet mesk
Default
gateway Reader Keypad

® None

. ® MR-20
® QObtain DNS Server Address Aulomatically ® HID 4-bit

© Manually Configure DNS Server Address o ; ® Inverted
DNS Server Address Setting ° mgﬂgﬁ%mt

Primary DNS
e o 000z |
DNS 10.10.100.102 Channel 2

® 2400
Enable Ether Link Auto Negotiation ® 9600
® 19200
© 38400

CIM IP Address Setting ® 115200

IP Address or Hostname FEPREEREERI]
Port Number 3001

7 Click on the Static IP button.

i) Enter new IP address into the IP address field. Consult with network technicians to get an address that is
compatible with the existing network.

i) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address
that is compatible with the existing network.

k) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an
address that is compatible with the existing network.

8 Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).

I)  Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians
to get an address that is compatible with the existing network.

m) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to
get an address that is compatible with the existing network.

9 Inthe CIM IP Address Setting section at the IP Address or Hostname field either:

A Enter the IP address of the CIM
or

A If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.

10 Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section. The
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches
the port entered in this screen.

11 Click Save Main Settings. Make a note of the IP address as it will be used by SMS to communicate with the
VRCNX-A.

12 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC).
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The IP address of the VRCNX-A has been set.

DHCP Configuration

Configuring the VRCNX-A to DHCP is possible but the different methods required, depending on network
architecture, are beyond the scope of this manual. Contact Technical Support for help with DHCP configuration.

WARNING: If Controller IP address changes, the system will not be aware of it until the DNS cache refreshes.
The CIM will need to be restarted in order for it to resolve the new IP address. During the time that the cache has
not refreshed and the CIM has not been restarted, the system may not operate correctly.

GUI (Graphical User Interface)

Main Settings

m Card Formats Diagnostics Options

Board IP Settings SMS-A Device Configuration

Hosiname Reader Credential Reader LED

® DHCP
© DO/D1 (WIE) O Generic 1-W
® ZTRIM ® FMT14

® T2FMT (MAG) ® 2.Wire
|P Addi 10.10.85.254
ess ® BIDIR ® Dorado-780 2W
Subnet mask pEREAN]

Default
gateway Reader Keypad

® None
® MR-20

® Obtain DNS Server Address Automatically ® HID 4-bit

© Manually Configure DNS Server Address © Indala B_bit ® Inverted

DNS Server Address Setting

Primary DNS
A 0 0 010: |

DNS 10.10.100.102 Channel 2

® 2400
Enable Ether Link Auto Negotiation ® 9600
® 19200

. © 38400
CIM IP Address Setting ® 115200 ® 115200
IP Address or Hostname

Port Number

® MR2ONT

Hostname - This displays the name of the specific VRCNX-A. The name is in a standard format of VSMS-
XXXXXXXX.

A VSMS: Vanderbilt SMS Reader Controller

A XXXXXXXX:The serial number of the specific VRCNX-A
(in the above example the serial number is 29002882).

The Host Name is used to access and setup the VRCNX-A using Dynamic DNS in conjunction with DHCP. Consult
with network technicians for details on setting up your network in this manner.
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DHCP - This setting sets up the VRCNX-A to use a DHCP server on your network (use only if you have a DHCP
server on the network). Vanderhilt recommends utilizing static IP addressing or DHCP reservations for controllers.
If the controller IP address changes, there will be a loss of controller communications until the new IP address is
recognized by the CIM.

Static - This setting forces the VRCNX-A to use a static IP address.

IP Settings

A IP Address

A When in Static mode, this is where you set the VRCNX-A's IP address.

A When in DHCP mode, displays the IP address configured by the DHCP server.
A Subnet Mask

A When in Static mode, this is where you set the VRCNX-A's subnet mask.

A When in DHCP mode, displays the subnet mask configured by the DHCP server.
A Default Gateway

A When in Static mode, this is where you set the default gateway.

A When in DHCP mode, displays the default gateway configured by the DHCP server.

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server
IP addresses.

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.

DNS Server Address Setting
A Primary DNS
A When Manually entered, this is where you enter the Primary DNS address.
A When Automatically obtained, displays the Primary DNS chosen by the DHCP server.
A Secondary DNS
A When Manually entered, this is where you enter the Secondary DNS address.

A When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.
CIM IP Address Setting

A IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using
DNS the Fully Qualified Domain Name (FQDN) of the CIM should be entered here

A Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT
technician. Verify that the controller definitions match the port entered on this screen.
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Card Formats

Main Settings Diagnostics Options

SMS-A Device Offline Card Format Setting

Set 2

Card Format Card Format
Site Code XN Site Code X

Card Format Card Format _
site Code I Site Code

Card Format Card Format
Site Code [N Site Code [N

Card Format Card Format
Site Code I Site Code (I

Setl7 Set8

Use this page to configure up to 8 Card Formats and Site Codes that will be active during Degraded Mode
(when configured as VSRC-A only and the VSRC-A has lost communication to the CIM and is in the process of
loading the Enhanced Offline Access database from the last CIM connection).

Diagnostics

Main Settings Card Formats Options

Select a command and click the "Submit’ button:

@ System ® Reader @ Time Zone
® Clock ® Relay ® Area
® Holiday ® Contact ® Alarm
® SiteCode ® Badge ® Schedule

® Slave
@ Riname
® More

S p——

Use this page to display additional detailed information regarding the VRCNX-A and data currently residing in
memory. Use this page only as directed by Vanderbilt Technical Support.
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Options

Main Settings Card Formats Diagnostics m Log out

Session

Session Length:

Dipswitches

Dipswitch 1: ON v
Dipswitch 2
Dipswitch 3: (S

Dipswitch 4:

A Session Length:  Use to set the session inactivity timeout.

A Dipswitch 1: Enable/Disable Onboard web server (Configuration GUI), Ping and
Discovery protocol. Enabled by default. If OFF, the onboard web server (GUI),
Ping and Discovery protocol are disabled.
If disabled then the VRCNX-A cannot be reached via the GUI, Ping or the
Discovery and Configuration Tool.

A Dipswitch 2: Reserved for Future Use
A Dipswitch 3: Used in Conjunction with Dipswitch 4 to configure as VRCNX-AO or VRCNX-A3
A Dipswitch 4: Used in Conjunction with Dipswitch 3 to configure as VRCNX-AO or VRCNX-A3
| pe [ oipswitcn 3] oipswitch 4

VSRC-A Off Off

VRCNX-AO On On

VRCNX-A1l Off On

VRCNX-A2/A3 On Off

Warning: SMS software configuration of the VRCNX-A as either VRCNX-A0 / A1 / A2 / A3 MUST match the
GUI Configuration settings or the VRCNX-A will not communicate correctly to connected devices.
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Warning: Vanderbilt recommends Setting Dipswitch 1 OFF to DISABLE the onboard web server, ping, and
discovery protocol after installation and configuration. Leaving these features enabled could allow unauthorized
access to the controller.

About

Main Settings Card Formats Diagnostics Options m Log out

SMS5-A Major Application Version:

Board Serial # -- "SN-@6-29@02882"

rootfs -- SMS-A rootfs V6.18 -- Eval eeee

ulmage -- Linux VSMS-290802882 4.7.8 #15 Tue Apr 4 12:49:88 EDT 2017 (VI Build @82) armvStejl GNU/Linux
autodscv -- Discovery and Config Service Version 2.3.81

smsc -- V701A-Eval.ese@ (Apr 4 2017 12:23:26)

vnri -- VBB-NRI with OEM Code: G4 V@3:e@A (Apr 4 2017 12:23:41)

This page displays detailed information regarding the firmware loaded on the controller.

VRCNX-A Device Configuration

The VRCNX-A has 2 channels for devices and can support up to 16 devices (8 devices of the same protocol per
channel). Each channel on the VRCNX-A can only support devices of the same protocol.

There are four types of protocol being used by devices:

A SMS Protocol i VRINX, VIONX-8, SRINX (Legacy) and SIONX-24 (Legacy)
A SMS-M Protocol i VR-1, VRI-2, VI-16IN and VI-160

A Aperio Protocol i Assa Abloy Aperio AH30 RS-485 hub; A100 Narrow, IN100, K100, KS100, M100 and
PR100 wireless locks

A F-Series Protocol i Schlage ENGAGE with NDE Gateway and NDE series wireless locks, Schlage AD-
Series Locks, Schlage VIP with F-protocol (old VIP Protocol not supported), Schlage WAPM

When connecting devices to the VRCNX-A it is important to make sure that only devices of the same protocol are
put on the same channel.

A Channel 2 on the VRCNX-AO (COMMS 1A & 1B) can be used to connect F protocol devices, SMS protocol
devices, SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing
protocols on one channel causes conflicts with the devices.

A Channel 3 on the VRCNX-AO (COMMS 2A & 2B) can be used to connect F protocol devices, SMS protocol
devices, SMS-M protocol devices or Aperio protocol devices. Only one type can be used per channel, mixing
protocols on one channel causes conflicts with the devices.

A Channel 3 on the VRCNX-A3 (COMMS 2A & 2B) can be used to connect SMS-M protocol devices only.

The VRCNX-A is configured through the GUI Configuration (see previous section) as a VRCNX-A0 / A1/ A2 | A3,
to indicate the presence of onboard connected I/O devices.

WARNING: SMS software configuration of the VRCNX-A as either VRCNX-AQ / A1 / A2 / A3 MUST match the
GUI Configuration settings or the VRCNX-A will not communicate correctly to connected devices.
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VRCNX-A PIN Layout
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The VRCNX-A is made of up of a Controller Board and the VRCNX-A back-board. In addition, the VRCNX-A3 has
one VRI-16IN and one VRI-160 connected. Each of these configurations has a different PIN layout which is

described below.

VRCNX-A PIN Functions

NOTICE: Connections [3],[4],[5].[6] [7]. [8].[9] & on the backplane mounted VSRC-A are not used

when the controller is configured as a VRCNX-A (refer to VSRC-A PIN Payout).

J1 - Power source wiring for connected devices. This is where the power supply is connected to the VRCNX-A to

supply power to devices connected to J4 through J11 (optional if the devices are powered locally).

A Dev Gnd is Ground
A Dev PWR is Power
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J4 through J7 - Communication and power for channel 2 devices. Receives power from J1.
A PIN 6 is Ground
A PIN 5 is not used
A PIN 4 is not used

A PIN3isB

A PIN2isA

A PIN 1is Power

J8 through J11 - Communication and power for channel 3 devices. Receives power from J1.

A PIN6is Ground
A PIN 5is not used
A PIN 4 is not used
A PIN3isB

A PIN2isA

A PIN 1is Power

P1A - Power source connection and data connection for channel 2 to the VRCNX-A. Provides power to backplane
mounted VSRC-A and data from COMMS 1A & 1B to channel 3 on the backplane for up to 8 devices.

A GND connects to|1|PIN 17 on the backplane mounted VSRC-A
A B connectsto |8|PIN 51 on the backplane mounted VSRC-A
A Aconnects to|8]PIN 47 on the backplane mounted VSRC-A
A PWR connects to |1 |PIN 2i on the backplane mounted VSRC-A

P2A - Data connection for channel 3 to the VRCNX-A. This is where the backplane mounted VSRC-A receives
channel 3 communication from the VRCNX-A.

A CLK connects to PIN 21 on the backplane mounted VSRC-A
A DAT connects to PIN 17 on the backplane mounted VSRC-A

Leads from the enclosure mounted tamper switch are connected to the leads from on the backplane mounted
VSRC-A.
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Factory Reset and Power down

The Reset Button labeled on the onboard mounted VSRC-A is used for Rebooting, Powering Down and
Resetting, in conjunction with the Tamper Button , the VRCNX-A as indicated below.

The controller will produce 3 long beeps followed by a series of shorter beeps at a faster interval when depressed.

Reboot

Press and Hold the backplane mounted VSRC-A Reset Button until the short beeps begin and for nine (9)
short beeps or less. The controller will shut down and reboot. The configured Network Settings (IP Address, etc.)
will be retained on reboot.

Power Down

Press and Hold the backplane mounted VSRC-A Reset Button until the short beeps begin and continue to
hold until after 10 short beeps followed by 2 long beeps. The controller will power down. The configured Network
Settings (IP Address, etc.) will be retained on restart. Disconnect and reconnect power to restart the controller.

Reboot and Reset to Default IP Address

Press and Hold the backplane mounted VSRC-A Reset Button and Tamper Button until the short beeps
begin and for nine (9) short beeps or less. The controller will shut down and reboot. The configured Network
Settings (IP Address, etc.) will be reset to the factory default (192.168.168.249) on reboot.

Power Down and Reset to Default IP Address

Press and Hold the backplane mounted VSRC-A Reset Button and Tamper Button until the short beeps
begin and continue to hold until after 10 short beeps followed by 2 long beeps. The controller will power down.
The configured Network Settings (IP Address, etc.) will be reset to factory default (192.168.1686.249) on restart.
Disconnect and reconnect power to restart the controller.
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Connecting to CIM

There is no direct connection between the VRCNX-A and the CIM. To connect, they need to be on the same network
and the proper IP address of the VRCNX-A needs to be entered when setting up the VRCNX-A in SMS. In addition,
a data surge protector needs to be installed between the VRCNX-A and the hub or switch. Install the supplied data
surge protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a
power supply connecting to J2 on the VRCNX-A.

Switch or Hub On CIM Network

Surge
Protector

C d Flylng Lead 1
VRCNX-A READER | eia Bl iyt
o]

CONROLLER

DEVICE 15

POSITION 1,

[SIRNLY

i 615143

615|415|2]1]|8 b Il st s A e i A A 1 elalal3lol1]l6]5]4

Data Communication between CIM and VARCNX

Ethernet To Network Ethernet to Network
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Installing Diode for Lock Wiring - Relay

If installing an VRCNX-A1/2 a diode is supplied with the system which should be fitted across 12VDC or 24VDC and
COM of the VIONX-8 to protect the relay contacts.

[z v o o [ [ vionxes
CEEAETe

BLACK
7 | ELECTRIC DOOR LOCK
RED J;’ FAIL-SECURE WIRING SHOWN
DIQDE
s
UL LISTED POWER LIMITED [~ T20VAC
LOCK POWER SUPPLY
24VDC

The lock is wired across 12VDC or 24VDC and COM. A 0V link to COM is then required to complete the circuit. This
will be wired to NO or NC depending on lock type: Fail Safe / Fail Secure. (Above diagram is of Fail Secure).
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CHAPTER 5

VSRC

(|

i

Vanderbilt Single Reader Controller (VSRC)

Overview

The Vanderbilt Single Door Controller (VSRC) is an intelligent device with a modular approach. The VSRC is an
independently programmable device which is capable of making decisions and storing history at the local level if
communication is lost with the server. It communicates with the CIM via TCP/IP protocol and can be connected to
a variety of different read head technologies supported by SMS.

Highlights

A Supports various read head technologies; Proximity, (Wiegand Format), Magnetic Stripe, barcode, iButton,
smartcard, biometric, and more.

Proximity Cards
A Standard 26-bit
A Vanderbilt 34-bit
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p>X

A HID Corporate 1000 35-Bit

A HID Corporate 1000 48-Bit

A HID/ProxIF 37-Bit

A XceedID 40-Bit

A XceedID 35-bit (including EV1)

A MiFare 32-Bit Serial Number (With HID read-head ONLY)
Magstripe Cards

A Geoffrey encoded magcard 14-D

A Geo-lmage magcard 11-D

A Locknetic 18-D magcard

Communicates via network protocol at 10/100 Base-T

Powered locally by a 24VDC Rated UL294 Listed Power-Limited Power Supply, capable of 4 hours standby
power.

Capable of running in degraded mode, allowing local decision making if communication fails between the
VSRC and the network.

Standard Features

> > > > >

Supports one read-head credential

Communicates with CIM via network protocol at 10/100 Base-T

Connection for one multi-color LED for access granted or access denied indication

Connector for one buzzer/annunciator

Includes 4 input contacts for devices such as exit request (REX), door position switch (DOD), etc.
Connector for tamper switch

Specifications

A

> > > >

Board Dimensions-3-1 3/ 1 6H3 /x1 @b/ 40 1D
Enclosure Dimensions -8-1/ 4 0 H /X W&1 /x2 6 D
Power requirements - 20VDC to 32VDC

Power consumption - 200mA (500mA max. with read head)
Ambient temperature - 0° to 49° C or 32° to 120° F

VSRC Enclosure

VSRC Enclosure - An enclosure with a hinged door is included for each VSRC.

Features

A
A

Metal enclosure with hinged door, tamper switch, lock & key
Enclosure Dimensions: 8 1/40 x 7 1/206 x 3 1/20
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Environmental conditions

A Ambient Temperature: 0° to 49° C or 32° to 120° F
A The room must be dust free and clean.

A It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall
covering i.e. sheetrock

A Mount the cabinet in a secure, but generally accessible location

Mounting
A Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring. It is recommended
that this is done before mounting the enclosure to the wall.
A A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

A Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four
1/406 x 10 | ag bolts.

VSRC IP Configuration

The IP address of the VSRC has to be configured so that it can communicate with the CIM. Configuration should
occur after the VSRC has been fully installed. Detailed instructions on how to configure the VSRC with a Static IP
address are listed below. DHCP configuration, while not recommended by Vanderbilt, is also possible with DHCP
reservations. Please review the DHCP Configuration section before configuration.

Note: Communication is at 10/100 Base-T

Static IP and DNS Configuration

VSRC running firmware V2.61 or newer is DNS Compatible. Configuring a DNS Server is beyond the scope of this
manual; a network technician should be contacted to set up the DNS Server. The directions below give details for
Static IP setup with and without DNS. See the DHCP Configuration section before configuration DHCP.

Follow the steps below to configure the static IP of the VSRC.

1 Connect a PC with a web browser to the VSRC.

A Direct Connection - Using a cross-over cable, the reader interface can be connected directly to the
network card of the PC.

A Network Connection - Using a regular network cable, the reader interface can be connected to a hub or
switch that is on the same network as the PC.

2 Configure the PC's network settings to communicate with the VSRC
a) Click on the Start button.
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b) Click on Control Panel.

B Control Panel i

The Control Panel window will open.
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c) Click on Network Connections. The Network Connections window will open.

Address [Q Netwark Connections

", Metwork Connections

I3

Ble Edt Yew Favorites Took Advapced Heb

Qe - © - (F Oseach [ poders [T

U.G:
#  LAM or High-Speed Internet

2

Sonick AL
Wirbusl A .

Metwork Tasks

[5] Create anew Qﬁ}!
Connection

£ Setup a home or small
office network.

g Change Windows
Frewal settings

& Dissble this network
device

@) Rename this connection

[#] Change settings of this
connection
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d) Click on Local Area Connection. The Local Area Connection Properties window will open.

-+~ Local Area Connection Properties

| General | Advanced

Caonnect using:

BEE8 3Com 3C920 Integrated Fast Etherne

This connection uses the following items:

[O o= 005 Packet Scheduler *
| ¥ %™ Network Moritor Driver [

W nteinet Protocol (TCP/IP)

>

T [

Deszcription
Transmission Contral Pratocol/Internet Pratocal. The default

wide area network, protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Motify me when this connection has limited or no connactivity

l 0K ” Cancel l

e) Scroll down and select Internet Protocol (TCP/IP).
f)  Click the Properties button. The Internet Protocol (TCP/IP) Properties window will open.

g) Make a note of the existing settings. These will need to be restored at the end of the VSRC configuration
process to return the PC to its usual settings.

Internet Protocol (TCP/IP) Properties

General

rou can get [P settings aszighed automatically if your network, supports
thiz capability. Othenwize, you need to ask your netwark administrator for
the appropriate |P zettings.

(O Obtain an IP address automaticaly
(%) Use the following IP address:

1P address: 192 168 . 168 . 200
Subnet mazk: 2Rh 28R 28R D

(%) Use the following DS server addresses:

Freferred DMS zerver:

Altemate DMS server: l:l

I 0K H Cancel ]

h) Click on the Use the following IP address button.
i) Enter 192.168.168.200 into the IP address field.
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i) Enter 255.255.255.0 into the Subnet mask field.
k) Click on the OK button. The window will close. The PC's network settings are how compatible with the
default VSRC IP address (Default IP address is 192.168.168.249).
3 Open a web browser.
4 Goto http://192.168.168.249 -- the IP Configuration window will open.

{Z SRI IP Configuration EEX
¢ /‘@v le)hepiisa st  v|[9][X] [ - |2~
File Edit View Favorites Tools Help

Go slt [ ;"i -" Search ~ 4 &3 ~ Eﬁ' » Q - Ohvacm...'
n =Y [ ) - S < »
W ‘53‘-\_@5:{119@... X | @SRITP Co... X \ ‘ a8 o v |::bPage v {CF Tools ~

Click the button to display SRI IP Configuration

Done [@ € Internet # 100% ~

5 Click on the Display button, the VSRC IP Configuration GUI window will open. See the Configuration GUI
section for additional details.

Please click Update button after making a change

Board [P Settings

Hostname SRI-071-454

) DHCP

@ Static
IP Settings
IP Address 10.10.85.253
Subnet mask  255.255.0.0

Defanlt gateway 10.10.0.1
) Obtain DNS Server Address Automatically

@ Manually Configure DNS Server Address
DNS Server Address Setting

Primary DNS ~ 10.10.100.100
Secondary DNS 10.10.100.102
Enable Ether Link Auto Negotiation

CIM IP Address Setting
IP Address or Hostname 10.1050.3

Port Number 3001

VSRC Lock (Relay 1) Configuration
Comm. Failure

© Retain State Power On
© Unlocked o 'E;ﬂc‘l’:"j;e‘i
© Locked '

6 Click on the Static IP button.
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a) Enter new IP address into the IP address field. Consult with network technicians to get an address that is
compatible with the existing network.

b) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address
that is compatible with the existing network.

c) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an
address that is compatible with the existing network.

7 Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).

a) Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians
to get an address that is compatible with the existing network.

b) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to
get an address that is compatible with the existing network.

8 Inthe CIM IP Address Setting section at the IP Address or Hostname field either:

A Enter the IP address of the CIM
or

A If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.

9 Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section. The
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches
the port entered on this screen.

10 Click on the Update button. Make a note of the IP address or the Hostname as it will be used by SMS to
communicate with the VSRC.

11 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC).

12 The IP address of the VSRC has been set.
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DHCP Configuration

Configuring the VSRC to DHCP is possible but the different methods required, depending on network architecture,
are beyond the scope of this manual. Contact Technical Support for help with DHCP configuration.

WARNING: If Controller IP addresses change, the system will not be aware of it until the DNS cache refreshes.
Also, the CIM will need to be restarted in order for it to resolve the new IP address. During the time that the
cache has not refreshed and the CIM has not been restarted, the system may run incorrectly.

GUI (Graphic User Interface)

Please click Update button after making a change

Board [P Settings
Hostname SRI-071-454

DHCP
@ Static
IP Settings

IP Address 10.10.85.253
Subnet mask  255.255.0.0
Default gateway 10.10.0.1
Obtain DNS Server Address Automatically

@ Manually Configure DNS Server Address
DNS Server Address Setting

Primary DNS 1010100100
Secondary DNS 10.10.100.102
¥| Enable Ether Link Auto Negotiation

CIM IP Address Setting
IP Address or Hostname 10.1050.3

Port Number 3001

VSRC Lock (Relay 1) Configuration
Comm. Failure

@ Retain State Power On
Unlocked . TL“‘ﬂ;’:i"'d
Locked oeke

Hostname - This displays the name of the specific VSRC. The name is in a standard format of SRI-02-XXX.

A SRI - Smart Reader Interface
A 02 - The designation for an VSRC

A XXX - The serial number of the specific VSRC (in the above example the serial number is 210).

The Host Name is used to access and setup the VSRC using Dynamic DNS in conjunction with DHCP. Consult with
network technicians for details on setting up your network in this manner.
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DHCP - This setting sets up the VSRC to use a DHCP server on your network (use only if you have a DHCP server
on the network). Vanderbilt recommends utilizing static IP addressing or DHCP reservations for controllers. If the
controller IP address changes there will be a loss of controller communications until the new IP address is recognized
by the CIM.

Static - This setting forces the VSRC to use a static IP address.

IP Settings

A IP Address

A When in Static mode, this is where you set the VSRC's IP address.

A When in DHCP mode, displays the IP address configured by the DHCP server.
A Subnet Mask

A When in Static mode, this is where you set the VSRC's subnet mask.

A When in DHCP mode, displays the subnet mask configured by the DHCP server.
A Default Gateway

A When in Static mode, this is where you set the default gateway.

A When in DHCP mode, displays the default gateway configured by the DHCP server.

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server
IP addresses.

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.

DNS Server Address Setting
A Primary DNS
A When Manually entered, this is where you enter the Primary DNS address.
A When Automatically obtained, displays the Primary DNS chosen by the DHCP server.
A Secondary DNS
A When Manually entered, this is where you enter the Secondary DNS address.

A When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.

Enable Ether Link Auto Negotiation - The VSRC is capable of communication speeds of either 10 or 100
Base-T and, with this option enabled, can switch between the two speeds if necessary. Enable this option to allow
the VSRC to automatically detect and use the communication speed of the switch to which it is is connected.

Note: This option is not available on older model VSRC:s. If this option does not show in the GUI then the VSRC will
only communicate at 10Base-T.

CIM IP Address Setting

A IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using
DNS the Fully Qualified Domain Name (FQDN) of the CIM should be entered here.

A Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT
technician. Verify that the controller definition matches the port entered on this screen.
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VSRC Lock (Relay 1) Configuration - This section is used to define the state of Relay 1 on the VSRC in case
of network communication failure during MRO Override state or power restored without network communications
restoration.

Note: Whether the lock connected to the VSRC is Fail Safe or Fail Secure will ultimately determine what effect the
state of Relay 1 will have on the lock. The examples below are assuming a Fail Secure installation.

A Comm Failure - Choose one of the options to define the behaviour of Relay 1 in the event of communication
failure. Once communication is returned Relay 1 will resume its Normal Operation state.

A Retain State - The lock will stay in whatever state it was in (activated or deactivated) when
communication was lost.

A Unlocked - The relay will be activated when communication is lost. In most installations this will mean
that the door will become unsecured.

A Locked - The relay will be deactivated when communication is lost. In most installations this will mean
that the door will become secured.

Example: VSRC Lock (Relay 1) Configuration - Comm. Failure During MRO = Unlock
Unlock Command (MRO) sent to VSRC:
Green LED Activated
Relay 1 Activated
DOD Shunted
Communications Failure to VSRC:
Previous MRO Cleared
Cancel Reader Toggle
Set Lock Based on Comm. Failure During MRO Setting (e.g. Unlock)
Energize Relay 1
Energize Green LED
Communications Restored to VSRC:
Restore Normal Operation
Reset Relay 1

Reset Reader

A Power On - This section is used to define the behavior of Relay 1 while SMS is reloading the VSRC after a
power loss. In the case of a power failure Relay 1 will become deactivated. When power and communication
are returned, SMS will need to reload the VSRC. During this time the Power On option determines what state
Relay 1 will be in. Once the VSRC has been fully restored it will resume its Normal Operation state.

A Unlocked - The relay will be activated when the VSRC receives power and is being reloaded. In most
installations this will mean that the door will become unsecured.

A Locked - The relay will be deactivated when the VSRC receives power and is being reloaded. In most
installations this will mean that the door will become secured.
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VSRC Pin Layout
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T SYMBOL DESIGNATES PIN 1 ON CONNECTOR

VSRC Pin Functions

P1 - Power source wiring. This is where the VSRC receives power.
A Pin1is Ground
A Pin2is not used
A Pin 3is not used

A Pin 4 is Power

P3 - Contact Inputs. The VSRC has four supervised or unsupervised contact points. When connecting more than
two contact inputs to Pin 5 (GND), a terminal strip to connect the common ground wires needs to be installed.
Unsupervised door contacts have maximum wire length of 2,000 feet.

A Pin 1is Exit Request (REX)

Pin 2 is Door Position Switch (DOD)

Pin 3 is Push Button Override

Pin 4 is Auxiliary Input (If the IPB function is in use then Pin 4 is for the IPB)
Pin 5 is Ground

> > > >
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P5/P6 - Relay outputs. The VSRC comes with two relay outputs.
A Pin 1 - Normally Open
A Pin 2 - Normally Closed
A Pin 3 - Common
P7 - Tamper switch. This is where a tamper switch is connected to the VSRC.
A Pin 1 (GND) is Ground
A Pin 2 (SWT) - Normally Closed

W4 - Read head voltage selector. The VSRC read-head voltage selector provides 5VDC or 12VDC to the various
types of read-heads depending on jumper location.

A Ajumper across Pins 2 and 3 will provide 12VDC (Default Setting)
A Ajumper across Pins 1 and 2 will provide 5VDC

Warning: Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read-
head voltage requirements.

W9 - Used to disable network communication.

A Pins 1 & 2 - Enable/Disable: Onboard web server (Configuration GUI), Telnet, Ping and Discovery
protocol. Enabled by default. If jumpered together, the onboard web server (GUI), Telnet, Ping and
Discovery protocol are disabled. If disabled then the VSRC cannot be reached via the GUI, Telnet, Ping
or the Discovery and Configuration Tool.

A Pins 3 & 4 - Not used at this time.
A Pins 5 & 6 - Not used in a standard VSRC configuration.
A Pins 7 & 8 - Not used in a standard VSRC configuration.

Warning: After installation it is recommended that Pins 1 & 2 be disabled. Leaving them enabled could allow
unauthorized access to the VSRC.

Pins Left at Default

The below pins should be left at their default settings:

A W1/W3 - Used to set the Host communication protocol. Default W1: 1&2 Default W3: 2&3
W2 - Used for RS485 termination (Reader Interface Termination). Default: 2&3

W5/W?7 - Sets communication protocol. Default W5: 5&6 Default W7 1&2

W6 - Used for RS485 termination (Controller Board Termination). Default 2&3

> > > >

W8 - Used to set Magstripe data signal for negative or positive. Default 1&2

Pins Not Used

The below pins are not used on the VSRC:

A P4
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Connecting to CIM

There is no direct connection between the VSRC and the CIM. To connect, they need to be on the same network
and the proper IP address of the VSRC needs to be entered when setting up the VSRC in SMS. In addition, a data
surge protector needs to be installed between the VSRC and the hub or switch. Install the supplied data surge
protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a power

supply connecting to P1 on the VSRC.

Hub or Switch on same network as
CIM

]
READER
=
AT m
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nu.n
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I BATY
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Surge
Protectar

7 W
- BhE

g LU

EREw =

Power Supply
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Data Communication between CIM and VSRC

Ethernet To Network

Ethernet to Network

Pin 1 - PWR (Power)

+ (Power)

Pin 4 - GND (Ground)

- (Ground)
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Connecting to Read Head

The VSRC reader interface can communicate to many different read heads. Provided here are the pin outs for the
most commonly used read-heads. The connection is different for each reader type. See the Recommended Wire
Chart below for the proper wire type and lengths.

Recommended Wire Chart: VSRC to Reader Head

VSRC to Magstripe Reader Head 18 AWG/5 Cond, Strd, Shid

VSRC to Door Contact 22 AWG/2 Cond, Strd, Shid

Abbreviations:

A Cond. = Conductor
A Strd. = Stranded
A Shld. = Shielded

P2 - VSRC pin connections

3

Pin 1 —|CLK
Pin2_ [DAT
Pin 3 _ |GD)

Pin 4 _ |PUIR
Pin 5 _|3RN

Pin 6 _ [FED'

oJoJoJoJoJoJo

Pin 7 |1ET
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Proximity Reader

Proximity Read Head Pin Connections

PIN 1 (CLK) DATA 0 (GREEN)
PIN 2 (DAT) DATA 1 (WHITE)
PIN 3 (GND) GROUND (BLACK)
PIN 4 (PWR) POWER (RED)
PIN 5 (GRN) LED (ORANGE)
PIN 6 (RED) NOT USED

PIN 7 (IBT) NOT USED

Wiegand Reader

Wiegand Read Head Pin Connections

PIN 1 (CLK) DATA 0 (GREEN)
PIN 2 (DAT) DATA 1 (WHITE)
PIN 3 (GND) GROUND (BLACK)
PIN 4 (PWR) POWER (RED)
PIN 5 (GRN) LED (BROWN)

PIN 6 (RED) NOT USED

PIN 7 (IBT) NOT USED

Magnetic Stripe Reader

Magnetic Stripe Read Head Pin Connections

PIN 1 (CLK) DATA 0 (WHITE)
PIN 2 (DAT) DATA 1 (GREEN)
PIN 3 (GND) GROUND (BLACK)
PIN 4 (PWR) POWER (RED)
PIN 5 (GRN) LED (ORANGE)
PIN 6 (RED) NOT USED

PIN 7 (IBT) NOT USED
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VMR - 5 Magnetic Stripe - LED 1 wire configuration

VMR-5 Magnetic Stripd.ED 1 Pin Connections

PIN 1 (CLK) DATA 1 (WHITE)
PIN 2 (DAT) DATA 0 (GREEN)
PIN 3 (GND) GROUND (BLACK)
PIN 4 (PWR) POWER (RED)
PIN 5 (GRN) LED (BROWN)

PIN 6 (RED) NOT USED

PIN 7 (IBT) NOT USED

VMR-5 Switch Settings

Remove the top mounting bracket to access the DIP switches.

S1 = Off S2 = Off S3 = Off S4 = Off

000

1234

VMR - 5 Magnetic Stripe - LED 2 wire configuration

VMR - 5 Magnetic Stripe - -LED 2 Pin Connections

PIN 1 (CLK) DATA 1 (WHITE)
PIN 2 (DAT) DATA 0 (GREEN)
PIN 3 (GND) GROUND (BLACK)
PIN 4 (PWR) POWER (RED)
PIN 5 (GRN) LED (ORANGE)
PIN 6 (RED) LED (BROWN)

PIN 7 (IBT) NOT USED
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VMR-5 Switch Settings

Remove the top mounting bracket to access the DIP switches.

S1 = Off S2 = On S3 = Off S4 = Off

1000

1234

VMR-10 and VMR-20 Magnetic Stripe

VMR10 and VMRO Magnetic Stripe Pin Connections

PIN 1 (CLK) DATA 1 (WHITE)
PIN 2 (DAT) DATA 0 (GREEN)
PIN 3 (GND) GROUND (BLACK)
PIN 4 (PWR) POWER (RED)
PIN 5 (GRN) LED (ORANGE)
PIN 6 (RED) LED (BROWN)

PIN 7 (IBT) NOT USED

VMR-10 and VMR-20 Switch Settings

Remove the top mounting bracket to access the DIP switches.

S1=0ffS2=0n S3 =0n S4 =0On

1000

1234
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Touch Reader

Touch Reader Pin Connections

PIN 1 (CLK) DATA 0 (GREEN)
PIN 2 (DAT) DATA 1 (WHITE)
PIN 3 (GND) GROUND (BLACK)
PIN 4 (PWR) POWER (RED)
PIN 5 (GRN) LED (BROWN)

PIN 6 (RED) NOT USED

PIN 7 (BUZ) NOT USED

Installing Diode for Lock Wiring - Relay

A diode is supplied with the VSRC which should be fitted across 12V and COM to protect the relay contacts.

558 558 85983 VSRC
. | SRR OO0 'S
kc' SESSESIISESSE Ml

3

BLACK
7 | ELECTRIC DOOR LOCK
RED J;’ FAIL-SECURE WIRING SHOWN
DICDE
gae 3
UL LISTED POWER LIMITED [ 120VAC
LOCK POWER SUPPLY
24NDC

The lock is wired across 12V and COM. A OV link to COM is then required to complete the circuit. This will be wired
to NO or NC depending on lock type: Fail Open / Fail Closed (diagram above is Fail Open).
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VSRC-300

Overview

The VSRC-300 is a software defined variant of the VSRC. It communicates with the CIM in the same manner as the
VSRC but instead of connecting to one read-head, the VSRC-300 connects to Schlage AD-300 Series locks. Up to
8 AD-300 locks can be connected in series and then connected to the VSRC-300, allowing it to be the controller for
up to 8 AD-300 locks.

VSRC-300 Pin Functions

Below are the PIN and Jumper values of the VSRC-300 that differ from the standard VSRC values.

P2 - Connection to AD-300 Series lock
A Pin1 (CLK) - Data B

Pin 2 (DAT) - Data A

Pin 3 (GND) - Ground

Pin 4 (PWR) - Power

Pin 5 (GRN) - Not Used

Pin 6 (RED) - Not Used

A Pin 7 (IBT) - Not Used

> > > > >

Note: All AD-300 locks connected to a VSRC-300 must be powered locally.

W5 - Sets communication protocol.
A Pins 3&4 - Need to be Jumpered together for the VSRC-300 to communicate with an AD-300 Series lock.
W?7 - Sets communication protocol.

A Pins 3&4 - Need to be Jumpered together for the VSRC-300 to communicate with an AD-300 Series lock.

Note: All locks connected to an VSRC-300 will be on Channel 2 when configured in SMS.
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Wiring between VSRC-300 and AD-300 Series

ouk [ — D vnw =D vn = D [vin
0AT| O] = (D [evo ||l D leve || D [eno
GNDIO)] D |ros+ D |ro.+ D |ros+
PWRIO| (@ |ros+ () |roB+ D |ros+
GRN| O
ceolo] D |roa- D |roa- D |roa-
er [O] L O jroa- LD Jroa || LD |roa-
Pz J1 J1 J1
i il i
* - * = * =
Power Supply Power Supply FPower Supply

The above example shows an VSRC-300 connecting to three AD-300 locks. Up to eight AD-300 locks can be
connected in series.

VSRE300-- AD300 Series

Pin 1 (CLK) = Data B RDB+
Pin2 (DAT) = Data A RDA-

Jumper between (TA-RA-) and (TB+RB+)
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VSRC - 400

Overview

The VSRC-400 is a software defined variant of the VSRC. It communicates with the CIM in the same manner as the
VSRC but instead of connecting to one read-head, the VSRC-400 connects to the Schlage PIM400-485-SMS. The
PIM400-485-SMS then connects wirelessly to up to 16 Schlage AD-400 Wireless locks. This allows the VSRC-400
to be the controller for up to 16 wireless locks.

VSRC-400 Pin Functions

Below are the PIN and Jumper values of the VSRC-400 that differ from the standard VSRC values.

P2 - Connection to PIM400-485-SMS
A Pin1(CLK) - Data B

Pin 2 (DAT) - Data A

Pin 3 (GND) - Ground

Pin 4 (PWR) - Power

Pin 5 (GRN) - Not Used

Pin 6 (RED) - Not Used

A Pin 7 (IBT) - Not Used

> > > > >

Note: It is recommended that the PIM be powered locally.

W5 - Sets communication protocol.
A Pins 3 & 4 - Need to be Jumpered together for the VSRC-400 to communicate with the PIM400.
W?7 - Sets communication protocol.

A Pins 3 & 4 - Need to be Jumpered together for the VSRC-400 to communicate with the PIM400.

Note: All locks connected to an VSRC-400 will be on Channel 2 when configured in SMS.

Wiring between VSRC-400 and PIM400-485-SMS

VSREA00-- PIM40@85SMS

Pin 1 (CLK) = Data B TB+ jumpered to RB+
Pin 2 (DAT) = Data A TA- jumpered to RA-

Jumper between (TA-RA-) and (TB+RB+)
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CHAPTER 6

VSRC-M

I~ sevsy z- sevsy

813620
533000
400Y OV

Vanderbilt Mercury EP4502 based Dual Reader Controller (VSRC-M)

Overview

The Vanderbilt Dual Reader Controller (VSRC-M) is an intelligent device based on a Mercury EP4502 controller that
can be paired with v6.2.0 and newer Vanderbilt Security Management System (SMS) Enterprise software
installations. The VSRC-M contains 2 onboard Wiegand / Magstripe readers and associated relays and contacts.
The VSRC-M is an independently programmable device capable of making decisions and storing history at the local
level (Enhanced Offline Mode) if communication is lost.

VSRC-M Highlights

A Supports read head technologies utilizing Wiegand (D0O/D1) or Magstripe (clock/data) signals.
Proximity Cards
A Standard 26-bit
A Vanderbilt 34-bit

HID Corporate 1000 35-Bit

HID Corporate 1000 48-Bit

> >
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>

HID/ProxIF 37-Bit

XceedID 40-Bit

XceedID 35-bit (including EV1)

MiFare 32-Bit Serial Number (With HID read-head ONLY)

> > > >

Magstripe Cards

A Geoffrey encoded magcard 14-D
A Geo-lmage magcard 11-D

A Locknetic 18-D magcard

Communicates via network protocol at 10/100 Base-T

Powered locally by a 12VDC Rated UL294 Listed Power-Limited Power Supply, capable of 4 hours standby
power.

Capable of running in Enhanced Offline Mode, allowing local decision making if communication fails between
the VSRC-M and the network.

VSRC-M Standard Features

> > > > >

>

Supports two read-head credentials

Communicates with CIM via network protocol at 10/100 Base-T

Connection for two multi-color LEDs for access granted or access denied indication
Connector for two buzzer/annunciators

Includes 4 input contacts for devices such as exit request (REX), door position switch (DOD), etc. for each
Read Head

Connector for tamper switch

VSRC-M Specifications

> > > > >

Board Dimensions-8 0 H x 60 W

Enclosure Dimensions-1 0 0 H x 132/Wbd xD 2
Power requirements - 12VDC to 24VDC

Power consumption - 200mA (500mA max. with read head)
Ambient temperature - 0° to 49° C or 32° to 120° F

VSRC-M Enclosure

VSRC-M Enclosure Features

A
A

Metal enclosure with hinged door, tamper switch, lock & key
Encl osure Dimensi3dmsd: 100 x 120 x 2

VSRC-M Enclosure Environmental Conditions

A
A
A

A

Ambient Temperature: 0° to 49° C or 32°to 120° F
The room must be dust free and clean.

It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall
covering i.e. sheetrock

Mount the cabinet in a secure, but generally accessible location
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VSRC-M Enclosure Mounting

A Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring. It is recommended
that this is done before mounting the enclosure to the wall.

A A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

A Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four
1/406 x 10 |l ag bolts.

VSRC-M IP Configuration

The IP address of the VSRC-M has to be configured so that it can communicate with the CIM. Configuration should
occur after the VSRC-M has been fully installed. Detailed instructions on how to configure the VSRC-M with a Static
IP address are listed below. DHCP configuration, while not recommended by Vanderbilt, is also possible with DHCP
reservations. Please review the DHCP Configuration section before configuration.

Note: Communication is at 10/100 Base-T

VSRC-M Static IP and DNS Configuration

The VSRC-M is DNS Compatible. Configuring a DNS Server is beyond the scope of this manual; a network
technician should be contacted to set up the DNS Server. The directions below give details for Static IP setup with
and without DNS. See the DHCP Configuration section before configuration DHCP.

Follow the steps below to configure the static IP of the VSRC-M.

1 Connect a PC with a web browser to the VSRC-M.

A Direct Connection - Using a cross-over cable, the reader interface can be connected directly to the
network card of the PC.

A Network Connection - Using a regular network cable, the reader interface can be connected to a hub or
switch that is on the same network as the PC.

2 Configure the PC's network settings to communicate with the VSRC-M.
a) Click on the Start button.
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b) Click on Control Panel. The Control Panel window will open.

B Control Panel -'_"EIB

B controtpanet -i;é, ._ia ﬁ Qﬁ ~

- n(casdﬂ‘r Add Hardware Mdor Admirsstrative  Automatic AvarkGo
=
A
Date and T Display  Folder Oplions Fonks Game: InkerBase
@ ¥ = & D @
=] = &
net Java Keyboard Mad Mouse m
Lnt.
ﬁ % w B e

Network Setup  Phone and  Power Options h-ﬂ.etsmd Program Regional and

Wrizard Modem ... Updates

S 2 0 9% §¥ e
Scanners and Sd'cddud Security Spewch Symarkec

Cameras Center mm LbveUpdate

P &4 8 & §B

Systemn Taskbar and User Accounks WildTangerk  ‘Windows Wirdoves
Start Merm Control Panel

c) Click on Network Connections. The Network Connections window will open.

s Metwork Connections
! Bl Edt Yiew Favorites  Tooks  Advapced  Help

@'M*@ (F O seuch |7 Fodes [T

| Adress | @) Network Connections

Netwaork Tasks

[5] Create anew
connection

g‘ Sat up a home or small
office network.

g Change Windows
Firewall settings

&8 Disabls thes network
davice

Iﬂ Rename this cannection

[#] Changs settings of this

conneckion
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d) Click on Local Area Connection. The Local Area Connection Properties window will open.

-~ Local Area Connection Properties

| General | Advanced

Connect using:

HE 3Com 3C920 Integrated Fast Etherne

This connection uses the following iterms:

| [ =008 Packet Scheduler 4\
| ¥ %= Network Monitor Driver |

=B Intemnet Protocol (TCP/IP)

< | &
=

Description
Tranzmiszion Control Protocal/ nternet Protocal, The defalt

wide area network, protocal thet provides communication
across diverse interconnected networks,

Show icon in notification areawhen connected
Matify me when this connection has limited or no connactivity

[ Ok l’ Cancel l

e) Scroll down and select Internet Protocol (TCP/IP).
f)  Click the Properties button. The Internet Protocol (TCP/IP) Properties window will open.

g) Make a note of the existing settings. These will need to be restored at the end of the VSRC-M configuration
process to return the PC to its usual settings.

Internet Protocol [TCP/IP) Proparties

General

Y'ou can get IP settings azsigned automatically if your network, supports
thiz capability. Otherwize, you need tc ask your network. administrator for
the appropriate IP settings.

(0 Obtain an IF address automatically
() Uze the following |P address:

|F address: 192 . 168 . 1685 . 200
Subret maszk: 2RR 28R 28R . 0

(®) Use the following DMS server addresses:

Preferred NS server: l:l

Alternate DMS zerver:

[ QK ]’ Cancel ]

h) Click on the Use the following IP address button.
i) Enter 192.168.168.200 into the IP address field.
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i) Enter 255.255.255.0 into the Subnet mask field.

k) Click on the OK button. The window will close. The PC's network settings are now compatible with the
default VSRC-M IP address (the Default IP address is 192.168.168.249).

Open a web browser.

4 Navigate to https://192.168.168.249 i the VSRC-M controllers use a self-signed certificate for SSL
communications, s 0 you may see the warning bel omaccessGHecontiolledi Cont i nu
login page.

@ https://10.10.85.252/ @ Certificate Error: MNavigation...
x @Col‘weﬂ - Seled

o
|.,@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate al
The security certificate presented by this website was issued for a different website's addr

Security certificate problems may indicate an attempt to fool you or intercept any data yc
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

= More information

5 Enter ASMSAdminodo for the user name andoghmSECAdminlo for t

\VVANDERBILT

SMS Configuration

Username Password

Change Password

a) The ASECAdminld password is only valid on the first
shipments from Vanderbilt after 7/8/2020.

b) On initial login the following message will be displayed:
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SMS Configuration

c) You are required to enter a new, complex password.
d) Click Log in and provide the default credentials again.
e) Click Change Password.

f)  Enter and confirm the new password at the dialog below.

SMS Configuration

_

New password requirements:

Between 8-32 characters long
At least one lower case letter (a-z)
At least one upper case letter (A-Z)
At least one number (0-9)
At least one of these characters: 1 @ #$ %~ *() _+{}|;':,.1?

Must NOT contain any of the following characters: & =[] <>-\"~"

New Password One more time

Cancel

g) SelectLog in to continue.



Chapter 6 VSREM 131

SMS Configuration

Success!

Please record your new password in a safe
location for future use.

T1 ¥ Yy

h) Select Log in again to continue after successful password reset.

Forgotten Password Recovery Will Require Contacting Vanderbilt Technical Support
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6

The Main Settings screen will display.

% @Convert + [ Select

(& IP Configuration

Main Settings Card Formats

Diagnostics

Board IP Settings

® DHCP
O Static
IP Settings

Hostname [l liitrry

Options Log out

VSRC-M Reader 1 & 2 Relay 1 Configuration——
Communication Failure —————
- during MRO

O Retain State
® Unlocked

® Locked

PowerOn——MMMMMMM
® Unlocked
O Locked

VSRC-M On-Board Reader Credential Config.—,

Reader 1
(o Proximity

® Magstripe

IP Address
Subnet mask  pigSelsli]
Default gateway

® Obtain DNS Server Address Automatically
© Manually Configure DNS Server Address
’—DNS Server Address Setting

Primary DNS

SO ETEREY 10.10.100.102

CIM IP Address Settng———————— Reader 2
IP Address or Hostname © Proximity
Port Number ® Magstripe

7 Click on the Static IP button.

i)  Enter new IP address into the IP address field. Consult with network technicians to get an address that is
compatible with the existing network.

i) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address
that is compatible with the existing network.

k) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an
address that is compatible with the existing network.

8 Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).

I)  Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians
to get an address that is compatible with the existing network.

m) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to
get an address that is compatible with the existing network.

9 Inthe CIM IP Address Setting section at the IP Address or Hostname field either:

A Enter the IP address of the CIM
or

A If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.

10 Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section. The
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches
the port entered in this screen.

11 Click Save Main Settings. Make a note of the IP address as it will be used by SMS to communicate with the
VSRC-M.

12 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC).
13 The IP address of the VSRC-M has been set.
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VSRC-M DHCP Configuration

Configuring the VSRC-M to DHCP is possible but the different methods required, depending on network architecture,
are beyond the scope of this manual. Contact Technical Support for help with DHCP configuration.

WARNING: If Controller IP address changes, the system will not be aware of it until the DNS cache refreshes.
The CIM will need to be restarted in order for it to resolve the new IP address. During the time that the cache has
not refreshed and the CIM has not been restarted, the system may not operate correctly.

VSRC-M GUI (Graphical User Interface)

Main Settings

D 10.10.80.98

% @ Convert ~ [ Select

Main Settings | Card Formats Diagnaostics Options Log out

Board IP Setings—— X —VSRC-M Reader 1 & 2 Relay 1 Configuration——,
Hostname Communication Failure————
® DHCP - during MRO

O Static O Retain State
IP Seftings————————— ® Unlocked

IP Address ® Locked
Subnet mask

Default gateway Power On—— ——
® Unlocked
’70 Locked
@ Obtain DNS Server Address Automatically
O Manually Configure DNS Server Address

(DNS Server Address Setting

Primary DNS VSRC-M On-Board Reader Credential Config. —
Secondary DNS

Reader 1
’70 Proximity

® Magstripe

CIM IP Address Setting———————————— Reader2—
IP Address or Hostname [ ’7 2 Proximity
Port Number s

https://10.10.80.98/cgi-bin/sms_config.cgi

Hostname - This displays the name of the specific VSRC-M. The name is in a standard format of VSMS-
XXXXXXXX.

A VSMS - Mercury EP4502 Based Reader Controller

A XXXXXXXX - The serial number of the specific VSRC-M (in the above example the serial number is
10092275).

The Host Name is used to access and setup the VSRC-M using Dynamic DNS in conjunction with DHCP. Consult
with network technicians for details on setting up your network in this manner.
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DHCP - This setting sets up the VRCNX-M to use a DHCP server on your network (use only if you have a DHCP
server on the network). Vanderhilt recommends utilizing static IP addressing or DHCP reservations for controllers.
If the controller IP address changes, there will be a loss of controller communications until the new IP address is
recognized by the CIM.

Static - This setting forces the VRCNX-M to use a static IP address.

IP Settings

A IP Address

A When in Static mode, this is where you set the VRCNX-M's IP address.

A When in DHCP mode, displays the IP address configured by the DHCP server.
A Subnet Mask

A When in Static mode, this is where you set the VRCNX-M's subnet mask.

A When in DHCP mode, displays the subnet mask configured by the DHCP server.
A Default Gateway

A When in Static mode, this is where you set the default gateway.

A When in DHCP mode, displays the default gateway configured by the DHCP server.

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server
IP addresses.

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.

DNS Server Address Setting
A Primary DNS
A When Manually entered, this is where you enter the Primary DNS address.
A When Automatically obtained, displays the Primary DNS chosen by the DHCP server.
A Secondary DNS
A When Manually entered, this is where you enter the Secondary DNS address.

A When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.
CIM IP Address Setting

A IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using
DNS the Fully Qualified Domain Name (FQDN) of the CIM should be entered here

A Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT
technician. Verify that the controller definitions match the port entered on this screen.

VSRC Reader 1 & 2 Relay 1 Configuration - This section is used to define the state of Relay 1 associated
with each VSRC-M reader in case of network communication failure during MRO Override state or power restored
without network communications restoration.

Note: Whether the lock connected to the VSRC is Fail Safe or Fail Secure will ultimately determine what effect the
state of Relay 1 will have on the lock. The examples below are assuming a Fail Secure installation.

A Comm Failure - Choose one of the options to define the behavior of Relay 1 in the event of communication
failure. Once communication is returned Relay 1 will resume its Normal Operation state.

A Retain State - The lock will stay in whatever state it was in (activated or deactivated) when
communication was lost.

A Unlocked - The relay will be activated when communication is lost. In most installations this will mean
that the door will become unsecured.



Chapter 6 VSREM 135

A Locked - The relay will be deactivated when communication is lost. In most installations this will mean
that the door will become secured.

Example: VSRC Lock (Relay 1) Configuration - Comm. Failure During MRO = Unlock
Unlock Command (MRO) sent to VSRC:
Green LED Activated
Relay 1 Activated
DOD Shunted
Communications Failure to VSRC:
Previous MRO Cleared
Cancel Reader Toggle
Set Lock Based on Comm. Failure During MRO Setting (e.g. Unlock)
Energize Relay 1
Energize Green LED
Communications Restored to VSRC:
Restore Normal Operation
Reset Relay 1

Reset Reader

A Power On - This section is used to define the behavior of Relay 1 while SMS is reloading the VSRC after a
power loss. In the case of a power failure Relay 1 will become deactivated. When power and communication
are returned, SMS will need to reload the VSRC. During this time the Power On option determines what state
Relay 1 will be in. Once the VSRC has been fully restored it will resume its Normal Operation state.

A Unlocked - The relay will be activated when the VSRC receives power and is being reloaded. In most
installations this will mean that the door will become unsecured.

A Locked - The relay will be deactivated when the VSRC receives power and is being reloaded. In most
installations this will mean that the door will become secured.

VSRC-M On-Board Reader Credential Configuration - Two on-board Reader Interfaces can be configured
on the VSRC-M. Use the settings below to specify the Credential Technology for each on-board Reader Interface.

A Reader 1 - Choose the Credential Technology

A Proximity
A Magstripe

A Reader 2 - Choose the Credential Technology
A Proximity

A Magstripe
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Card Formats

% @ Convert = [ Select

@ IP Configuration

T T T YT Y Y Y Y Y Y Y

Main Settings Diagnostics

Options

SMS-M Device Offline Card Format Setting

Set1—————
Card Format
site Code

Set3
Site Code NN
Set 5
Sito Codo R

Set 7

Site Code

Card Format

Card Format

Card Format

Set2———————
Card Format
site Code NN

Set 4

Card Format
Site Code

Set 6

Card Format
Site Code R

Set 8

Card Format
site Code I

= ceon

SetlTl Set8

Use this page to configure up to 8 Card Formats and Site Codes that will be active during Degraded Mode (the
VSRC-M has lost communication to the CIM and is loading the Enhanced Offline Access database from the last
CIM connection).
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Diagnostics

@ Diagnostics

% @ Convert = [ Select

Main Setiings Card Formats Options

Select a command and click the 'Submit’ button:

System ® Reader ® Time Zone
Clock ® Relay ® Area

Holiday ® Contact ® Alarm
SiteCode ® Badge ® Schedule

and an optional paramete: I
T

Use this page to display additional detailed information regarding the VRCNX-M and data currently residing in
memory. Use this page as directed by Vanderbilt Technical Support.

Options

@ Options

% @ Convert = [ Select

Main Settings Card Formats Diagnostics About Log out

Options

Session Length (minutes):

Use to set the session inactivity timeout.

About

¢ sk -

% @Convert v [ Select

Main Seftings Card Formats Diagnostics Options

SM5-M Major Application V¢

Bo 1 # —— "SN-06-10092275"

rootfs -M rootfs v5.64 —— Eval 0000
ulmage —- Linux VSMS-10092275 3.10.4 #3413 Thu Mar 17 1_,: :30 EDT 2016 (VI Build $014) armv5tejl GNU/Linux
autodscv -— Discovery and Config Service Version 2.

smsc —— V660X-Eval. DCIIJD (Mar 17 2016 13:06:30)

This page displays detailed information regarding the firmware loaded on the controller
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VSRC-M Pin Layout
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Pin Functions

TB1 - Power input for the VSRC-M. 12VDC or 24VDC.

A GND (-) ' Shutdown / Restart
FLT (+) ' Shutdown / Restart
GND (-) ' Tamper

TMP (+) ' Tamper

GND is (-) ' VSRC-M Main Power
VIN is (+) ' VSRC-M Main Power

> > > > >
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RESET / SHUTDOWN - Hold for 5 - 9 seconds and release for Reboot.
Hold for 10 seconds for Power Down. Refer to LED Indicators.

J10 - micro SD connection for flash memory.

J12 - USB HOST (reserved for future use).

S1 - Used to disable network communications.
A Switch 1 - Enable/Disable: Onboard web server (Configuration GUI), Ping and Discovery protocol.

Enabled by default. If OFF, the onboard web server (GUI), Ping and Discovery protocol are disabled. If
disabled then the VSRC-M cannot be reached via the GUI, Ping or the Discovery and Configuration Tool.

A Switch 2 - Reserved for Future Use
A Switch 3 - Off
A Switch 4 - Off

J5 - RS485 Termination (default = Off)
J9 - RS485 Termination (default = Off)

J7 - PASS 12V = Reader Power Select

A Jumper PINs 2 & 3 = 12 V Available to Reader Ports (min 20 V in)
A Jumper PINs 1 & 2 = Input Power "Passed Through" to Reader Ports

Warning: Serious damage may occur to the read-head if this jumper is set incorrectly. Please verify manufacturer
read-head voltage requirements.

S2 - RESET -- DO NOT USE.
JP3 [CPU Daughter Board] - DO NOT REMOVE.
J4 [CPU Daughter Board] - RS-232

S1 [CPU Daughter Board] - RESET -- DO NOT USE.

Never Depress the S2 RESET button on the main controller or S1 RESET button on the CPU daughter board.

These buttons will interrupt power to the VSRC-M without shutting down critical software processes and may
render the VSRC-M inoperable.
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READER 1 - Onboard Reader Interface (Wiegand / Magstripe)

T GND Ground
T DAT

DO Data / Data 0
T CLK

D1 Clock / Data 1
T BZR Reader Buzzer
1 LED Reader LED
T VO Reader Power

READER 2 - Onboard Reader Interface (Wiegand / Magstripe)

T GND Ground
T DAT

DO Data / Data O
T CLK

D1 Clock / Data 1
T BZR Reader Buzzer
1 LED Reader LED
T VO Reader Power

OUT 1 - Relay Output 1 for Reader 1
A NO Normally Open

A C Common
A NC Normally Closed

OUT 2 - Relay Output 2 for Reader 1
A NO Normally Open

A C Common
A NC Normally Closed

OUT 3 - Relay Output 1 for Reader 2
A NO Normally Open

A C Common
A NC Normally Closed

OUT 4 - Relay Output 2 for Reader 2
A NO Normally Open

A C Common

A NC Normally Closed
IN 1 - Contact Input 1 for Reader 1

A 2 wires used for Request to Exit (REX)
IN 2 - Contact Input 2 for Reader 1

A 2 wires used for Door Open Detect (DOD)
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IN 3 - Contact Input 3 for Reader 1
A 2 wires used for Push Button Override
IN 4 - Contact Input 4 for Reader 1
A 2 wires used for Auxiliary Input
IN 5 - Contact Input 1 for Reader 2
A 2 wires used for Request to Exit (REX)
IN 6 - Contact Input 2 for Reader 2
A 2 wires used for Door Open Detect (DOD)
IN 7 - Contact Input 3 for Reader 2
A 2 wires used for Push Button Override
IN 8 - Contact Input 4 for Reader 2
A 2 wires used for Auxiliary Input
ETHERNET - Ethernet cable to network connects here.
Warning: Vanderbilt recommends Setting S1-Switch 1 OFF to DISABLE the onboard web server, ping, and

discovery protocol after installation and configuration. Leaving these features enabled could allow unauthorized
access to the VSRC-M.

Pins Left at Default

The below pins should be left at their default settings:

A J9 - Used for RS485 Channel 2 termination (Reader Interface Termination).
Default: PINs 1 & 2 Jumper Removed.

A J5 - Used for RS485 Channel 3 termination (Reader Interface Termination).
Default: PINs 1 & 2 Jumper Removed.
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Connecting VSRC-M to CIM

There is no direct connection between the VSRC-M and the CIM. To connect, they need to be on the same network
and the proper IP address of the VSRC-M needs to be entered when setting up the VSRC-M in SMS. In addition, a
data surge protector needs to be installed between the VSRC-M and the hub or switch. Install the supplied data
surge protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a
power supply connecting to TB1 on the VSRC-M.

[ ] [ [ [ ) [ ] (]
[ ] o ® [ ) o o Switch or Hub On CIM Network
-— -—
Surge
Protector L0, o
N ®®®®®®®®®®®
” — | |loealocals oo efooacloasalesooe
CHBGHRD WETS 1 THEOLTH W8
i = = J N VA5 kR
HEEHOST : 3 EE2rf2ke
H GaaE66an
|72 8 =
o EREN:N:!
2 BEEBE
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-a 2

= o

~ @ s2{@|f = ®

- @ = 5
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BT ONBOURD REATERS 182
HOT USED 45 & WRCHE-

O~="/ /T \@ ooooo | oooooo k oooooooooo
v < ®®®®® ®®®®® ®®®®® ®®®®®
BR /CR233( Bg sk, 9 ESY R E § UES EEE S Y ¢ £ ¢ g g e gE o g
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RESET
LT DOWN

@

Data Communication between CIM and WBRC

Ethernet To Network Ethernet to Network
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Connecting to Read Heads

The following sections how to install various credential read heads to the VSRC-M reader interfaces.

The VSRC-M reader interface can communicate to many different read heads. Provided here are the pin outs for
the most commonly used read-heads. The connection is different for each reader type. See the Recommended Wire
Chart below for the proper wire type and lengths.

Recommended Wire Chart: VSRC-M to Reader Head

VSRC-M to Magstripe Reader Head 18 AWG/5 Cond, Strd, Shid

VSRC-M to Door Contact 2000 22 AWG/2 Cond, Strd, Shid

Abbreviations:

A Cond. = Conductor
A Strd. = Stranded
A Shid. = Shielded
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VSRC-M RI Pin Connections
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Reader 1

Reader 1 can be used to connect 1 card-reader to the VSRC-M:

A

> > > > >

Pin 1 is Ground (GND)
Pin 2 is DAT/DO (Data 0)
Pin 3 is CLK/D1 (Data 1)
Pin 4 is Buzzer (14-24V)
Pin5is LED

Pin 6 is Power (VO0)
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Reader 1 has four contact points at TB4 - IN1 and TB4 - IN2 and TB5- IN3 and TB5 - IN4. Each contact point has
its own ground. Unsupervised door contacts have maximum wire length of 2,000 feet.

Reader 1 has two relay outputs at TB10 - OUT1 and TB10 - OUT2. The relays are single pole/double throw and are
rated at 30 VDC @ 2 amp. OUTL1 is for the Door Unlock relay. OUT?2 is for the Door Held Open relay.

Reader 2

Reader 2 can be used to connect 1 card-reader to the VSRC-M.

A Pin1is Ground (GND)
Pin 2 is DAT/DO (Data 0)
Pin 3 is CLK/D1 (Data 1)
Pin 4 is Buzzer (14-24V)
Pin5is LED

A Pin 6 is Power (V0)

> > > >

Reader 2 has four contact points at TB6 - IN5 and TB6 - IN6 and TB7- IN7 and TB7 - IN8. Each contact point has
its own ground. Unsupervised door contacts have maximum wire length of 2,000 feet.

Reader 2 has two relay outputs at TB11 - OUT3 and TB11 - OUT4. The relays are single pole/double throw and are
rated at 30 VDC @ 2 amp. OUT3 is for the Door Unlock relay. OUT4 is for the Door Held Open relay.

J7 - Read head voltage selector. The read-head voltage selector provides pass-through or 12VDC to the various
types of read-heads for both Reader 1 and Reader 2.

A No jumper will provide no power
A Ajumper across Pass and the center Pin will pass-through VSRC-M main input voltage

A Ajumper across the center Pin and 12V will provide 12VDC

Note: Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read-
head voltage requirements.

Proximity Reader

Wiegand / Proximity Read Head Pin Connections

PIN 1 (GND) GROUND (BLACK)

PIN 2 (DAT/DO) DATA 0 (GREEN)

PIN 3 (CLK/D1) DATA 1 (WHITE)

PIN 4 (BUZZER) BEEPER (YELLOW); 12-24V
PIN 5 (LED) LED (ORANGE)

PIN 6 (PWR) POWER (RED)
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Note: Colors may vary slightly depending on the read head manufacturer. Use this chart as a model.

VSRC-M VMR-5 Magnetic Strip - LED 1 Wire Configuration

VMR - 5 Magnetic Stripe - LED 1 Pin Connections

PIN 1 (GND) GROUND (BLACK)
PIN 2 (DAT/DO) DATA 0 (GREEN)
PIN 3 (CLK/D1) DATA 1 (WHITE)
PIN 4 (BUZZER) NOT USED

PIN 5 (LED) LED (BROWN)

PIN 6 (PWR) POWER (RED)

VMR-5 Switch Settings

Remove the top mounting bracket to access the DIP switches.
S1 = Off S2 = Off S3 = Off S4 = Off

VSRC-M VMR-10 and VMR-20 Magnetic Stripe

VMR-10 and VMR-20 Magnetic Stripe Pin Connections

PIN 1 (GND) GROUND (BLACK)
PIN 2 (DAT/DO) DATA 0 (GREEN)
PIN 3 (CLK/D1) DATA 1 (WHITE)
PIN 4 (BUZZER) NOT USED

PIN 5 (LED) LED (BROWN)

PIN 6 (PWR) POWER (RED)

VMR-10 and VMR-20 Switch Settings
Remove the top mounting bracket to access the DIP switches.
S1=0ff S2=0n S3=0n S4 =0On

1000

1234
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Installing Diodes for Lock Wiring - Relay

Diodes are supplied with the VSRC-M which should be fitted across 12V and COM on each Reader Interface to
protect the relay contacts.

BASE 2-DOOR

Bz o

RED

ELECTRIC DOOR LOCK

UL LISTED POWER LIMITED
LOCK POWER SUPPLY

24VDC 120VAC

The lock is wired across 12V and COM. A 0V link to COM is then required to complete the circuit. This will be wired
to relay K1 and K3 NO or NC depending on lock type: Fail Open / Fail Closed (the diagram above is Fail Open).
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CHAPTER 7

VSRC-A

N vAoeze
SIN: 9002797 spors™"

Vanderbilt Dual Reader Controller (VSRC-A)

Overview

The Vanderbilt Dual Reader Controller (VSRC-A) is an intelligent device that can be paired with v6.4.5 and newer
Vanderbilt Security Management System (SMS) Enterprise software installations. The VSRC-A contains 2
onboard Wiegand / Magstripe readers and associated relays and contacts. The VSRC-A is an independently
programmable device capable of making decisions and storing history at the local level (Enhanced Offline Mode) if
communication is lost.

VSRC-A Highlights

A Supports read head technologies utilizing Wiegand (D0/D1) or Magstripe (clock/data) signals.
Proximity Cards
A Standard 26-bit
Vanderbilt 34-bit
HID Corporate 1000 35-Bit
HID Corporate 1000 48-Bit
HID/ProxIF 37-Bit
XceedID 40-Bit
XceedID 35-bit (including EV1)

> > > > > >
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A MiFare 32-Bit Serial Number (With HID read-head ONLY)

Magstripe Cards

>

A Geoffrey encoded magcard 14-D
A Geo-lmage magcard 11-D
A Locknetic 18-D magcard

Communicates via network protocol at 10/100 Base-T

Powered locally by a 12VDC Rated UL294 Listed Power-Limited Power Supply, capable of 4 hours standby
power.

Capable of running in Enhanced Offline Mode, allowing local decision making if communication fails between
the VSRC-A and the network.

VSRC-A Standard Features

A Supports two read-head credentials

A Communicates with CIM via network protocol at 10/100 Base-T

A Connection for two multi-color LEDs for access granted or access denied indication

A Connector for two buzzer/annunciators

A SMS software configuration as VSRC-A2 includes 2 input contacts for exit request (REX) and door position
switch (DOD) for each read head

A Alternate SMS software configuration as VSRC-A1 includes 4 input contacts for exit request (REX), door
position switch (DOD), exterior push button (EPB) and auxiliary input for a single read dead

A Connector for tamper switch

VSRC-A Specifications

A Board Dimensions: 151mm H x 201lmm W x 53mm D

A Enclosure Dimensions: 81/ 40 -H/ %0 ZW/ 20 3D

A Power requirements: 9.5VDCto 29.5VDC

A Power consumption: 600 mA @ 12 VDC

A Ambient temperature: -40° to 55° C

VSRC-A Enclosure

Features

A
A

Metal enclosure with hinged door
Encl osure Dimensions: 8.250 x 7.50 x 3.50

Environmental Conditions

A
A
A

Ambient Temperature: -40° to 55° C
The room must be dust free and clean.

It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall
covering i.e. sheetrock

Mount the cabinet in a secure, but generally accessible location
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Mounting

A Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring. It is recommended
that this is done before mounting the enclosure to the wall.

A A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

A Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four
1/406 x 10 |l ag bolts.
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IP Configuration

The IP address of the VSRC-A has to be configured so that it can communicate with the CIM. Configuration should
occur after the VSRC-A has been fully installed. Detailed instructions on how to configure the VSRC-A with a Static
IP address are listed below. DHCP configuration, while not recommended by Vanderbilt, is also possible with DHCP
reservations. Please review the DHCP Configuration section before configuration.

Note: Communication is at 10/100 Base-T

Static IP and DNS Configuration

The VSRC-A is DNS Compatible. Configuring a DNS Server is beyond the scope of this manual, a network
technician should be contacted to set up the DNS Server. The directions below give details for Static IP setup with
and without DNS. See the DHCP Configuration section before configuration DHCP.

Follow the steps below to configure the static IP of the VSRC-A.

1 Connect a PC with a web browser to the VSRC-A.

switch that is on the same network as the PC.

2 Configure the PC's network settings to communicate with the VSRC-A.

a) Click the Start button.
b) Click Settings.

VSMSHM12-15-21 -- 7.1.0

Windows Settings

=

System
Display, notifications,
power

Personalization

Background, lock screen,
colors

%
Time & language
Speech, region, date

Devices
Bluetooth, printars, mouse

g—
a—
o=
o—
Apps

Uninstall, defaults, optional
features

&

Gaming
Game bar, DVR,
broadcasting, Game Mode

&)

Network & Internet

Wi-Fi, airplane mode, VPN

R

Accounts

Your accounts, email, sync

work, other people

-
A,
A

'~

Ease of Access
Narrator, magnifier, high
contrast

A Direct Connection - Using a cross-over cable, the reader interface can be connected directly to the
network card of the PC.

A Network Connection - Using a regular network cable, the reader interface can be connected to a hub or
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c) Click Network & Internet.

& Home Status

| Find a setting / | Network status

Network & nternet H— _@
& Status Local Area Connection

You're connected to the Internet

=) Ethemnet If you have a limited data plan, you can make this network a
metered connection or change other properties.

 Dial-up
Change connection properties

Ve Show available networks

S Datausage .
e o Change your network settings
Proxy

@ Change adapter options
View network adapters and change connection settings.

&, Sharing options

For the networks you connect to, decide what you want to share.

o(g HomeGroup
Set up a homegroup to share pictures, music, files, and printers with
other PCs on your network.

Network troubleshooter
Diagnose and fix network problems

View your network properties
Windows Firewall
Network and Sharing Center

Network reset

d) Click Ethernet.

& Home Ethernet
| Find a setting o | Ethernet
vilocal
Network & Internet E Connected
& status
Related settings
T Ethernet
Change adapter options
€ Dial-up
Change advanced sharing options
% VPN Network and Sharing Center
(5 Data usage HomeGroup
‘Windows Firewall
Proxy

Have a question?
Get help

Make Windows better.

Give us feedback

e) Click Change adapter options

Control Pan:

Fille Edit View Advanced Tools
Organize ~  Disable this network device  Diagnose this connection  Rename this connection  View status of this connection  Change settings of this connection
Local Area Connection

vilocal
@2 Intel(R) Ethernet Connection (2) |

4items 1 item selected

4 & 5 Control Panel > All Control Panel ltems > Network Connections > v O Search Network Connections

o

==
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f)  Highlight the NIC connected to the VRCNX-A and click Change settings of this connection.

8 Local Area Connection Properties

Networking  Sharing

Connect using:

I? Intel(R) Ethemet Connection (2) [215-LM

~
]? File and Printer Sharing for Microsoft Networks
T3 DNE LightWeight Fitter

Q05 Packet Scheduler

4 Intemet Protocol Version 4 (TCP/IPv4)

O . Microsoft Network Adapter Multiplexor Protocol
2. Microsoft LLDP Protocal Driver

This connection uses the following items:

v
£ >
Install... Uningtall Properties
Description
Allows your computer to access resources on a Microsoft
network.
oK Cancel

g) Scroll down and select Internet Protocol (TCP/IP v4).
h) Click the Properties button.

Make a note of the existing settings. These will need to be restored at the end of the VRCNX-A
configuration process to return the PC to its usual settings.

Internet Protocol Version 4 (TCP/

v4) Properties

General

You can get IP settings assigned automatically if your network supports
thiz capability. Otherwise, you need to ask your network administrator
far the appropriate IP settings.

() Cbtain an IP address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 168 . 200
Subnet mask: BEH . 255 .255 . 0

Obtain DNS server address automatically

(®) Usg the following DNS server addresses:

Preferred DNS server: l:l

Alternate DNS server: l:l

[Jvalidate settings upon exit Advanced...
Cancel

i) Click on the Use the following IP address button.
k) Enter 192.168.168.200 into the IP address field.
I)  Enter 255.255.255.0 into the Subnet mask field.

Click on the OK button. The window will close. The PC's network settings are now compatible with the
default VSRC-A IP address (the Default IP address is 192.168.168.249).

3 Open a web browser.
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4 Navigate to https://192.168.168.249 i the VSRC-A controllers use a self-signed certificate for SSL
communications, s 0 you may see the warning bel mwmaccessGHercontiolleri Cont i nu
login page.

2 https://10.10.85.252/ (& Certificate Error: Navigation...
X qg(:mwert - [P Select

|@ There is a problem with this website's security certificate.

The secunty certificate presented by this website was not issued by a trusted certificate ar
The security certificate presented by this website was issued for a different website's addr

Security certificate problems may indicate an attempt to fool you or intercept any data yc
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

® More information

5 Enter ASMSAdmino for the user name dichkdHogimSECAdmi nl0o for t

\VVANDERBILT

SMS Configuration

Username Password

Change Password

a) The ASECAdminlo password is only wvalid on the first
shipments from Vanderbilt after 7/8/2020.

b) On initial login the following message will be displayed:
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SMS Configuration

c) You are required to enter a new, complex password.
d) Click Log in and provide the default credentials again.
e) Click Change Password.

f)  Enter and confirm the new password at the dialog below.

SMS Configuration

_

New password requirements:

Between 8-32 characters long
At least one lower case letter (a-z)
At least one upper case letter (A-Z)
At least one number (0-9)
At least one of these characters: 1 @ #$ %~ *() _+{}|;':,.1?

Must NOT contain any of the following characters: & =[] <>-\"~"

New Password One more time

Cancel

g) SelectLog in to continue.
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SMS Configuration

Success!

Please record your new password in a safe
location for future use.

h) Select Log in again to continue after successful password reset.

Forgotten Password Recovery Will Require Contacting Vanderbilt Technical Support

6 The Main Settings screen will display.

Diagnostics Options

Board IP Seftings —————————

Hostname
® DHCP
O Static

IP Settings

IP Address VSRC-A Reader 1 & 2 Relay 1 Configuration

Subnet mask Communication Failure
Default gateway - during MRO
O Retain State
® Unlocked
® Obtain DNS Server Address Automatically ® |ocked

O Manually Configure DNS Server Address
DNS Server Address Setting——F—

PowerOn———M8¥ M
Primary DNS (. i

Secondary DNS

O Locked

CIM IP Address Setting

IP Address or Hostname
Port Number (1-65535)
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7 Click on the Static IP button.

i)  Enter new IP address into the IP address field. Consult with network technicians to get an address that is
compatible with the existing network.

i)  Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address
that is compatible with the existing network.

k) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an
address that is compatible with the existing network.

8 Click on the Manually configure DNS server addresses button (Optional, for DNS configuration).

a) Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians
to get an address that is compatible with the existing network.

b) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to
get an address that is compatible with the existing network.

9 Inthe CIM IP Address Setting section at the IP Address or Hostname field either:

A Enter the IP address of the CIM
or

A If using DNS, enter the Fully Qualified Domain Name (FQDN) of the CIM.

10 Enter the Port Number of the CIM into the Port Number field in the CIM IP Address Setting section. The
number should be 3001 unless IT technicians specify otherwise. Verify that the controller definition matches
the port entered in this screen.

11 Click Save Main Settings. Make a note of the IP address as it will be used by SMS to communicate with the
VSRC-A.

12 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC).

13 The IP address of the VSRC-A has been set.
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DHCP Configuration

Configuring the VSRC-A to DHCP is possible but the different methods required, depending on network architecture,
are beyond the scope of this manual. Contact Technical Support for help with DHCP configuration.

WARNING: If Controller IP address changes, the system will not be aware of it until the DNS cache refreshes.
The CIM will need to be restarted in order for it to resolve the new IP address. During the time that the cache has
not refreshed and the CIM has not been restarted, the system may not operate correctly.

GUI (Graphical User Interface)

Main Settings

Diagnostics Options

Board IP Settings

Hostname
® DHCP
O Static

IP Settings

IP Address VSRC-A Reader 1 & 2 Relay 1 Configuration

Subnet mask Communication Failure
Default gateway - during MRO
O Retain State
® Unlocked
® Obtain DNS Server Address Automatically ® Locked
O Manually Configure DNS Server Address
(DNS Server Address Setting

: PowerOn——M8M8¥
Primary DNS ® Uniocked
Secondary DNS Locked

IP Address or Hostname gluR{viR{ix]

CIM IP Address Setting
(Pon Number (1-65535)

Hostname - This displays the name of the specific VSCR-A. The name is in a standard format of VSMS-
XXXXXXXX.

A VSMS: Vanderbilt SMS Reader Controller

A XXXXXXXX:The serial number of the specific VSRC-A
(in the above example the serial number is 29006677).

The Host Name is used to access and setup the VSRC-A using Dynamic DNS in conjunction with DHCP. Consult
with network technicians for details on setting up your network in this manner.
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DHCP - This setting sets up the VSRC-A to use a DHCP server on your network (use only if you have a DHCP
server on the network). Vanderhilt recommends utilizing static IP addressing or DHCP reservations for controllers.
If the controller IP address changes, there will be a loss of controller communications until the new IP address is
recognized by the CIM.

Static - This setting forces the VSRC-A to use a static IP address.

IP Settings

A IP Address

A When in Static mode, this is where you set the VSRC-A's IP address.

A When in DHCP mode, displays the IP address configured by the DHCP server.
A Subnet Mask

A When in Static mode, this is where you set the VSRC-A's subnet mask.

A When in DHCP mode, displays the subnet mask configured by the DHCP server.
A Default Gateway

A When in Static mode, this is where you set the default gateway.

A When in DHCP mode, displays the default gateway configured by the DHCP server.

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server
IP addresses.

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.

DNS Server Address Setting
A Primary DNS
A When Manually entered, this is where you enter the Primary DNS address.
A When Automatically obtained, displays the Primary DNS chosen by the DHCP server.
A Secondary DNS
A When Manually entered, this is where you enter the Secondary DNS address.

A When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.
CIM IP Address Setting

A IP Address or Hostname - Displays the IP Address or Hostname of the computer running the CIM; if using
DNS, the Fully Qualified Domain Name (FQDN) of the CIM should be entered here

A Port Number - Displays the Port Number of the CIM: Use port 3001 unless otherwise specified by IT technician.
Verify that the controller definitions match the port entered on this screen.
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Diagnostics

Select a command and click the "Submit’ button:

® System ® Reader ® Time Zone
® Clock ® Relay ® Area

® Slave
® Riname

® Holiday ® Contact ® Alarm ® More

@ SiteCode ® Badge ® Schedule

and an optional parameter- |

Use this page to display additional detailed information regarding the VSRC-A and data currently residing in memory.
Use this page only as directed by Vanderbilt Technical Support.

Options

Main Settings Diagnostics Log out

Session

Session Length:

Dipswitches
Dipswitch 1:
Dipswitch 2:
Dipswitch 3:

Dipswitch 4:

A Session Length:  Use to set the session inactivity timeout.

A Dipswitch 1: Enable/Disable Onboard web server (Configuration GUI), Ping and
Discovery protocol. Enabled by default. If OFF, the onboard web server (GUI),
Ping and Discovery protocol are disabled.
If disabled then the VSRC-A cannot be reached via the GUI, Ping or the
Discovery and Configuration Tool.

>

Dipswitch 2: Reserved for Future Use

b~

Dipswitch 3: Used in Conjunction with Dipswitch 4 to configure as VSRC-A or VRCNX-A
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A Dipswitch 4: Used in Conjunction with Dipswitch 3 to configure as VSRC-A or VRCNX-A
VSRC-A Off Off
VRCNX-AO On On
VRCNX-A1l Off On
VRCNX-A2/A3 On Off

Warning: Vanderbilt recommends Setting Dipswitch 1 OFF to DISABLE the onboard web server, ping, and
discovery protocol after installation and configuration. Leaving these features enabled could allow unauthorized
access to the controller.

About

Main Settings Card Formats Diagnostics Options m Log out

SMS-A Major Application Version:

Board Serial # -- "SN-@6-29002882"

rootfs -- SMS-A rootfs V6.1 -- Eval eeee

uImage -- Linux VSMS-29802882 4.7.0 #15 Tue Apr 4 12:49:00 EDT 2017 (VI Build @82) armvStejl GNU/Linux
autodscv -- Discovery and Config Service Version 2.3.81

smsc -- V781A-Eval.eee@ (Apr 4 2017 12:23:26)

vnri -- VBB-NRI with OEM Code: G4 V@3:@8A (Apr 4 2017 12:23:41)

This page displays detailed information regarding the firmware loaded on the controller.
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VSRC-A PIN Layout

+—Flying Lead 1
1—Flying Lead 2
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N
12 1 2 ¢ A B - + A B + 3 4 C
IN1/2 || OUT1/2 | READER1 READER2 || OUT 3/4
[o]

PIN Functions

Power / VIN
T +is Power
T -is Ground

f Sis Chassis Ground
k]|Relay 17 Max 30 VDC @ 2 A

1 NCis Normally Closed

1 CisCommon

1 NOis Normally Open
Relay 27 Max 30 VDC @ 2 A

1 NCis Normally Closed

 Cis Common

T NOis Normally Open
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The VSRC-A has four unsupervised contact points. Unsupervised door contacts have maximum wire length of
2,000 feet.

@ Contact Inputs 1 & 2
T 17 N/O
T 27 N/C
1 Cis Ground
Contact Inputs 3 & 4
T 371 NO
T 47 N/C
1 Cis Ground
[9]&[10] Read Head 1 Connection
A 1isLED
2 is Not Used
C is Not Used

Ais CLK (Data 0)
B is DAT (Data 1)

> > > > >

- is Ground

A +is Power
@ & Read Head 2 Connection

A 3isLED

4 is Not Used

C is Not Used
Ais CLK (Data 0)
B is DAT (Data 1)

> > > > >

- is Ground
A +is Power

Not Used

Not Used

Not Used

Not Used

Read Head Voltage Selector. The VSRC-A read head voltage selector provides wither 12 VDC or passes VIN
to the read head depending on jumper location.

A Ajumper across PINs 2 and 3 (12V) will provide 12 VDC (default setting)
A Ajumper across PINs 1 (Vin) and 2 will pass VIN
A No jumper will provide 0 VDC

Warning: Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read
head voltage requirements.
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Configure network functionality:

Refer to Configuration GUI section above.

Reader and I/O Assignment

The VSRC-A Supports 3 Door Configurations:
1 Dual Independent Door Control (1 Relay and 2 Contacts per door)
1  Single Door Control (2 Relays and 4 Contacts per door)
1  Single Door Control IN / OUT Readers (2 Relays and 4 Contacts per door

VSRC-A Reader Inputs and /O is associated to one of the configurations above depending on the Reader
Template applied in System Manager as indicated below.

Template Reader Used Relay Assignment Contacts Assignment

Single Door Control

Reader 1 Relay 1 Contact 117 REX
Relay 2 Contact 27 DOD
Contact 37 Push Button

VSRC Reader Template Contact 47 Aux Input

Reader 2 Unused

Dual Independent Door Control

Reader 1 Relay 1 Contact 117 REX
Contact 27 DOD

VSRC-A Dual Reader Template
Reader 2 Relay 2 Contact 317 REX
Contact 41 DOD

Single Door Control IN/ OUT Readers i SMS v6.4.5 or newer

VSRC-A IN Reader Template Reader 1 / Reader 2 Contact 17 REX

Relay 1 Contact 21 DOD

Relay 2 Contact 37 Push Button
VSRC-A OUT Reader Template | Reader 2 / Reader 1 Contact 4 i Aux Input
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Factory Reset and Power down

The Reset Button labeled on the onboard mounted VSRC-A is used for Rebooting, Powering Down and
Resetting, in conjunction with the Tamper Button , the VRCNX-A as indicated below.

The controller will produce 3 long beeps followed by a series of shorter beeps at a faster interval when depressed.

Reboot

Press and Hold the backplane mounted VSRC-A Reset Button until the short beeps begin and for nine (9)
short beeps or less. The controller will shut down and reboot. The configured Network Settings (IP Address, etc.)
will be retained on reboot.

Power Down

Press and Hold the backplane mounted VSRC-A Reset Button until the short beeps begin and continue to
hold until after 10 short beeps followed by 2 long beeps. The controller will power down. The configured Network
Settings (IP Address, etc.) will be retained on restart. Disconnect and reconnect power to restart the controller.

Reboot and Reset to Default IP Address

Press and Hold the backplane mounted VSRC-A Reset Button and Tamper Button until the short beeps
begin and for nine (9) short beeps or less. The controller will shut down and reboot. The configured Network
Settings (IP Address, etc.) will be reset to the factory default (192.168.168.249) on reboot.

Power Down and Reset to Default IP Address

Press and Hold the backplane mounted VSRC-A Reset Button and Tamper Button until the short beeps
begin and continue to hold until after 10 short beeps followed by 2 long beeps. The controller will power down.
The configured Network Settings (IP Address, etc.) will be reset to factory default (192.168.1686.249) on restart.
Disconnect and reconnect power to restart the controller.
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Connecting to CIM

There is no direct connection between the VSRC-A and the CIM. To connect, they need to be on the same network
and the proper IP address of the VSRC-A needs to be entered when setting up the VSRC-A in SMS. In addition, a
data surge protector needs to be installed between the VSRC-A and the hub or switch. Install the supplied data
surge protector (DITEK-DTK-MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a
power supply connecting to TB1 on the VSRC-A.

Switch or Hub On CIM Network

o on op CANCEEES

Surge
Protector

T—Flying Lead 1
Flying Lead 2
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Data Commmnication between CIM and VERC

Ethernet To Network Ethernet to Network
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Connecting to Read Heads

The following sections how to install various credential read heads to the VSRC-A reader interfaces.
The VSRC-A reader interface can communicate to many different read heads. Provided here are the pin outs for

the most commonly used read-heads. The connection is different for each reader type. See the Recommended Wire
Chart below for the proper wire type and lengths.

Recommended Wire Chart: VSRC-A to Reader Head

VSRC-A to Magstripe Reader Head 18 AWG/5 Cond, Strd, Shid

VSRC-A to Door Contact 2000 22 AWG/2 Cond, Strd, Shid

Abbreviations:

A Cond. = Conductor
A Strd. = Stranded
A Shid. = Shielded

Reader Connections
Reader 1 Shown for Example

(LED) GREEN LED (ORANGE)
(NA) NOT USED

(NA) NOT USED

(CLK) DATA 0 (GREEN)
(DAT) DATA 1 (WHITE)
(GND) GROUND (BLACK)
(PWR) POWER (RED)
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Proximity Reader

Proximity Read Head Pin Connections

[9] PIN A (CLK) DATA 0 (GREEN)
[9] PIN B (DAT) DATA 1 (WHITE)
[9]PIN - (GND) GROUND (BLACK)
[9] PIN + (GND) POWER (RED)
PIN 1 (LED) LED (ORANGE)
PIN 2 (NA) NOT USED

PIN C (NA) NOT USED

Magnetic Stripe Reader

Magnetic Stripe Read Head Pin Connections

[9] PIN A (CLK) DATA 0 (WHITE)
[9] PIN B (DAT) DATA 1 (GREEN)
[9] PIN - (GND) GROUND (BLACK)
[9] PIN + (GND) POWER (RED)
PIN 1 (LED) LED (ORANGE)
PIN 2 (NA) NOT USED

PIN C (NA) NOT USED

Note: Colors may vary slightly depending on the read head manufacturer. Use this chart as a model.

VMR-5 Magnetic Strip i LED 1 Wire Configuration

[9]PIN A (CLK) DATA 1 (WHITE)
[9] PIN B (DAT) DATA 0 (GREEN)
[9]PIN - (GND) GROUND (BLACK)
[9]PIN + (GND) POWER (RED)
PIN 1 (LED) LED (BROWN)

PIN 2 (NA) NOT USED

PIN C (NA) NOT USED
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VMR-5 Switch Settings

Remove the top mounting bracket to access the DIP switches.

S1 = Off S2 = Off S3 = Off S4 = Off

VMR-10 and VMR-20 Magnetic Stripe

[9]PIN A (CLK) DATA 1 (WHITE)
[9] PIN B (DAT) DATA 0 (GREEN)
[9] PIN - (GND) GROUND (BLACK)
[9] PIN + (GND) POWER (RED)
PIN 1 (LED) LED (BROWN)

PIN 2 (NA) NOT USED

PIN C (NA) NOT USED
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Installing Diodes for Lock Wiring - Relay

Diodes are supplied with the VSRC-A which should be fitted across 12V and COM on each Reader Interface to
protect the relay contacts.

—Flying Lead 1
< © b 1-Flying Lead 2

Jf ELECTRIC DOOR LOCK

OT0]
1

UL LISTED POWER LIMITED
LOCK POWER SUPPLY

24VDC —— 120VAC

The lock is wired across 12V and COM. A 0V link to COM is then required to complete the circuit. This will be wired
to relay K1 and K3 NO or NC depending on lock type: Fail Open / Fail Closed (the diagram above is Fail Open).
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VMRC-1

CHAPTER 8

o
O
(o)
(o)
O
O
O
O
O
@

VMRC-1 Single Reader Controller i Authentic Mercury Protocol

Overview

The Vanderbilt VMRC-1 is a PoE capable Single Reader Controller capable of supporting 1 to 17 total readers. The
VMRC-1 supports 1 reader directly via an onboard reader interface and up to additional 8 physical devices may be
connected via a single RS-485 channel. Using 8R$485 connected VR2 Dual Reader Interfaces, a total of 17
readersmay beconnected to the VMRC (including the onboard reader interface which may be used in
conjunction with R&85 connected devices) or up to total 9 readdi8 VRIL Single Reader Interfaces are used
with the onboard reader. V16IN or VA160devices may also be connected and will reduce the total number of
readers supportedBuilt on the Authentic Mercury platform (Mercury Hardware and Firmware), the VMRC-1
communicates with the SMS Mercury CIM (mCIM) via TCP/IP and can be connected to a variety of different read

head technologies.
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The VMRC-1 includes 2 general purpose contact inputs, assigned to the onboard reader interface; 2 Form-C relay
outputs assigned to the onboard reader interface and 1 dedicated cabinet tamper contact input.

Highlights
A Supports read head technologies utilizing Wiegand (D0/D1) or Magstripe (clock/data) signals.
Proximity Cards
Standard 26-bit
Vanderbilt 34-bit
HID Corporate 1000 35-Bit
HID Corporate 1000 48-Bit
HID/ProxIF 37-Bit
XceedID 40-Bit
XceedID 35-bit (including EV1)
MiFare 32-Bit Serial Number (With HID read-head ONLY)

> > > > > > > >

Magstripe Cards

A Geoffrey encoded magcard 14-D
A Geo-lmage magcard 11-D

A Locknetic 18-D magcard

>

Communicates via network protocol at 10/100 Base-T

A Powered either via PoE or locally by a 12VDC Rated UL294 Listed Power-Limited Power Supply, capable of
4 hours standby power.

A Capable of running in Enhanced Offline Mode, allowing local decision making if communication fails between
the VMRC-1 and the network.

Standard Features

A Supports a single read-head credentials

Communicates with mCIM via network protocol at 10/100 Base-T

Connection for one multi-color LEDs for access granted or access denied indication
Connector for one buzzer/annunciators

Includes 2 input contacts for exit request (REX) and door position switch (DOD) for the onboard Reader
Interface

A Connector for dedicated Cabinet Tamper

> > > >

Specifications

A Board Dimensions: 5.400 H x2.750 W

A Enclosure Dimensions: 8 106 x 7 16 x 3 10

A Power requirements: PoE @ 12.95 W or 12 VDC @ 200 mA minimum, 900 mA maximum
180 mA Max Provided to the read head

A Power consumption: 650 mA max. including read head

A Ambient temperature: 0°to 70°C
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Enclosure

Enclosure Features

A Metal enclosure with hinged door, tamper switch, lock & key
A Enclosure Dimensions: 8 10 x 7 106 x 3 i6o

Enclosure Environmental Conditions

A Ambient Temperature: 0° to 70° C

A Humidity: 5 to 95% RHNC

A The room must be dust free and clean.
A

It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall
covering i.e. sheetrock

A Mount the cabinet in a secure, but generally accessible location

Enclosure Mounting

A Field Wiring: Itis necessary to punch the knockouts in the metal enclosure for field wiring. It is recommended
that this is done before mounting the enclosure to the wall.

A A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

A Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware: Four
1/406 x 10 lag bolts.

IP Configuration

The VMRC-1 connects to the SMS host network via TCP/IP and communicates over the network to the SMS Mercury
Communication Interface Module (mCIM) via Authentic Mercury protocol.

The mCIM is a Windows Service which supports communications with up to 256 Authentic Mercury Controllers,
depending on traffic.

Note: Communication is at 10/100 Base-T

Static IP and DNS Configuration

The VMRC-1 is DNS Compatible. Configuring a DNS Server is beyond the scope of this manual;, a network
technician should be contacted to set up the DNS Server. The directions below give details for Static IP setup with
and without DNS. See the DHCP Configuration section before configuration DHCP.

Follow the steps below to configure the static IP of the VMRC-1.

The VMRC-1 controller ships with a default IP address = 192.168.0.251 and subnet mask = 255.255.255.0.

1. Change the IP address of your computer to a non-conflicting IP address on the same subnet as the
controller (e.g. 192.168.0.252 / 255.255.255.0).

2. Connect the VMRC-1 directly to your computer with a network cable.

3. Verify that VMRC-1 S1 DIP switches 11 4 are all OFF.
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4. Apply 12 VDC power to the controller.

5. Set DIP Switch #1 from OFF to ON to enable the build-in default admin account.

Setting DIP Switch #1 ON enables a 5-minute window to login with the default admin account

Reenable the login window by Setting DIP Switch #1 OFF for at least 10 seconds

6. Open a web browser and navigate to the following URL: http://192.168.0.251

7. A certificate warning will appear which varies by browser and browser settings. Allow the connection.

8. Click the link below the Vanderbilt logo to proceed to the login page.

& 10.10.80.188

\JANDERBILT

Click Here to Login



http://192.168.0.251/
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< Y S
& 10.10.80.188 xL
EP1501 Configuration Manager

Login

Enter your user name and password.

9. Enter the default Username and Password (both case sensitive):
f Username = fiadmino
1 Password=fipasswor do

10. The following dialog may appear once the Home page loads.

F B
Message from webpage ﬂ

Mo user accounts have been defined. Future zccess to the web
configuration pages will require the defauht login procedure until user
== accounts are created.

11. Vanderbilt recommends creating a user account for providing access to the controller configuration without
requiring physical access to the controller DIP Switch #1.

12. Cl i ck fAOKO.
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13. Select the Network option from the menu to access the Network Settings page.

& 10.10.80.188

VANDERBILT EP1501 Configuration Manager

Home Network Settings
Network
Host Comm ~ . ’
Device Info .} Use DHCP method to obtain IP address automatically
Users Host name of this device:
Auto-Save MACO000FE5S07831A
Load Certificate (only 0-8, a-z, A-Z. .{pariod), -(hyphen) are sliowed)
Status
Restore/Default ® Use Static IP configuration:
T [101080.188 x|
Log Out IP Address 10.10.80.188 x
Subnet Mask: 255.255.0.0
Default Gateway: 10.10.0.1
ons st I

{only 0-8. sz, A-Z. .[period). -(hyphen) are sliowed)
Obtain DNS server address automatically
@ Use the following DNS server address:

DNS Server: 10.10.83.1

* Select APPLY SETTINGS to save changes.

14. Vanderbilt recommends assigning a static IP address, so the controller can always be easily accessed.

fSel ect iUse Static I P configurationo.
1 Enter the appropriate SMS host network IP Address for the controller as specified by IT.
1 Enter the appropriate SMS host network Subnet Mask for the controller as specified by IT.
1 Enter the appropriate SMS host network Default Gateway for the controller as specified by IT.
1 Enter the appropriate SMS host network DNS Server as specified by IT or enter 0.0.0.0.
15. Click fAAccepto.

DHCP Configuration

The VMRC-1 initiates communications to the mCIM so configuring the VMRC-1 for DHCP will not affect SMS
communications or operability and can be selected via the Network Settings menu as shown above.

WARNING: While using DHCP will not affect the ability of the controller to function with SMS, it might not be
easy to determine the current IP address of a controller configured for DHCP without IT support. The controller
IP address must be known to access the controller web configuration. Vanderbilt recommends using reservations
if using DHCP.

SMS Communications Configuration

The VMRC-1 controller ships with default Host Communications configured for IP Server. The Host Communications
settings must be changed for the controller to communicate to the SMS mCIM.

1. Select Host Comm from the menu to load the Host Communications configuration page.
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2. Change Primary Host Port Connection Typet o Al P Cl i ent 0.

3. Change Primary Host Port Data Securityt o ATLS Requiredo i f edesiedy pti on comm

SMS Authentic Mercury protocol TLS encryption can only be enabled per mCIM

4. Change the Primary Host Port Host IP to the IP Address of the computer hosting the mCIM.

Vanderbilt recommends a dedicated mCIM host

The mCIM Port defined in SMS must match the VMRC-1 Host Port setting

5. Change the Primary Host Port Port Number to 5001, only if required.

6. Do not change any other settings. SMS does not support the Alternate Host Port.

& 10.10.80.188

VANDERBILT EP1501 Configuration Manager

Lani= Host Communication
Metwork
Host Comm Communication Address: [Juse 1pv6 Only
Device Info
Users Primary Host Port
EfoS ave Connection Type: IP Client v Data Security:
Load Certificate
Status -
Host IP: 10.10.56.109 Port Number. 3001
RestoreDetatit Boot |
Apply Settings Connection Mode: Retry Interval

Log Out

D Enable Peer Certificate

Alternate Host Port

Connection Type: Disabled Data Security

* Select APPLY SETTINGS to save changes.

7. Click fAAccepto.
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Create User Account

Vanderbilt recommends creating at least 1 user account so that physical access to the controller for setting DIP
Switch #1 is not required for accessing the controller configuration.

1. Select Users from the Menu.

2. Click nANew User

3. Leave fASel ect aadmiaistratdar) | evel 06 = 1 (
4. Enter desired Username. Vanderbilt recommends SMSAdmin.

5. Enter desired Password and confirm.

6. Enter Notes if desired.

& 10.10.80.188

VANDERBILT EP1501 Configuration Manager

Home User Account
Network

Host Comm Select account level:

Device Info ~ "
Users Username: SMSAdmin (4-10 characters)

Auto-Save O Change password ® Don't change password
Load Certificate

Previous Password:

Status
Restore/Default Password (6-10 characters)
Apply Settings
Log Out

Password again:

Notes: l:l (32 characters maximum)

\ " & =, %, /, <, = are illegal characters for this field.

Save Cancel

A strong password
+ Is not based on the user's account name
= Contains at least eight characters
= Contains characters from three of the following four categories:
» Uppercase alphabet characters(A-Z)
» Lowercase alphabet characters(a-z)
» Arabic numerals{0-9)
» Nonalphanumeric characters
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Upload Certificate

If TLS encryption will be enabled, a custom certificate may be downloaded to the controller which will be used in
place of the Mercury provided self-signed certificate.

1. Select Load Certificate from the Menu.

& 10.10.80.188

VANDERBILT EP1501 Configuration Manager

Home -
e Load Certificate
Host Comm Please specify a certificate file(*.crt):

Device Info Browse...
Users

Please specify the private key file(*.pem):

Auto-Save

Browse .

Load Certificate -
Status. Load certificate files

Restore/Default
Apply Settings

Foelost Certificate Information

Issued to: MACOO0OFES07831A

Mercury Security
Certificate CA 1024
from 06/05/2018
to 12/30/2043

Issued by:
Valid time:

Load Peer Certificate

Please specify a peer certificate file(*.crt):

Load peer cerfificate

Peer Certificate Information

Browse...

Issued to:
Issued by:
Valid time: from to

under API e ale€ertdiqate criffey a certi ficate

o

2. Click fiChoose File

o

3. Click fAChoose File under APl ease specify the private K

4, Click ALoad certificate fileso.
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Document and Commit Configuration Changes

Once all desired configuration changes have been Accepted, they must be committed, and the controller rebooted
to enable the new settings.

Prior to committing changes and rebooting the controller, Vanderbilt recommends saving a screen shot of the
controller configuration and device specific information for documentation.

Record the controller Serial Number 7 it is required for SMS configuration.

1. Select Device Info from the Menu.

2. Save a screen shot or at least note IP Address and Serial Number.

3. Clcki Apply Settingso in the menu.



